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Ahswer any five questlons
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-

la) Defme Authentlcauon Conﬁdennahty, Non-repud1at1on and Avaﬂablhty
b)  Write notes on route table modlﬁcatlon and UDP Hijacking. ' [5+10]

3.a) What requlrements must a public key cryptosystem fulfill to be a secure algonthm‘7 ,
b). Define - digital signature, d1 1ta1 ‘

2.+ Explati mpher Block modégof operaftlon W1th figat dlagrams s

ate What are the advantages of digital. s1gnature

digital certificate? [7+8]

4. Explam PGP in detaﬂ f15] .
5a) Explam IPSec Docum "'agra'm
" b) P. [7+8]
6.a)" at defirfe'an SSL connection state. -+

ba)) cord Protocol? .

c) eg .@es of SET paruc1pants [44+4+7]
7a) 1ques used to Iz;;otect a password ﬁle‘? o

b) nd compression in the operatlon of a Virus? _

c) "'ftypes of mtruders : [4+645]
8.aj List four techmques used by a Flrewall to control access and enforce a security policy.’

b) - Briefly explain access contro] list and capability ticket, : [8+7]
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