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Preface

Radio-frequency identification (RFID) is a technology that uses communication
through radio waves to transfer data between a reader and an electronic tag attached
to an entity for the purpose of identification, tracking and surveillance. Unlike other
identification technologies such as barcodes, RFID technology offers several key
benefits such as no line-of-sight necessity, robustness, speed, bidirectional
communication, reliability in tough environments, bulk detection, superior data
capabilities, etc. Because of this, RFID has become particularly successful for a wide
area of applications where traditional identification technologies are inadequate for
recent demands: inventory tracking, supply chain management, automated
manufacturing, healthcare, etc. As the RFID technology is being spread and applied to
real world system, RFID systems have received considerable attention from
researchers, engineers and industry personnel. As a result of years of research, a lot of
literature has been published on the design and use of the RFID systems, covering a
wide range of topics: hardware and software, protocols and algorithms, applications,
etc.

This book presents some of the most recent research results of RFID users interested in
exchanging ideas on the present development issues of and future trends in RFID
technology. It consists in a collection of 24 chapters distributed in 5 parts: RF/RFID
Backgrounds, Antennas/Tags, Readers, Protocols and Algorithms, and finally, Case
studies/Applications.

The book starts with some background chapters related to Radio Frequency (Chapter
1), main RF structures (Chapter 2) and RF CMOS (Chapter 3). Also, this section contains
a chapter that deals with structural design of a CMOS voltage regulator for an
implanted device (Chapter 4).

The second section of the book focuses on antennas and tags. First, some perspectives
and technical considerations of microstrip antennas for multi-band RFID reader are
presented (Chapter 5). Also, the high gain dual-band antennas and limitations have
been described. Chapter 6 includes low-cost solution for RFID tags in terms of design
and manufacture considering that applying the traditional printing technologies to
produce the antennas will lower the cost of the antenna part. Chapter 7 deals with
conductive adhesives such as the ultralow cost RFID tag antenna material and
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includes results which are based on the screen printing method, which is very
representative at the stage of lab prototyping. Chapter 8 is a true experimental research
in nature and aims to investigate the process consistency and accuracy of printing
RFID tag antennas via the screening printing method with a conductive ink, silver-
based (Ag) ink, on PET, PVC, and Wet Strength paper. Chapter 9 presents a novel
CPW-fed-slot antenna on artificial magnetic conductor (AMC) combination prototype
suitable to be used in 5.8 GHz RFID tags on metallic objects. The last chapter of this
section (Chapter 10) proposes a guideline for the design of a new kind of RFID tag to be
used in each step of the pharmaceutical supply chain. It describes the main features of
the pharmaceutical scenario, mainly focusing on item-level tracing systems and RFID
devices” performance.

The third section of the book is dedicated to RFID readers. In Chapter 11 the authors
present a demodulation structure suitable for a reader baseband receiver in a passive
RFID environment. Chapter 12 introduces a new reader obtained by adding HDX
functionality to an existing FDX reader, together with some design issues that
influence reader performance.

After the chapters focusing on readers design, the following chapters present certain
aspects related to protocols and algorithms. In Chapter 13 the authors propose a new
scalable authentication protocol for low-cost RFID systems, for which features are
presented, both from the tag’s and reader’s perspective. Chapter 14 focuses on an RFID
model for simulating framed slotted ALOHA based anti-collision protocol for multi-
tag identification. Chapter 15 describes the implementation of direct sequence code
division multiple access channel access methods for the UHF-RFID uplink. Chapter 16
illustrates an unconditionally secure lightweight RFID authentication protocol with
untraceability. Chapter 17 deals with the application of Monte Carlo method for
determining the interrogation zone in anti-collision Radio Frequency. In Chapter 18, in
order to mitigate the influence of the NLOS propagation, the authors propose an
iterative delay compensation algorithm based on NEWTON algorithm which
improves the accuracy of positioning items using the DCF and shift vector
compensation algorithm. Finally, in Chapter 19, an efficient spatial range query method
is designed for compensating the lost spatial relationship by the linear mapping
mechanisms. The experiments conducted on real data sets demonstrate that the
proposed approach is efficient and scalable.

The fifth section of the book includes 5 chapters that describe several RFID
applications and studies. Chapter 20 presents some studies on secure RFID
authentication and access control, while Chapter 21 shows an overview of attacks on
the HF physical layer of contactless and RFID systems. Chapter 22 proposes an
effective tag movement direction detection method. Chapter 23 presents a distance
measurement and position estimation application in order to evaluate a WSN system.
Finally, in Chapter 24, cross-layer design is presented as an attractive tool to optimize
RFID platforms. The proposed framework for design of RFID platforms can be
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potentially used for a wide variety of PHY and MAC algorithms under a cross-layer
philosophy.

By presenting design issues related to each component of an RFID system, this book
reaches its goal, that of being a collection of actual research results and challenges in
RFID domain. It completes a collection of RFID books published by Intech, a collection
that is a valuable tool for engineers, researchers and industry personnel, either those
that are already familiar with RFID or new to this field.

Cornel Turcu
University of Suceava
Romania

X
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Radio Frequency Background

Tales Cleber Pimenta, Paulo C. Crepaldi and Luis H. C. Ferreira
Universidade Federal de Itajuba
Brazil

1. Introduction

Design considerations for the traditional low frequency circuits and the RF circuits are quite
different. In low frequency design, the maximum signal transfer occurs when the source
presents low impedance while the load presents high impedance. A typical example is a
buffer, where the input impedance is high and the output impedance is low. As long as that
requirement is fulfilled, the designer is capable of choosing arbitrary levels of impedance
that best suits the circuit requirements or applications.

Therefore this chapter aims to provide background on impedance matching between source
and load, with or without a transmission line. The analysis can be conducted by using Smith
Charts and S-Parameters, which are also presented in this chapter. The analysis in this
chapter is oriented to RFID applications whereas other books provide general analysis.
During RF design, the impedances should be matched for maximum signal transfer.
Additionally, when the circuits are connected using transmission lines, they should match
also the standard values of the transmission lines. At very low frequencies, transmission
lines can be thought as just a wire. Nevertheless, at high frequencies, the signal wavelength
is comparable to or smaller than the length of the transmissions line and power can be seen
as traveling waves. As a matter of fact, even a conductor can be thought as a transmission
line in a high frequency circuit.

Most RF equipments and coaxial cables use the standard impedances of 50 or 75 Q. The
value of 75 Q is used, as an example, in cable TV equipment, since this value provides the
minimum losses, as it is desired in transmitting the signal over long distances. In fact, the
value of impedance for minimum loss should be 77 Q, but it was rounded to 75 Q by
convenience.

The value of 50 Q corresponds to a reasonable compromise, the average, between the
minimum loss of a 77 Q and the maximum power handling capability given of 30 Q.

2. Transmission line

Fig. 1 shows the lumped component model of a real (lossy) transmission line. The segment
indicated corresponds to an infinitesimal segment of the transmission line. The characteristic
impedance Z of this line can be found to be [1]:

/R+]a)L
ZO_\/7 G+ joC @
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Fig. 1. Lumped component model of a transmission line.

As can be observed, the characteristic impedance Zj is dependent on the frequency.
Nevertheless, if the resistive terms R and G are negligible, the expression of the
characteristic impedance Zycan be simplified to:

Zy =E @

If the value of RC is equal to GL, expression (1) yields the same value of expression (2). In
other words, choosing the L/R time constant of the series impedance equals to the C/G time
constant, a lossy line will behave as a lossless line, so that its characteristic impedance will
be independent of the frequency[1].

2.1 Reflection coefficient

If a transmission line is terminated by an impedance Zo, then a signal traveling down the
line with a ratio of voltage to current equal to Zy will maintain its ratio upon encountering
the load and there will be no reflections. On the other hand, when the load is different of Z,,
then it imposes its own particular ratio of voltage to current, and the only way to reconcile
the conflict is by having some of the signal reflected back towards the source. In order to
distinguish the incident and the reflected signals, the subscripts i and r, respectively, will be
used.

The incident signal is given by:

Zy==t ©)

At the load end, the mismatch in impedances gives rise to a reflected signal. Since the
system is still linear, the total voltage at any point in the system is the sum of incident and
reflected voltages. The net current is superposition of incident and reflected currents.
However, since the currents are traveling in opposite directions, the net current is the
difference between them. Therefore, the load impedance is given by:

Z, == “)
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Expression (4) can be rewritten to express Z; as function of Z as:

s _Ei+E,_E{1+E,/Ei}zz{1+£,/£i} 6)

L_Ii_lr _Ti 1_Er/Ei 1_E7/Ei

The ratio of reflected to incident quantities at the load end of the line is called Reflection
Coefficient I'7. Therefore, expression (5) can be rewritten as:

ZL:EZ-+ET:ZO{1+FL} ©
-1, 1-T;
Solving for I yields:
r,=2-% %
Z + 7,

As can be observed from expression (7), if the impedances of the load and the line are equal,
there will be no reflection. If the line is terminated in either a short or an open circuit, the
reflection will be maximum, with a magnitude of 1 [1].

Therefore, if a transmission line is terminated by its characteristic impedance there will be
no reflection since all the transmitted power is absorbed by the load and the energy flows in
just one direction.

When the line is terminated by a short circuit a reflected wave is sent back to the source
since the short can not sustain any voltage, and therefore dissipates zero power. The
incident and the reflected voltage waves are of the same magnitude. They are 180° out of
phase at the load and they travel in opposite directions.

If the line is terminated by an open circuit a reflected wave is sent back to the source since
the open can not sustain any current, and therefore dissipates zero power. The incident and
the reflected current waves are of the same magnitude and travel in opposite directions. The
current waves are 180° out of phase at the load, but the incident and reflected voltage waves
are in phase [1].

If the line is terminated by an impedance different of the short, open and characteristic
impedance, part of the signal will be absorbed by the load and part will be reflected back.
The amount of reflected signal is given by expression (7).

3. Smith chart

The reflection coefficient I'7 of expression (7) was obtained from expression (6). By the same
way, solving for Z; in expression (7) yields I, thus forming a mapping of one complex
number into another. The relationship between these two complex numbers forms a bilinear
transformation, which means that knowing one is equivalent to knowing the other.

Since Zr can have any value and |I7| cannot exceed unity for passive loads, it is therefore
much more convenient plotting I'; than plotting Zr.

The reflection coefficient can become even more convenient by normalizing it to Z, as:

ZL
roZe _Z-1 ®)
ZL 1 Z+1
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On the same way, normalizing (6) results in:

1+T
Z=—— 9
T ©)
Considering the normalized real and imaginary parts of both I'and Z then:
Z=R+jX=1+r—1+F’+]ri (10)

1-I 1-T,-jT,

After some algebraic manipulation (using conjugate), the real and imaginary parts are of Z
are:

1-I2-r17

- 11
1+02-2r, +T7? D
2T,
X=——+t 12
1+02-2r, +T7? 12
Expression (11) can be manipulated as:
R+RT?-2RT, + R[?=1-T?-T7?
RI? 2R, + RI?+T2 +T?=1-R
RI2 —2RT, + RI? 412 412 = (1= )R
(1+R)
2 2, 12, 2 1 R?
RI; —2RT, + R +T5 +I77 = - (13)
(I+R) (1+R)
2 R o 1
I';(1+R)-2RT, + +I7(1+R)=
(I+R) (1+R)
2
r?-or, R_, R ~+I7 = ! R
(R+1) (1+R) (1+R)
2 2
T, - R ). r?= L]
R+1 1+R
Similarly, expression (12) into:
2
2 1 1

When the two parametric equations (13) and (14) are drawn on a complex coordinate, they
build the Smithchart. Equation (13) forms resistance circles, and equation (14) generates
reactance circles, as shown in Fig. 2 and Fig. 3, respectively. The resulting Smithchart is
illustrated in Fig. 4.

As can be verified from expression (13), the imaginary axis in the Z-plane (resistance equals
0) is mapped as a unity circles into I-plane. The other lines of constant resistance in the Z-
plane are also mapped as circles, but of different diameter in the I'-plane. Nevertheless, they
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are all tangent at the point I'=1, as shown in Fig. 2. The larger the value of the resistance, the
smaller becomes the circle [1, 2].

Z Plane I" Plane

Ir

Fig. 2. Mapping of Z-plane into I-plane for constant resistances.

As can be verified from expression (14), lines of constant reactance are perpendicular to lines
of constant resistance in the Z-plane. This same orthogonality is preserved in the I'-plane by
having arcs perpendicular to the constant resistance lines, as indicated in Fig. 3.

Z Plane T Plane

Ir

Fig. 3. Mapping of Z-plane into I'-plane for constant reactances.
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The Smith, as shown in Fig. 4, is just the plotting of both constant resistance and constant
reactance, but without the presence of the I axes. The center of the Smith chart corresponds
to zero reflection (Z, equals Z)[1].

Fig. 4. Smith chart.

The upper half of the Smith chart corresponds to the upper half part of the Z-plane, and
therefore presents inductive loads. On the same way, the bottom half of the Smith chart
corresponds to the bottom half part of the Z-plane, thus representing capacitive loads.
Obviously, the Re axis of the Smith chart represents purely resistive loads.

Although the Smith chart presents many interesting and useful properties, they will no be
presented here due to the focus of this material.

2.1 Admittance chart

The Smithchart is built by considering impedance (resistance and reactance). Once the
Smithchart is developed, a similar approach can be used for admittance analysis. The
concept that admittance is the inverse of impedance is very important for parallel circuit
synthesis. Adding new elements in series can be resolved easily by adding the impedance
values. However, summing elements in parallel can be cumbersome in terms of impedance.
Thus, admittance is often considered for parallel elements.

By definition, admittance is expressed as:

Y:1=G+jB (15)
V4

where G is conductance and B is susceptance of the element. The reflection coefficient I' can
be expressed in terms of normalized admittance as:
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1 1
=T +ﬂ—~_=ZL_ZOZYL Y, =Y()_YL:1_y=1_g_jb (16)
S Zpvzy, L1 R4y, l+y l4g+jb
Y5

The admittance reflection coefficient I'(y) is given by definition as:

YL B YO
Ly =
Y; +Y,

(17)

As can be observed, the value of the admittance reflection coefficient I'(y) is equal to -I, the
reflection coefficient in terms of impedance. Therefore, once I' is known, I'(y) can be located
a point at the same distance from the origin. Rotating the admittance point by 180° around
the origin achieves the same result.

The admittance Smithchart can be obtained using the same procedure used to construct the
impedance Smithchart. The normalized real and imaginary parts of I'and Y can be given as:

1-T2-T'? - j2r,

Y=G+jB=
J 1+l“f+2l"i+1",-2

(18)

After some algebraic manipulation (using conjugate), the real and imaginary parts are of Y
are:

2 _ 2
_ 1;r,—ri i (19)
1+ +2I, -1
2T
: (20)

B=—5— 1 t——
1+l“f+21“,+1",-2

Using the same procedure presented for expressions (13) and (14), then the parametric
equations of the admittance Smithchart are:

2 2
[F,+ c j +F,»2:[ ! j (21)
G+1 1+G
2
2 1 1
C+1) +|[ T +=| == 22
e @)

When the two parametric equations (21) and (22) are drawn on a complex coordinate, they
build the Admittance Smithchart. Equation (21) forms resistance circles, and equation (22)
generates reactance circles, as shown in Fig. 5.

3. S Parameters

At low frequencies, linear systems can be analyzed by means of voltages and currents
applied to its ports. The two port circuit shown in Fig. 5 could be analyzed from its
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impedance (Z-parameters), admittance (Y-parameters), or a mixture of them, which could
be hybrid (H-parameters) and inverse-hybrid (G-parameters).

Ar,

1

Fig. 5. Admittance Smithchart.

[1 |2
+ +

Vi1 Two-Port V2

Fig. 6. Two port circuit representation.

As an example, the circuit of Fig. 5 could be analyzed using H parameters whose equations
are:

Vi =hyl + IV,

(16)
I =hyl; +hyV,

As can be observed from the equations, the value of h; (port 1 impedance) can be obtained
directly from the relationship of V; and I; when V; is set to zero. A voltage source is set to
zero by shortening its terminals. The value of hy; (current gain from port 1 to port 2) is
obtained from the relationship of I; and I, also when V) is set to zero.

By the same way, h;» (voltage gain from port 2 to port 1) can be obtained from the
relationship of V; and V,; when I; is set to zero. A current source is set to zero by opening its
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terminals. Finally, h; (port 2 conductance) is obtained from the relationship of V; and I,
when I; is set to zero.

Shorting or opening terminals is feasible at low frequencies but virtually impossible at high
frequencies, particularly over a broad range of frequencies. Additionally, RF circuits are
very sensitive to impedances, and they may oscillate or just quit working when terminated
with open or short circuits. Therefore, Z-parameters, Y-parameters, H-parameters and G-
parameters are not suitable to high frequency operations.

For high frequency operations, the scattering parameters (or just S-parameters) are
employed. The input and output variables in S-parameters are based on incident and
reflected voltage waves instead of voltages and currents.

The S-parameters takes advantage of the fact that there is no reflection in a line terminated
in its characteristic impedance. Therefore, it is necessary a circuit representation for S-
parameters, where source and the load terminations are Z, as shown in Fig. 6.

The S-parameters equations are:

by =511y +8124,

(16)
by =5y +5y0,
where
am=Eq/ \/ZT)
ay =E;» /\Zy (17)

blerl/\/Z70
blerz/\/ZT)

The normalization by \/ZT) is very convenient since the square of a and b corresponds to the
power of the incident and reflected waves.

S11 and Sy; can be obtained by measuring the incident, the reflected and the transmitted
signals at the input when the output is terminated in Z. Once the output is terminated by Z
there is no reflection. The values of S;; and Sy are:

b, E

Sp=—= = Iy
a i1
(18)
b, E
Sy = 22 _ ?72
i i1

Similarly, S;; and Sy can be obtained by measuring the incident, the reflected and the
transmitted signals at the output when the input is terminated in Z,. Since the input is
terminated by Zy there is no reflection. The values of S;, and Sy, are:

Spp= h = En
ap 2
19)
b E,
Szz =2-1 I,
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S11 corresponds to the input reflection coefficient, Sy; is the input to output (direct) gain, Si»
is the reverse transmission gain and S, corresponds to the output reflection coefficient.

The magnitudes of Si; and Sz are always less than 1, where a value of zero represents a
perfect matching (no reflections), and the closer to 1, the higher the reflection.

The magnitudes of Sy; (transfer characteristic) and S;» (reverse) are smaller than 1 for
passive circuits but can exceed 1 for active circuits (amplification). A positive value means
the input and output signal are in phase and a negative indicates a phase shift.

Zo Ei E2 Zo
AN A
Er1 Er2
Two-Port

Fig. 7. Two port circuit representation for S-parameters.

3.1 Measurements of S-Parameters
The circuit topology used to measure S-Parameters is given in Fig. 7.

Zo

TVS V1T Two-Port Z0 TVz

Fig. 8. Circuit topology used to measure S-Parameters.
The input reflection coefficient S;; from expression (18) can be modified as:

2, -2 -2 Z
VAR 2 =2

S, =T, = -1 (20)

This expression, using the concepts of voltage division, corresponds to:

ZL_ 1o, @1)

Sp=Ty=2
11 =11 7, -7, Vs

Here, Z; corresponds to the input impedance of the two-port circuit. The value of the input
to output gain, Sy is given as:

Sy =22 22)

The value of S;; and Si; can be obtained in a similar way by just exchanging input and
output terminals.
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3.1 S Parameters in the Smith chart

The center point of the Smith chart corresponds to the point of zero reflection, where Z;
equals Zy. Plots of S;; and Sz, on the real axis represent ohmic resistors, above the axis
indicate inductive load while below the axis indicate capacitive loads.

Plots of Si» and Sy inside the Smith chart indicate that damping signal between ports,
whereas plots outside the chart indicate amplification [1].

As the frequency increases, the S-Parameters plots in the Smith chart move clockwise.

Given the value of Syj, the circuit impedance can be found from (6), as:

Z,=2 {} (23)

3.2 Application example

The Si; and S;; parameters can be obtained as given by expressions (21) and (22), indicated
in Fig. 7, and the values are calculated as for Si; and Sy;, respectively. As an application
example, consider the cascode amplifier shown in Fig. 8 [2].

Vbc
|—.
Out

Fig. 10 shows its S;; parameter, in the Smith chart. The frequency is ranging from 4GHz to
6GHz. As the frequency increases, the plot moves clockwise. At approximately 5GHZ, the
circuit presents a pure resistive impedance of approximately 50Q (it crosses the horizontal
axis). The circuit presents a capacitive behavior for frequencies bellow 5HGz and an
inductive behavior for higher frequencies [1].

The same parameters could be plotted in a standard dB format, as shown in Fig. 11. The
graph of Fig. 10 provides more information and insight than the graph of Fig. 11. The last
one provides only the magnitude, whereas the first one provides both the imaginary and
real part, so that it is possible to infer a capacitive and/or inductive behavior of the circuit,
among other information.

VBias 1-—|

—
In

VBias2

Fig. 9. Cascode amplifier.
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Fig. 10. S1; parameter of the circuit from Fig. 8, in a Smith chart.

g9.0
1 ¢
o 20
o L
35
—4p :HH.HHMHHH.\MHH.H\\.\HHH.\
4.0G6 456 5.0G 5.5G 6.96
freq ( Hz )

Fig. 11. S1; parameter of the circuit from Fig. 8, in a dB chart.

Unfortunately, it is not always possible to analyze S-parameters using Smith chart. One such
case is Sy that is usually larger than 1 for active circuits. If it is larger than one, it does not fit
the Smith chart!

4. Noise figure/factor

In analog circuits at low frequency, the signal-to-noise figure (SNR), defined as the ratio of
signal power to the noise power, is an important and very used parameter. As an example,
in a radio receiver, it indicates the quality of the demodulated signal [2-5].
Nevertheless, as the signal passes through the RF circuits, the SNR changes. This signal-to-
noise degradation along the system is described by the noise factor (F), as:

%/
F_SNR, _ /N, (24)

"~ SNR, %

where the index i refers to input and the index o refers to output.
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If a system has no noise, then SNR, = SNR; regardless of the gain, and F=1. This would be
case of a hypothetical noiseless amplifier. Therefore, the noise figure of a real system will be
always larger than 1.

Considering A as the system gain, expression (24) can be modified to:

Si Si
F= Ni _ Ni _ Na
S, S,.A AN,
NO ND

which can be seen as the total output noise power over the output noise due to the input
source.

The total output noise is the sum of the original noise at the input (which was amplified)
and the noise added by the circuit. This can be denoted as:

(25)

N, = AN; +Noggeq (26)
Therefore, expression (18) can be expressed also as:

N, _AN;+Nyges _ 1+ N uided 27)

F= =
AN, AN, AN

i
Again, if the circuit adds no noise, F becomes 1.
Another important figure of merit is the noise figure, NF, expressed as:

NF =10.log, F (28)

While the noise factor of a noiseless circuit is 1, the noise figure is 0dB.

5.0 _
1.9 -
m
© r
~  9.09 ,
/.08 EH‘HH.‘\HH."leww.”\””””w
4.906 4.5C 5.06 5.5G 6.0G

freq (( Hz )
Fig. 12. Sy; parameter of the circuit Fig. 8, in a dB chart.

4.1 Noise figure of a cascade system

Fig. 12 shows a cascade amplifying system, whose gain of each stage is A; and the noise
added by each stage is Ni.added.

The output noise due to the source is:

N =N;.A=N,.A.A,.A, (29)

o—source
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S A1 A2 A3 So
— > > R
Ni N1-added N2-added N3-added No

Fig. 13. Cascade amplifying system.

While the total output noise is:
N, =N;. Ay Ay Ag + Ni_gggea-Ao-As + No_gaaea-As + Na_gdea (30)

which is the input noise multiplied by the gain of the three stages, plus the noise generated
by the first stage and amplified by the stages 2 and 3, plus the noise generated by the second
stage and amplified by the last stage, and plus the noise generated by the last stage.

Thus, combining expressions (29) and (30) into expression (25), the noise factor can be found
as:

F= No =1+ Nl—added + NZ—added N3—ﬂdded (31)

+
N NA,  NAA, NAAA,

o—source
This expression, with the aid of expression (27), can be re-written as:

B-1 E-1

F=F +
A M4,

(32)

As can be observed from expression (32), the noise factor of the first stage is the most
relevant to the total noise factor. That is the reason for putting most effort in the first stage in
terms of noise minimization, thus requiring low noise amplifiers at the front of the system.

5. Conclusions

The basic knowledge of impedance matching between source and load, either with or
without a transmission line is essential to the design of RF circuits. The analysis presented
can be conducted by using Smith Charts and S-Parameters. The analysis in this chapter was
oriented to RFID applications whereas other books provide general analysis.
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1. Introduction

The low noise amplifiers - LNA and the mixers are among the most used structures used in
RF integrated circuits. Therefore the goal of this chapter is to present an analysis overview
of them as well as the main considerations of their design. Nevertheless, since their
interconnections play an important role on performance and noise isolation, this chapter
will also describe their AC and DC coupling.

2. Inter-connection

Consider initially a simple common source amplifier stage, with the load impedance Z;, as
given in Fig. 1. Consider also the simplified transistor model as shown in Fig. 2.
VDD

Zy

=
] ]
b Vout

Vin
Fig. 1. Simple common source stage.
Vin 1y Vout
N 7
Zy
EmVin

Fig. 2. Simplified circuit model of Fig. 1.
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The gain of this stage can be easily calculated as below.

Av = ﬁ = _ngL (1)
Assume this common source stage drives the gate of the following circuit. This next stage
needs proper biasing. Usually the DC bias of one stage does not interfere with the bias of
another stage, thus the output of the common source stage and the input of the following
stage are separated by a DC block capacitor as indicated in Fig. 3. Usually, the biasing
resistor Ryis is large enough to prevent RF or analog signal from flowing into a bias source.

Fig. 3. AC coupling with DC block capacitor.

At high frequency, the effect of the DC block capacitor is negligible, since the DC block
capacitor is virtually short. The effect of the large biasing is also negligible since it is
connected in parallel with the drain resistor of the first stage. The simplified circuit model is
presented in Fig. 4.

Vin I c

Fig. 4. Common-source stage with RC-load.

When no inductor is used, the only available load is RC-load, thus the load amplifier
becomes:

R
1+ RCs

)

Zr
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The circuit topology of Fig. 4 is well known and corresponds to a low pass filter
configuration. The frequency response of this filter is shown in Fig. 5 and its gain is given

by:

gan
A =———<n 2
°  1+RC @)

Normalized gain, dB
f
I f

log scale

-20 dB/dec

Fig. 5. Frequency response of Fig. 4.

Hence, the DC gain is -g,R and the bandwidth is @; = 1/RC. The frequency ; is called
“uncompensated bandwidth”. After frequency @; the gain decreases at the rate of -
20dB/ dec.

Unfortunately, at low frequency, the effects of DC block capacitor and the bias resistor are
more severe, since the equivalent circuit, at low frequency, is a high pass filter.

Therefore, one can expect huge loss of information at very low frequencies for some
applications such as Direct-Conversion transceiver, which carries information around DC.
Even for DC-free applications, the cutoff frequency should be considered for the high pass
filter. Since the 3dB cutoff frequency is defined as 1/RC, one can increase resistance and
capacitance. However the capacitor normally occupies more space in integrated circuit than
a resistance. Therefore, only the resistance should be increased, only up to few Mega ohms,
so that a smaller capacitance can be used.

2.1 DC coupling

As reviewed in previous section, the AC coupling is suitable for RF circuitry, but may
present DC blocking problems for baseband analog circuitry. Thus, if information around
DC is concerned, one should integrate blocks with DC coupling. The DC coupling consists
of combining two blocks so that the DC output voltage level of the previous block is same as
the DC input bias voltage of the following block, and thus there is no reason to insert a DC
block capacitor between them. The DC coupling is certainly advantageous at low frequency,
and since the common-source stage model of Fig. 4 is valid for both low and high frequency,
it is also suitable for high frequencies; nevertheless it may restrict the freedom of biasing.
Since the modern integrated technology allows construction of inductors, the designer
should know the advantages the inductor can add in the circuit design. This section shows
how to enhance the bandwidth using the ‘shunt-peaking’ technique. It consists of adding an
inductor in series with the resistor, as shown in Fig. 6.



20 Current Trends and Challenges in RFID

VoD

100 ohm

Wy

48nH

- Vout
'_

Vin 1.5pF
—

Fig. 6. Common-source stage with RLC-load.

N Y Y

The load impedance for this case becomes:

Z, =(R+Ls)] |i:£ ©)
Cs (R+Ls)Cs+1

And, substituting this value in (2), one can find that:

_ gu(R+Ls)  8uR[s(L/R)+1]

" (R+Ls)Cs+1  s’LC+sRC+1

“)

Observe that the inductor added a zero, which always increases the bandwidth, and also
two poles. These poles can be complex conjugate, and this also can increase bandwidth, yet
they introduce peaking, hence the name of the method. On the other side, the difference
between the number of finite poles and finite zeros is still one. This means that the
asymptotic decrease of gain is the same as in the previous circuit, -20 dB/dec. Thus the
inductor allows modifying the gain locally, in the vicinity of the frequency ®i, and the
designer should use this possibility to his/her advantage.

Consider the amplitude of the frequency response for this circuit, given as

(oL /R)* +1
(1—(02LC)2 +(@RC)?

Ay (jo)| = g,R ©)

To facilitate subsequent derivations, it is introduced a factor m, defined as the ratio of the RC
and 7 = /R time constants,

2 2
m=X _ R _R (6)
L/R L/C p

Here p=./L/C is the wave resistance of the load. This allows writing two more

. . , 2 R? L R?
useful relationships, namely, “m=— =LC and tm=—
R°L/C RL/C

=RC . Using these

relationships (5) can be written as:
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Ay(jo) (0r)+1
R 2 2 \2 2 @
8m (1—w T m) +(wrm)

The right side of (7) is considered the normalized gain.

First, the bandwidth will be maximized without any consideration regarding the behavior to
the gain in the bandwidth. The frequency where the right side equals 1/ V2 is denoted as
6.38. Considering a new parameter defined as x = @.343 7, then one has the equation:

2(3(2 + 1) = (1 - xzm)2 + (xm)2 8)
or
x4m2+x2(m2—m—2)—1=0 )

From this equation one can find that:

2
2 2
xzmzz—n;+m+l+\/(—n;+m+1] +m? (10)
But:
2
x2m? = a)fMBZTZmZ = 0)73,132 (RC)2 = [Wj 11
o

And maximizing the right side of (10) by proper choice of m one can find the maximum
available bandwidth, given as:

f3ap(m) = \/(m2 —2m— 2)2 +4m® —m* +2m (12)

Differentiating and equating the derivative of (12) to zero, one can obtain:

(mz—2m—2)(m—1)+2m:(m—1)\/(m2—2m—2)2+4m2 (13)
Squaring both sides of this equation, then:
(m=1)(m* ~2m~2) =m| (m-1) -1 (14)

And from this equation one finally finds that the required value of 1 is~/2 .
Substituting this value of m in the right side of (10), then:

(w—SdB / aﬁ)‘max =2 +2=1847 (15)

Hence the bandwidth is improved nearly two times as shown in Fig. 7. Consider as an
example improving the bandwidth from 1 GHz to 1.85 GHz. This is tremendous
improvement with the addition of just one inductor.
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Unfortunately, however, this choice of m leads to nearly 20% peaking. Indeed, with this
choice of m:

Am;)z NS y+1 (16)
8m

2 2°
| (1-x22) +(x2) 27 -2(V2-1)y+1
Where x=w1, and y = x2. Differentiating the right side of (16) and equating the derivative to

zero, one obtains that the maximal value of the right side occurs at y obtained from the
equation:

2% +4y-(22-1)=0 17)

The solution of this equation gives y=0.3836, i.e. x = \/? =0.6193 = (a)r)‘pmkmg . Therefore:

- 0.693  0.693m  0.693y2
wpeuking - r - RC - RC

=0.98w, ~ @y (18)

And the normalized amplitude frequency response has the value of:

Av (jwpeaking)‘z _ 0.3836 +1 _ (1 1904)2 (19)
$iR | 2038367 ~2(v2-1)-03836+ 1

This corresponds to a peaking about 1.5dB, as shown in Fig. 7.

Normalized gain, dB

Maximal bandwidth

£, N85,

: log scale

m=1.41
-20 dB/dec X

Fig. 7. Frequency enhancement by Fig. 6.

However, there are many applications where the frequency response should be completely
free of peaking. Therefore, consider again:

Ayjo)| _ 2241
8mR ‘ (l - xzm)Z + (xm)Z

(20)

Where x=w, as it was before, and require that the right side does not have any other
maximums, except x = 0. The search of maximum leads to:
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2x(1 —2x%m+xtm® + x4m2)
21
:(x2 +1)(—4xm+2x3m2 +2xm2) 21

One of possible solutions of this equation is x = 0. Other solutions can be obtained from the
equation:

2x%m+m* —2m-1=0 (22)
One can see that two other solutions will be at x = 0 as well, if:

m? —2m-1=0 (23)
This gives:

m=1++2=2414 (24)
Direct calculation using (10) shows that this value of m leads to a bandwidth:
W_345 / @ =1.707 (25)

The corresponding amplitude frequency response is shown in Fig. 8.

Normalized gain, dB

f

log scale

1.60f

Fig. 8. Maximally flat frequency response.

For this choice of m, both the first and second derivatives of the right side of (20) equal zero
at x = 0. This amplitude frequency response can be considered as maximally flat. For this
reason this choice of m is also very frequently used.

In other situations, there may be a specification on the time response of the amplifier, rather
than on frequency response. The amplifier must not only amplify uniformly the various
spectral components of the signal over as large a bandwidth as practical, but the phase
relationships among its Fourier components must be preserved as well. If all frequencies are
delayed by an equal amount of time, then this fixed amount of time delay must represent a
linearly increasing amount of phase shift as frequency increases. Phase distortion will be
minimized if the deviation from this ideal linear phase shift is minimized. Evidently, then,
the delay as the function of frequency must be examined. If this delay is the same for all
frequencies, there will be no phase distortion. The delay is defined as

Tp(w) =22 (26)
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Where ¢ is the phase shift of the amplifier at frequency .

Using (4), then:
A, (jo) _ 1+ jor @)
gmR 1-w**m+ jorm
And from this expression, one can find that:
_ _ wTtm
¢((0) =—tan 1 wt + tan 1 (mj (28)

It is impossible for this amplifier to provide a constant time delay over an infinite
bandwidth. It is reasonable to provide, then, with an approximation to a constant delay over
some finite bandwidth. A maximally flat time delay will result the number of derivatives of
Tp(w), whose value is zero at DC, is maximized.

This derivation is rather complicated. Ultimately, however, on may derive the following
cubic equation for m as:

m> —3m-1=0 (29)

whose relevant root is:

1/3 1/3
SR LR R SR T (30)
2 2

which is corresponding to a bandwidth improvement factor a little bit less than 1.6.

Since the conditions for maximally flat amplitude frequency response and maximally flat
time delay do not coincide, one can compromise. Depending on requirements, there is a
range of useful inductance value. A larger L (smaller m) gives the bandwidth extension but
poorer phase linearity, whereas a smaller L yields less bandwidth improvement but better
phase linearity. All considered cases are summarized in Table 1.

i, Normalized Normalized peak
Condition m=R2C/L bandwidth frequency resgonse
Maximum bandwidth 1.414 1.85 1.19
Maximally flat bandwidth 2.414 1.707 1
Maximally flat time delay 3.104 1.6 1
No shunt peaking 0 1 1

Table 1. Shunt peaking design summary.

3. Low noise amplifier

Low noise amplifier - LNA is the most critical block in the receiver signal chain, since it
determines the overall noise Fig. of the received signal, so that it determines the quality of
communication system.

There are several issues on LNA design for UWB applications. First, it must provide
wideband impedance matching for both optimal power transfer and noise characteristic.
Second, it should be a low power implementation with high power gain. According to the
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802.13a specification [1] [2], it is required a power gain of at least 15dB with less than 3dB
noise Fig. Since, one of the biggest applications of UWB systems is low-power
implementation, the LNA should be able to operate in low supply voltage. The third issue is
gain flatness to avoid any signal distortion over such a wide bandwidth.

In terms of wideband impedance matching, the most popular methods are the feedback
topology, the distributed impedance matching, the BPF configuration matching network,
and the common-gate topology. Nevertheless, each method has advantages and
disadvantages, so it is difficult to select one single method for UWB LNA design. For
example, feedback topology has good noise and impedance matching performance, but
degrades the achievable power gain. The other side, BPF configuration matching is able to
achieve high power gain with spurious impedance matching performance in addition to
great frequency selection characteristics, while increasing noise Fig. with more passive
components used to implement the filter.

This section discussed a unique UWB CMOS LNA, which utilizes both feedback, and BPF
configuration method, as presented in [3].

3.1 LNA circuit synthesis

In general, it is very difficult to establish a systematic method for LNA design with
satisfying simultaneously low noise factor, impedance matching, and high gain. The major
difficulty comes from the fact that the optimal source impedance for optimal noise is
different from the matching condition for maximum power delivery. So it is very important
to confirm initial design decisions of circuit parameters because two matching conditions
are highly related. Also, too simplified circuit model forces trial-and-error strategy for
optimizing the circuit. Therefore, accurate circuit evaluation is required to avoid the tedious
effort for circuit optimization. Thus, the accurate Miller effect of source degenerative
topology with cascode topology, and a methodology to utilize the Miller effect for the input
matching network implementation are presented in this section.

The overall LNA schematic, including input and output impedance matching network, is
shown in Fig. 9. The LNA looks like a simple conventional narrowband LNA with one gate

VDD

Output matching
network

Fig. 9. Overall LNA architecture.

inductor. However, the LNA can achieve wideband input matching by using Miller effect as
explained later. Also, the UWB LNA architecture does not make use of a source follower for
output matching, but has passive output matching network, which consists of bandpass
filter and impedance inverting scheme.



26 Current Trends and Challenges in RFID

3.2 Transistor sizing and bias condition

Since the size of transistors and their bias condition determine power dissipation, it is often
recommended to establish them under a certain power budget. However, the size of transistor
versus its bias condition should be evaluated carefully, because they are also related to
impedance seen by input gate. Thus, the best choice is to determine the size and bias condition
to satisfy both impedance matching and noise matching with limited bias current. In fact, there
is no much freedom for this choice technically. According to the MOSFET noise analysis [4],
the generator admittance for optimal noise performance is known as (31) and (32).

5
Gpt = aeoCy, 5(1 - \42) 31)

5
Bop :a)Cgs(1+ac\/;j (32)

where a =g,,/%40 , the parameters § and y are given in Chapter 3, and ¢ is defined as the
correlation between the drain noise i,s and the gate noise i, currents, given as:

g iy
e — (33)
i;%g 1r21d
For the sake of simplicity, initially the correlation of noise can be ignored, so that c has to be
0. Therefore, (31) and (32) can be simplified as:

1 5y
R =~ = 34
P eC g o (34)

X o~ L (35)

Furthermore, (35) can be modified to (36) in order to take account of the degenerative
inductor at the source-end.

1
Xopt * o, —oL, (36)

Note that expressions (34) and (35) represent real and imaginary terms of impedance, while
(31) and (32) presents admittance expressions.

Observe from expression (36) that the imaginary term of the optimal noise generator
impedance is inversely proportional to the gate-source capacitance. Since the gate-source
capacitance is always positive, than noise matching can be achieved with inductive
generator impedance. However, increasing Ls will reduce the gain, but at the same time, the
inductive term of generator impedance (L;) can be decreased. According to the above
observation, it is clear that optimal noise condition and maximum power transfer are
obtained simultaneously when Z,,, = Zin?eq* , Where Z;,_, is the equivalent input impedance
seen by input gate of amplifying transistor given as:
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. L .
Zinfeq = Rin?eq + ]Xinfeq = g(‘,:ni + ][Q)L< _] (37)
gs

However, it is not easy to make both Z,, and Z,-n_eq* to have same value. Nevertheless,
high gain can be achieved if the inequality shown in (38) is satisfied. Obviously, smaller

resistive term of input impedance seen by gate-end leads higher gain.

Riy o SRy <Z, (38)

opt
where Z; is the source impedance.

Since the reactance term of Z,, and Zi”ieq* are almost always matched according to (36)
and (37), inequality (38) will force Zi, ¢ to be positioned in outer side of Z,,, in Smith chart
until the frequency exceeds the desired frequency range.

As mentioned already, the bias condition should be achieved under a limited current, thus Ips
is a limited value. For the sake of simple procedure, assumed the g, and C, are given as (39)

and (40), which ignore overlapped channel length Ly, The initial value of Veyis given by (40).

w
8m = ;uncox TVeff (39)
2
Cy =3 WLC s, (40)
2717
eff < 31 blu (41)
sin

Note that considers minimum channel length L. Once V. is obtained, then the minimum
value of g, is:

2Ipg

Veff _max

g m 2 (42)

where Vg oy is the maximum effective voltage.
Assume, roughly, thaty =2 ,5~4 and a~5, since g, ~0.2g,, in active region, so that (34)
can be simplified even more as:

R oo 1
opt \/ﬁwcgs

Finally, the minimum channel width W given in (44), is based on (38), (40) and (43):

3)

3
7 — 44
2J100Z,LC,, 4

Again, minimum channel length is assumed and the results are roughly selected so that they
must be optimized later. The obtained Z,,; and Z;,_¢; are shown in Fig. 10 over the frequency
range of 100MHz to 20GHz, and one can notice that Z;, ;" is almost matched to Zyp. Zin_eq"
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remains positioned in outer circle of Z,,; in Smith chart up to 6GHz, which is higher than the
desired frequency range.

Fig. 10. Zopt, Zin_eq, and Zin_eq*.
The obtained condition so far should be applied to M; in Fig. 9.

3.3 Miller effect in cascode topology

The Miller effect implies that the effective capacitance is increased by negative voltage gain
between input and output. However, since the input impedance of the cascode device M, is
capacitive, the voltage gain is high in low frequency and low in high frequency, which
implies the effective Miller capacitance will be high in low frequency and low in high
frequency. Therefore, it explains that the Miller effect creates not only a single capacitor, but
also an inductor in parallel with the Miller capacitor.

The input impedance Zjo.q of the cascode device M, seen at the source of M; is described as

Rin+2Z (45)

Zioni =
o 1 +gm2Rd52 +ch52(Rd52 +ZL)

where Z is the output load connected to drain of M, and this is assumed as pure resistor
over the frequency of interest, for simplicity.
The load impedance of the cascode device, therefore, can be expressed as R and C parallel
circuit as shown in Fig 11, whose values are:

CLoad = CgsZ (46)
R Rtz (47)
oot 1+ ngRdsZ

The resistance term of the cascode load is equal to 1/g,2, when Ry, is infinite. Note that the
Ras2 is relatively large for low power design due to the relation R, = % [ where 1 is the
DS

depletion length coefficient (channel length modulation), and Ips is the bias DC current,
which is small for low power design.
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ZLoad

CLoad =C R =

gs2 Load —

RntZ,
1+g,,R;

Fig. 11. Input impedance of cascode device M.

The effective transconductance for source degenerative topology can be obtained as:

gml
= 48
K gmLss + CgS]Lss2 (48)

Thus, the overall open voltage gain Ay, is:

- Rin+2Z
Avo — _GmZLoad — 2g1n1( ds2 L) (49)
(1 + gmlLss + Cgless )(1 + ngRdSZ + CgsZ (RdSZ + ZL )S)

According to the non-flat open voltage gain between gate and drain of M;, the Miller
capacitor is not a simple capacitor anymore, but an RLC combination circuit.
The Miller capacitance C; is:

81 (Rasn +Z1)
Cmil = (1 - Avo )ngl =|1+ cgdl (50)
(1 + gmlLss + CglesS2 )(1 + ngRdsZ + CgsZ (Rd52 + ZL )S)

Finally, the overall Miller impedance caused by the non-flat voltage gain is:

1 Sst(Cgslng + Cgsngl) + S(CgSZ + Lsgmlng) + 8m2

Z ~
Scmil 53nglLs (Cgslgmz + CgsZXml) + Szcgdl (Cgs2 + Lsgmlgm2) + chdl (gml + ng)

(1)

mil =

Note that non dominant terms are eliminated for the sake of simplicity.
The equivalent impedance given by Miller effect is indicated in Fig. 12, whose values of
individual components are:

Coa1(8m1 + @)
Coin == (52)
Con(gm +@)
Coirz = ZgiBm TH) (33)
8m1
L.8,1(Coqa+C,,
Lm,‘n _ kgml( gs1 gkzgml) (54)

a(gml + Ol)
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grnl(cgsz + Lsgm:lza) (55)
ngl(gml + a)

Ryin =

where o=1/Ryoui.
Note that the resistive term Ry is related to the quality factor of the inductive term Ly,
and it is relative small enough to be ignored.

Miller effect

Fig. 12. Equivalent input circuit.

3.4 Modified input impedance by feedback

Now, the input impedance of the inductive degenerative topology including Miller effect
must be re-evaluated.

The input impedance of the open circuit is well known as RLC series circuit, given as:

Zio =SLg + L, Smbs (56)
chsl Cgsl
From the feedback system, the modified input impedance of the feedback system, as shown

in Fig. 13, is given by:

Zio(Zi+Z
Zim _ lnu( f load) (57)
Zino(1+G)+Z +Zs

ino (

Note that the close loop input impedance includes the Miller effect.

The feedback impedance Zy is (1/5Cga1), which is the gate-to-drain capacitor. By using the
effective transconductance and load impedance as obtained above, the overall expression of
the input admittance Y, of the close loop circuit after simplification is:

1
Yinc = Ymil + 1 1 (58)
——+5Cp +——
Reﬁ sLeﬁ(
where Yy is 1/Z,i, the admittance of the equivalent Miller circuit, and:
R, = miLe (1 N ConRas2 +2C Ry ] (59)
Cgsl gmlLs (1 + ngRdsZ)

Ceﬁ' =C gs1 (60)
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Ly =L+ p (61)
ﬂ _ (Rziﬂ + ZL)(ngl (gml (Ls + ngLstsZ) + CgsZ (RdsZ + ZL )) +CgsZ (zgml(l"< + g1112Lst<2) + CgsZ (RdSZ + ZL ))) (62)
Cgsl (1 + ngRui‘:Z )2

Thus, the actual RLC series circuit is changed by the feedback effect. The feedback effect
effectively increases the inductive term L, and resistive term R from the original open
circuit input impedance Z;y,.

Z;

- -
T

Zinc Zino i

Fig. 13. Feedback system with effective transconductance.

For large Ry, the equivalent circuit can be further simplified as:

R.~ gmlLs 1+ ngl + 2C852 (63)
7oC 8m2

gsl

nglchZ + Cg522 + nglgmlngLs + 2Cg52gm1gm2Ls

Ly~L,+
7 Cgslgn122

(64)

Therefore, overall input impedance can be expressed as Fig. 12.

Note that the Gy can be ignored in high frequency and Ry also can be ignored due to its
small value, so that the overall circuit can be considered as the combination of parallel LC
and series LC circuits. The circuit also can be considered as a part of bandpass filter.

4. Mixer

Mixers are non-linear devices used in systems to translate from one frequency to another.
All mixer types work on the principle that a large Local Oscillator - LO drive will cause
switching/modulating the incoming RF into an Intermediate Frequency - IF, or in opposite
direction.

There are two types of mixer, passive and active. Generally the passive types have better
IM3 performance, but present higher conversion losses and hence higher noise Fig.s than
active mixers.

Additionally, mixers can also be classified as single balanced mixers and double balanced
mixers. Single balanced mixers are much less complex, but have inferior performance in
terms of RF to IF and LO to IF rejection, compared to double balanced mixers.

The advantages of double balanced mixers are:
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a. Both LO and input signals are balanced, providing both LO and input rejection at the
output.

b.  All ports of the mixer are inherently isolated from each other.

c. Higher linearity, compared to singly balanced.

d. Improved suppression of spurious products (all even order products of the LO and/or
the input are suppressed).

e. Higher intercept points.

f.  Less susceptible to supply voltage noise due to differential topology.

The disadvantages are:

a. Require a higher LO drive level.

b. Require differential input and LO signal.

c. Ports are highly sensitive to reactive terminations.

The Gilbert double-balanced mixer configuration is widely used in RFIC applications

because of its compact layout and moderately high performance. This section will walk

through the design of a CMOS Gilbert mixer focusing on the parameters that influence the

linearity of the signal path, the noise, and therefore the spurious-free dynamic range of the

mixer. Finally, some techniques to enhance the bandwidth of the Gilbert mixer will be also

presented, so to be suitable for UWB applications.

4.1 Design guidelines

Depending on the application, the mixer may be designed with a low Single Side Band - SSB
noise Fig., a particular gain or a high linearity. A good starting point is to use the differential
LNA and add the switching transistors with the same W/L ratios.

As in the case of LNA design, the linearity of the mixer source can be increased by adding
degeneration resistors (or inductors). As an example consider Zs inserted in the sources of
M and M; in the circuit of Fig. 14.

There are several parameters to be achieved during the design process, such as device
width, biasing, linearity of transconductance amplifier (input circuit), stability, input
matching network, gain compression, Inter Modulation Distortion - IMD, noise Fig. and
spurious free dynamic range.

Though the design method introduced here emphasizes the distortion-limited (large-signal)
performance over noise-limited (small-signal) performance, there are many design choices
possible. In Fig. 14, one may have to decide proper bias current and device width W, and
Wa. Proper selection of W; should provide high g, saturation at low Vps (for low power
supply operation) and low noise. Large widths are preferred for noise, but the optimum
width for both noise and power constraints can be estimated from the MOS device
parameter [1]. Large widths also require large bias currents to obtain high g,. Choosing
Wi =W, is typically the best approach.

The minimum current required to keep all devices in saturation must also be considered.
Additionally, once the bias is determined, the linearity of signal path must be verified. The
signal path from the transconductance amplifier through the source resistance and
inductance is the dominant for the sake of linearization. As the resistance increases the
linearity also increases, but the conversion gain also decreases to some degree. Source
inductance is used mainly to guarantee stability by forcing a positive real component into
the input impedance. This also helps to make the input impedance easier to match.

4.2 Device width and bias current
From Fig. 14, the voltage gain of the mixer with source degeneration is given by:
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<24
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(65)

This equation implies lower conversion gain with larger impedance at the source of M; and
M,, as expected. However, this equation does not provide a clue to determine the device
width.

From the analysis of noise optimization, the optimal width can be found as [4]:

1
W, =
P 34LC, R

ox*gen

(66)

where Rg, is the resistance of the source connected to the mixer input, typically 50 Q, but
sometimes determined by LNA output impedance.

For this width, Ips must be large enough to saturate the MOSFET (Vps > V). At the same
time, large Vps is undesirable, specially for low Vpp operation. Finally, large Vps will
increase hot electron effects at the drain, thereby increasing noise.

Fig. 14. Basic circuit of the Gilbert Cell Double Balanced (DB) Mixer.

4.3 Linearity of signal path

In order to investigate the linearity of the signal path, a transfer characteristic can be
simulated by sweeping the input DC voltage. Consider the example given in Fig. 15. Note
that the DC input voltage Vpiu is Viy = Vi

It is expected that by increasing the resistance R;, which increases negative feedback, the
transfer characteristic would be linearized, by exchanging gain for linearity. In the
simulation shown in Fig. 16, it can be seen that the gain (slope) becomes more linear over a
wider input voltage range as R; is increased.

A popular technique in low voltage RFIC design is to substitute resistors by inductors. This
has the advantages that the ideal inductor does not add noise to the circuit, and it reduces
the supply voltage requirement for the circuit. The effectiveness of this approach is
somewhat frequency dependent. At low frequency, the gain degeneration and linearity
improvement for reasonable sized inductors is limited, but it becomes more effective at
higher frequencies.
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Fig. 15. Setup for transfer characteristic simulation.
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Fig. 16. DC input voltage sweeping for linearity simulation.

Also, inductors on Si substrates have low Q, on the order of 2 to 3. For a Q of 2.5, for
example, a 5 nH inductor at 4GHz would have a series resistance of about 50€, thus, in fact
both resistance and inductance are being added to the circuit. Therefore, it is valuable to
investigate the effect of both inductor and resistor as Z.

4.4 Input impedance and stability
As explained earlier, the input impedance seen at gate of source degenerative topology with
impedance Z; is:

ZS
e @

S

where o1 = g/ Cgs.

Expression (67) was derived from a simple small-signal analysis; it neglected Cgy and
assumed that the node between the source resistors is at virtual ground. As summarized in
Table 2, if the source noise impedance Z; is purely resistive, it is equivalent to an R and two
series capacitors. If R is large, the equivalent input series capacitive reactance is large and
has a large effect on Z;,. The real part is clearly positive.
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Similarly, a series inductance L produces a non-frequency dependent positive real part and
a series LC resonant network. Only the capacitor produces a negative resistance, a condition
desirable for oscillators, not mixers, and with unusual frequency dependence. Therefore,
negative input resistance can be avoided eliminating the possibility of using a capacitor.

Zs Re[Zin] + Im[Zin]
R R+ %—R+ - 1
jo o joCg
L wrL + ! + joL
ja)cgs
C —%+ L-ﬁ-i
w°C ]a)CgS jeC

Table 2. Summary of input impedance according to impedance at source.

Unfortunately, however, there is some parasitic capacitance between source and bulk of the
transistors, as indicated in Fig. 17. Therefore, as R, increases, the shunt Csp effect on the
source impedance increases, thus driving the input impedance negatively. If @rR:Csp > 1, a
negative real Z;, will show up. For this reason, it may be necessary to add some series
inductance to compensate the negative resistance.

Expression (68) describes the resistive input impedance by considering the presence of Csp.

Rs (1 - wTRsCSB)

Re{Z, | =
e{Z;} 1- R 2Cgy

(68)
An extrapolation of ip - vps intercepts the vps axis at vps = — Va, known as Early voltage. For
a given process, Vj is proportional to L, selected by the designer. Typically, VA is in the
range of 5 V/pum to 50 V/pm.

4.5 Output resistance

So far, only inside of Gilbert cell mixer has been discussed. In fact, signal bandwidth at both

input and output is another critical problem for UWB mixer. Therefore, input and output

bandwidth enhancements are also necessary.

For integrated circuits, there is no restriction of intermediate impedance between blocks. In

fact, the shunt-peaking method is widely used for bandwidth enhancement and

interconnection between blocks. However, it is sometimes necessary to provide a specific

impedance value for both input and output (in many cases 50 Q), thus the wideband

impedance matching methods can be applied. The applicable methods for bandwidth

enhancement are:

a.  Shunt-peaking: suitable for conjugate matching with non-standard intermediate impedance.

b. Wideband matching method: suitable for both conjugate matching and standard
impedance matching, but requires more passive components.

c. Cascode topology: applicable for both previous methods, in addition by reducing RC
constant time.



36 Current Trends and Challenges in RFID

Since cascode topology reduces voltage gain between gate and drain of transconductance
amplifier, it reduces the effect of the gate-drain capacitance, the so called Miller effect.
However, if cascode topology is applied to reduce Miller effect, one have to consider
reduced overhead voltage by voltage drop through drain to source of the cascode device.

Fig. 17. Gilbert cell mixer with source to bulk capacitance.

5. Conclusions

This chapter provided the background foundations for the analysis and design of low noise
amplifiers and mixers, along with their interconnections to other structures. Low noise
amplifiers and mixers are among the most used structures in RF IC.

The performance of them may be compromised without proper interconnection. This
chapter also presented the approaches to implement AC and DC coupling to interconnect
structures, by taking into account performance and noise isolation.
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1. Introduction

The Metal-Oxide-Semiconductor Field-Effect-Transistor (MOSFET) (or just MOS) is widely
used and presents many advantages over the bipolar transistors (B]JT) in many applications.
It requires less silicon area and its fabrication process is relatively simpler. It is possible to
implement most analog and digital circuits using almost exclusively MOS transistors. All
these properties allow packing a large number of devices in a single integrated circuit.
Additionally, and most important, its operation requires less power, making it extremely
suitable to RFID circuits.

This chapter aims to provide background on MOS transistors, from its physical operation to
modeling, including RF modeling. The basic knowledge is essential to analyze and to design
RFID circuits implemented using CMOS transistors. The chapter also presents noise analysis
which is essential to low voltage signal, as it is the case of RFID circuits.

2. Physical CMOS operation

Fig. 1 shows the physical structure of the n-channel MOS transistor, or just tMOS transistor.
The transistor is fabricated in a p-type silicon substrate. Two heavily doped n-type regions,
indicated as n*, are created in the substrate and will act as the source and drain (in terms of
structure, source and drain can be interchanged). A thin layer of silicon oxide (SiO»), of
thickness f,. (typically between 2 and 50 nm), is formed on the surface of the substrate,
between the drain and the source regions. The silicon oxide is an excellent electrical isolator.
Metal (or polysilicon, which is conductor) is deposited on top of the oxide layer to form the
gate electrode. Metal contacts are also made in the source and drain regions, in addition to
contact to the bulk, also known as the substrate or body. Therefore, the four contacts were
formed: D-drain, S-source, G-gate and B-bulk.

The gate region has a length L and a width W, which are two important design parameters
of the MOS transistor. Usually L is in the range of 0.1pm to 3pm while W is in the range of
0.2pm to 100pm.

There is also the p-channel MOS transistor, or just pMOS transistor, in which the dopings are
reversed to the tMOS transistor.

2.1 Forming the channel
As can be observed from the Fig. 1, the substrate forms pn junctions with the drain and the
source. In normal operation both junctions must be kept reverse-biased, or at least out of the
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Oxide (Si0z)

G - gate

S - source D - drain

n+ L n+

p-type substrate

T

B - bulk
Fig. 1. Physical structure of an nMOS transistor.

forward condition all the time. Since the drain is biased at a positive voltage, it is only
necessary to connect the bulk to the ground in order to keep both junctions cut off.

With no bias applied to the gate, there are two back-to-back diodes between drain and
source, and consequently, there is no current. This is true since each pn junction forms a
diode. In fact, the resistance between drain and source under this circumstance is in the
range of 1012Q).

When a positive voltage is applied between gate and source - vcs, holes (which are
positively charged) are repelled from the surface of the substrate. As the voltage increases,
the surface becomes completely depleted of charge. The voltage at which this occurs is
known as threshold voltage - V..

If ves is further increased, electrons (which are negative charges) accumulate near the
surface, under the gate, and an n region is created, thus forming a channel between drain
and source, as indicated in Fig. 2. The channel was formed by inverting the substrate surface
from p type to n type. Fig. 2 also shows the depletion region that forms around the channel
and the two junctions.

.
Ves

R

Induced channel
B

p-type substrate

Fig. 2. tMOS with an induced channel.
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The symbols for the nMOS transistor are given in Fig. 3, although other symbols may be
found in the literature. The symbol in Fig. 3.a corresponds to the four terminal connection,
and the symbol in Fig. 3.b corresponds to the three terminal connection, where source and
substrate are shorted.

D D
S S
(a) (b)

Fig. 3. Symbols for nMOS transistor; (a) four terminals and (b) three terminals.

2.2 Triode condition

Now, if a very small voltage vps is applied between drain and source, as indicated in Fig. 4,
there will be a current flow through the channel. The current through the channel, named
drain current - ip is directly dependent on the voltage vss and the voltage vgs. If vgs
increases, the channel becomes deeper and more current can flow. If vps is increased, based
on Ohm's Law, there will be more current, since the channel behaves as a resistance. If
follows that the transistor is operating as a linear resistance whose value is controlled by vgs.
The resistance is very high for vgs < V; and it decreases as vgs increases.

This condition of operation is known as ohmic, linear or triode.

+7
Ves -

:

\H—(
\H—IQ

Vbs

= S G D
s RSSSSSSS SN NN e

n+ n+

~ Induced channel
B

p-type substrate

Fig. 4. Conduction under very small vps.

2.3 Saturation condition
As vps increases, the difference vps - vps becomes smaller at the edge between the gate and
the drain diffusion, and therefore the channel becomes shallow. Therefore, the channel
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assumes a tapered shape, as indicated in Fig. 5. Since the channel becomes smaller at the
drain end, its resistance increases, and therefore, the transistor does not operate ideally as a
linearly controlled resistor.

:

Ves I
= S G D
s T N N N N R

Vbs

\\}—IQ

B Induced channel

Fig. 5. Conduction under 0 < vps < vgs - V.

p-type substrate

At the condition vps = vgs - V}, the channel ceases to exist at the drain side, as shown in Fig.
6. This situation is known as pinch off. At this point, further increases in vps moves the end
of the channel further away from the drain, as presented in Fig. 7. This condition of
operation is referred as saturation, therefore vps is referred as vpssar = vgs - V.

Ves = j: +
I I Vbs
E— - =
= S G D
| —— [ ——

p-type substrate

\ Pinch off
B

Fig. 6. Conduction under vps = vgs - V..

Once the transistor enters the saturation region of operation, the drain current ip becomes
independent of the vps.

Fig. 8 summarizes the conditions of operation of an nMOS transistor. Close to vps = 0,
current ip is directly proportional to vps, with slope proportional to vgs - Vi As wvps
approaches vps = vgs - V4, the curve of bends because the channel resistance increases. After
the vps = vgs - V4, the current becomes independent of vps.
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Vos = j:*
I I Vbs
i - =
= S G D
| —— [ ——
n+ n+
p-type substrate
B
Fig. 7. Conduction under vps > vgs - Vi
Io :
A Linear 1 Saturation
Vbs <Ves -Vt } Vbs>Vas -Vt
i ( Vs >Vt)
‘ >

Vbssar=Vas -Vt Vbs

Fig. 8. Operation condition of an nMOS transistor.

2.4 Deriving the ip - vps relationship

Consider the biasing depicted in Fig. 9. Since the channel potential varies from zero at the
source to vps at the drain, the local voltage difference between gate and the channel varies
from vgs to vgs - vps. Therefore, the channel density, or charge per unit length, is given as:

Qu(x) =WC,[Vis - V(x) - V] @

where v(x) is the potential at x and C, is the capacitance, per unity area, formed by the gate
and the channel.

Since, by definition, current is proportional to charge times velocity, and considering the
current is the same along the channel, then:
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ip = =WCy[Vgs =V (x) -V, v ©)

+
s

\H—Q
\H—Q

il

n+ n+

Fig. 9. Biasing of an nMOS.

The minus signal is due to the negative charge of electrons. The velocity of carriers at low
fields is the product of mobility (1) and the electric field (E). Noting that E(x)=-dV /dx and
representing the electrons mobility by i, then expression (2) can be rewritten as:

b =W [Vs ~Dx) - Vi, 2 ®)
Now integrating along the channel, one obtains:
[[Vipdx = [ WC [ Vs -V (x) -V, 1u,dV (x) @
Thus, the expression for the drain current in the triode region is:
ip = #,Cox [(vcs Vi)VUps — ’VTZ%S] ®)

The value of the current for the saturation operation can be obtained by replacing vps = vgs -
V:into expression (5), as:

1

2 /’ln ox (vGS ) (6)

As described earlier, the current does not depend on wps. It can be observed from
expressions (5) and (6) that the current is proportional to the ratio W /L, which is know as
the aspect ratio. The designer can alter the aspect ratio to obtain the desired i-v
characteristic.

Observe that expression (6) was obtained using the value of L, as given in Fig. 9.
Nevertheless, when the transistor is saturated, the channel becomes shorter, as shown in Fig.
7. A reduction in the length of the channel, known as channel length modulation, means a
variation in the resistance, and therefore a variation in the current ip.
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Expression (6) can be modified in order to include the variation in the channel length,
represented as L-AL, as:

.1
Ip E:uncox L_AL ({VGS - Vt)2 (7)
i 1 w 1 ( AR
D zlun DxLl_(AL/L) GS t
which can be approximated to:
.1 w AL
io =g Ca 1455 Wes -1 ®

Since AL/L is proportional to vps (the larger vps the larger will be AL), then:

.1 w

Ip = E/uncox T((Vcs ~ V)’ (1+ AUps) ©)
where 1 is the parameter of proportionality.
The effect of channel length modulation can be seen in the ip - vps characteristic of a MOS
transistor shown in Fig. 10. The dependence of vps on ip in the saturation region can be seen
is represent by (1+ATVpg) in expression (9) and can be observed in Fig. 10.

Io

-Va=-1/0 Vbs
Fig. 10. Effect of channel modulation on saturation current.

An extrapolation of ip - vps intercepts the vps axis at vps = — Va, known as Early voltage. For
a given process, Vj is proportional to L, selected by the designer. Typically, VA is in the
range of 5 V/pum to 50 V/pm.

2.5 Output resistance
Fig. 10 and expression (9) show that an increase in vps causes an increase in ip, meaning a
resistive behavior. The value of the resistance is given as:

. -1 -1
dip 1 w )

= 1=p1,C,.— (Vs -V, 10

) |:6‘VDSj| |: 2:un oxL( GS t)j| ( )

which can be simplified to:
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) o
Aip  ip
Therefore, a MOS transistor in the saturation region is not totally independent of vps and
presents an output impedance given by (11)
Considering the transistor operating in the triode region, as given by expression (5), if the

value of vps is sufficiently small, ’()55 can be neglected, and therefore:

. 14%
ip = #4,Coy T[(vcs -V)Upsl (12)

This relationship represents the behavior of the MOS transistor as a linear resistance whose
value is controlled by vgs, as given by:

e =205~ 14,C, Y (s -V (13)
ip L

2.6 Transconductance

The large signal behavior of a MOS transistor in the saturation region is given by expression

(6). Nevertheless, for a given biasing, the designer may be interested in the small signal

behavior of the transistor. For a given small variation in the vgs, around the biasing, there

will be a variation in the ip current, given by the transconductance, as:

oi
8m = WD (14)
GSlogs=Ves
which results in:
w
8m = ;uncox T(vGS - Vt) (15)

Observe the transconductance depends on the ratio W/L and on the value of vgs, and they
can be controlled by the designer. By using expression (6), then expression can be written as:

W
8m = zﬂncox TID (16)

In this case, the transconductance depends on the ratio /L and the ip current. That
expression can be written also as:

1
h=2—D (17)
8= Vs - V,)

It clearly does not depend on ratio W/L but it depends on both vgs and ip.
2.7 Body effect

In many circuits, the substrate and the source are not at the same potential, as it is possible
to stack transistors. In that case, the substrate it is at lower potential than the source, and
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therefore the source-substrate junction becomes reversed biased. This reverse biasing
widens the depletion layer, which in turn reduces the channel depth.

The effect of the bulk-source voltage Vsp can be easily represented by a change in the
threshold voltage - V, as given by:

Vt:VtO+7[«/2¢f +Vsp —\/@] (18)

where Vi is the threshold voltage for Vsg = 0, ¢, is a physical parameter (usually 2¢; =
0.6V) and y is a fabrication-process parameter given by:

y=2ANa%: (19)

C

ox

where g is the electron charge (1.6 x 10?9 C), N4 is the doping concentration of the substrate
and & is the permissivity of silicon (1.17g9 = 1.17 x 8.854 x 10-14 = 1.04 x 1012 F/cm).

Any signal between substrate and source promotes a drain current component. The
substrate acts as a second gate, and in turn will present a corresponding trasnconductance,
named body transconductance, given as:

0ip
= 20
8mb 57}05 ves=Ves ( )
vps=Vps
From expressions (6), (17) and (18), then it is possible to state that:
8mb = X 8m 1)
where y is given by:
oV,
7= 4 (22

Vs 220, + Vg

And it is in the range of 0.1 to 0.

2.8 Small signal model
Considering the output impedance, the transconductance and the body effect, the small
signal model of a 7MOS transistor is given by Fig. 11, known as hybrid-t model.

G D B

Vgs gm\/gs gmebs

Fig. 11. Hybrid-it model.
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If the source and the substrate are at the same potential, then the model can be simplified, as
the term g,4vps goes to zero. The simplified hybrid-n model is shown in Fig. 12.

G

+

Vgs

D

nggs TIo

Fig. 12. Simplified hybrid-m model.

2.9 Summary

Table 1 summarizes the main nMOS equations.

Condition

Ups = UGs - Vt

i-v characteristic

21
2 :un ox ((VGS )

Output resistance

Lﬁ

Transconductance

W,
8&m = 2/"ncox_lD

L
8m :un ox (vGS )
i
8 =2t e
(Ves - V1)

Body transconductance

v

b =XE8m = n o 8m
220, + Ves

Condition Ups <Ugs - Vi

i-v characteristic ip = 1,Coy [(’VGS V,)Ups — 'Vg z
Output resistance Thinear = % =[u,C ((Vcs -Vt
Threshold voltage Vi=Vig+7 [\/m m ]

Table 1. Summary of nMOS equations.

2.10 pMOS transistor

In a pMOS transistor, a p channel is formed on an n substrate. Therefore, its operation is
virtually the same as the nMOS transistor, except that all voltages and currents are opposite
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as in the nMOS transistor. Fig. 13 shows the symbols for the nMOS transistor, although
other symbols may be found in the literature. The symbol in Fig. 13.a corresponds to the
four terminal connection, and the symbol in Fig. 13.b corresponds to the three terminal
connection, where source and substrate are shorted.

G#% G{

(@) (b)
Fig. 13. Symbols for pMOS transistor; (a) four terminals and (b) three terminals.

D

S

3. RF CMOS model

Unfortunately, the structure and the operation of a MOS transistor present parasitic
capacitances that limit its frequency of operation. The parasitic capacitances may result from
the capacitor formed between the gate and the channel, between gate and source/drain, and
between drain/source and substrate.

3.1 Gate capacitances

The gate, the dielectric and the channel form a capacitor. When the transistor is working in
the triode region with a small voltage vps, the channel will be of uniform depth, as shown in
Fig. 4. Therefore, the gate-channel capacitance can be considered equally divided between
the source and the drain, and their values are:

1 . .
C g5 = C od = 5 WLC,, (triode region) (23)
When the transistor is working in the saturation region, the channel presents a tapered
shape and it is pinched off at the drain end, as presented in Fig. 7. It can be seen that the gate
to channel capacitance is almost entirely modeled at the source, since the drain does not
present a channel. It can be shown that the capacitances are:

2
Coe = EWLC“ (saturation region) (24)
ng ~0

If the transistor is cut off, there is no capacitance between gate and channel, since there is no
channel for cut off. The entire capacitance is then between the gate and the substrate,
therefore:

C

=C,, =0
Cgs # (cut off) (25)

o =WLC,
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As can be observed from Fig. 1, the gate extends over the drain and the source areas.
Therefore, there is an overlapping capacitance between the gate and the drain/source.
Denoting the overlapping length by Ly, then the overlap capacitance can be seen to be:

Cys. =Coa. =WL,C (26)

85, ov™~0x

For modern processes, Ly, is usually in the range of 5% to 10% of L.

3.2 Junction capacitances

As shown by Fig. 2 there are two reversed biased junctions formed between the substrate
and source/drain. Each junction consists of two semiconductors (drain/source and the
substrate) and the depletion layer, thus forming a capacitor. The source-substrate
capacitance can be found to be:

Cst

1+b
Vo

Csb = (27)

where V) is the junction built-in voltage (0.6 V to 0.8 V), Vsp is the magnitude of the reversed
bias voltage and Cq, is the capacitance at zero reverse bias voltage.
By the same way, the drain-substrate capacitance is given by:

Cap = 7@1’0 (28)
V
1+-LB
Yo

3.3 The high frequency model

The small signal model of the MOS transistor given in Fig. 11 can be update to include the
gate and the junction capacitances, as presented in Fig. 14. Although this model represents
the transistor for high frequencies, it is very complex for manual analysis.

C ed

|
+ I

Vgs fr— Cgs nggs l gmb\/bs

Vbs f— Csb

+

B
Fig. 14. Hybrid-m model including the parasitic capacitances.
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If the source and the substrate are shorted, the model can be greatly simplified, as shown in

Fig. 15.
ng

| J'

Vgs —— Cgs nggS <_To — Cua

Fig. 15. Simplified high frequency model for source and substrate shorted.

4. Unity gain frequency

An important Fig. of merit for the MOS transistor is the unit gain frequency that is defined
as the frequency in which the short circuit current gain becomes unit. This definition is
based in the common source configuration, as shown in Fig. 16.

ng
|

J + |
|

) VgS —_— Cgs nggs

I ‘ Tl"

Fig. 16. Circuit model used to obtain the unit gain frequency.
The current I, in the short circuit is given by:
Io = nggs _chdVgs = gmvgs (29)

The approximation is due to the fact that Cg; is very small and can be neglected. Also, from
the circuit, Vg can be expressed as:

I

P (30)
#5(C s tCoa)
Therefore, from expressions (29) and (30):
170 _ 8m (31)
I;  s(Cg+Cyy)
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Since the magnitude of % should be 1, as per definition, and considering physical

frequencies (s=jo), then:

g”’l
op=—8n__ (32)
(C gs + ng )
Therefore, the unit gain frequency is:
g”’l
freo—=" (33)
T 27(Cy +Cyy)

As can be observed, the unit gain frequency is directly proportional to g, and inversely
proportional to the internal capacitances. Therefore, in terms of frequency response the
transistor should have large g,, and small capacitances.

4. RF CMOS noise model

The two most important types of noise in MOS devices are the 1/f noise and the thermal
noise.

4.1 Thermal noise
The main source of thermal noise in a MOS transistor is due to the resistive channel in the
active region, and has a value of:

i7=4kTyg, (34)

where k is the Boltzmann’s constant (about 1.38 x 1023 J/K), T is the absolute temperature in
kelvins and y is a constant that is approximately 2/3 for long channel transistors and increase
to the range 1-2 for short channel devices.

The other source of thermal noise is the gate. Fluctuation in the channel potential couples
capacitively into the gate terminal, which in turn translates into a noise gate current. Noise
gate current can also be produced by the resistive material of the gate. This total noise gate
can be ignored at low frequencies but becomes significant at high frequencies as it is the case
of RF circuits. It has been shown the gate noise may be expressed as:

i7=4kTog, (35)

where 6 is approximately 4/3 for long channel transistors and increase to the range 2-4 for
short channel devices, and g, is given by:

2.2

g - " Cy
 =—=
58m
Mostly of the time, instead of using a current source at the gate, it is more convenient to

consider an equivalent voltage source. The equivalent voltage source of expressions (31) and
(32) is given by:

(36)
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vz =4kT 5, (37)
where 1, is given by:
1
7, =——o 38
s 5 (38)

4.2 1/f noise

The 1/f noise, also known as flicker noise or pink noise, arises mainly due to the surface
imperfections that can trap and release charges. Since MOS devices are naturally surface
devices, they produce much more 1/f than bipolar devices (which are bulk devices). This noise
is also generated by defects and impurities that randomly trap and release charges. The
trapping times are statistically distributed in such a way that lead to a 1/f noise spectrum.

The 1/f noise can be modeled by a voltage source in series with the gate, of value:

o — - (39)
WLC,, f

For pMOS devices, f is typically about 102C%/m2, but it can be up to 50 times larger for
nMOS devices.
As can be observed from expression (53), the 1/f noise is smaller for larger devices. This
occurs because the large capacitance smoothes the fluctuation in the channel charge.
Therefore, in order to achieve good 1/f performance, larger devices should be used.
The 1/f can also be modeled as a current source at the drain whose value is:

2
i}:%;%ﬁfmf (40)

where A is the area of the gate.

4.3 Noise model

The noise model of an nMOS transistor is presented in Fig. 17, where the transistor is
considered noiseless. The decision of placing the noise sources as a voltage source at the
gate, or as a current source at the drain is just a matter of convenience according to the
circuit under analysis. As an example, the values of Fig. 17 could be:

v = v§ = 4kT5rg
B (41)
WLC2

ox

i?=ij+i;=4kTyg, +

5. Conclusions

The proper understanding of physical operation to modeling of CMOS transistors is
essential to the analysis and design of RFID circuits. Among its advantages, the CMOS
transistors demands lower power consumption than other transistors.

Noise analysis of CMOS transistors is also fundamental to analysis and design of any circuit,
including RFID.
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Fig. 17. Noise model of an nMOS transistor.
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1. Introduction

There is a great interest in the development of equipment and devices that can accurately
and efficiently monitor biological signals such as blood pressure, heart beat and body
temperature, among others. It is highly desirable to have those devices operating in an
environment free of wires, where the information can be accessed remotely and processed in
real time by external equipments.

When the equipments are connected to communication network they form a telemedicine
system by which the patients can be monitored remotely (biotelemetry), even over the
internet, thus indicating the portability of these instruments (Miyazaki, 2003; Puers, 2005;
Scanlon et al, 1996).

Microelectronics has become a powerful tool when used in this scenario. In recent years,
integrated circuits are being fabricated with large densities and endowed with intelligence.
The reliability of those systems has been increasing and the costs are lowering. The
interaction between medicine and technology, as it is the case of microelectronics and
biosensor materials, allows the development of diagnosing devices capable of monitoring
pathogens and deceases. The design of sensors, signal conditioners and processing units
aims to find solutions in which the whole system can be placed directly in the patient or,
more desirable, implanted. It becomes a Lab-on-Chip and Point-of-Care device (Colomer-
Farrarons, 2009). Since the implanted device becomes part of a biological data acquisition
system it must meet few requirements such as reduced size, low power consumption and
the possibility of being powered by an RF link, then it operates as a passive RFID tag (Landt,
2005).

The low power restriction is extremely important for the patient safety, by avoiding heating
due to the increase of current density in the tissues surrounding the implant that could
cause tissue damage. The power restrictions mean also limited power of RF transmitter that
can, as well, to induce dangerous electromagnetic fields - EMF.

The focus in this chapter is to discuss the implementation of a Linear Voltage Regulator -
LVR by considering the use of a low cost CMOS process, low-power, low silicon area and
simple circuit topology.
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The LVR is an ASIC structure whose electrical characteristics depend on the specific load
conditions. Therefore, the idea is to discuss few structural solutions.

2. Implanted Device - Smart Biological Sensors

A typical CMOS front-end architecture of an in-vivo Biomedical Implanted Device - BID is
shown in Figure 1. The system consists, basically, of the sensitive biological element, the
transducer or detector element, the associate electronics and signal processors, and the RF
link to establish a communication with the manager unit. The combination of the implanted
device, the local wireless link and a communication network forms the Wireless Biosensor
Network - WBSN (Guennoun, 2008).

Power Conditioning Unit
Impedance Matching + Limiter + Voltage Regulator

Biological
Sample Manager
Sensitive Biological Unit
Element
+ _| Processing
" Transducers " Unit
+

Signal Conditioning

Biomedical Implanted Device

Fig. 1. Typical Implanted Biomedical Device acting as a RFID Tag.

Linear systems based on semiconductor devices demand a stable power supply voltage for
proper operation. Fluctuations on the input line voltage, load current fluctuations and
temperature variations may cause the circuit to deviate from its optimum operation bias
point and even loose its linearity. Therefore, the power supply system must experience
minimum impacts on the linearity due to those variations. Nevertheless, the impact of
temperature variations in implantable devices is minimized since the body temperature is
kept stable at approximately 370C (Mackowiak, 1992).

The LVR is part of the power conditioning block that is responsible to supply a stable
voltage to the sensors/transducers and its associated electronics.

Unlike the general voltage regulator application, an implantable device does not suffer a
large range, but it is more limited. This condition minimizes the impact of load regulation
specification.

The tag operation frequency is one of the most important considerations when designing a
solution to suit the requirements. The operation frequency has enormous effect on price,
performance, range and suitability for RFID projects. The general bands used to broadly
classify the RFID tag families are low, high, and ultra high.

The low frequency range (typically between 125 kHz and 134 kHz) is most commonly used
for access control, animal tracking and assets tracking. It offers low cost.
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The high frequency range (typically 13.56MHz) is used for medium data rate transfer and
reading range of up to 1.5 meters, usually for passive tagging. This frequency has also the
advantage of not being susceptible to interference from the presence of water or metals.
Since the user of an implantable monitoring system is exposed to a RF source near the skin,
few safety considerations must be taken into account. The main biohazards and risks due to
the RF exposure is mainly the heating from the electromagnetic field distribution on
biological tissues (Osepchuk, .M. & Petersen R. C., 2001). This frequency provides a good
tradeoff between power level and human tissue penetration (Sauer, 2005; Vaillantcourt,
1997).

The ultra high band (typically between 850MHz and 950MHz) offers the largest reading
ranges, of up to approximately 3 meters for passive tags and 100 meters for active tags.
Relatively high reading speeds can be achieved at that band.

3. The topology of a voltage regulator

Classic topologies used in voltage regulators can be classified as linear or switched.
Switched regulators present complex circuitry, mainly due to control unit, thus frequently
requiring larger power consumption and larger silicon area. Furthermore they provide
larger noise at the output due to the switched operation (Rincon-Mora & Allen, 1997).

Low dropout - LDO voltage regulators is one of the most popular power converters used in
power management and is more suitable for implanted systems (Rincon-Mora, 1998, 2000).
The basic topology of an LDO is presented in Figure 2.

Pass Element

R, g I
Vi {OTA Ry § Vour

Error \+ |

Amplifier

R, § Vrer

Fig. 2. Basic LDO topology.

The pass element can be implemented using bipolar or MOS transistors. Since a MOS
transistor is controlled by its gate voltage, it offers the advantage of smaller power
consumption and consequently higher efficiency for the voltage regulator. The MOS
transistor can be either N or P type. The NMOS transistor requires a gate voltage higher
than the source voltage, and therefore it may be necessary a charge pump to increase the
voltage level. The proper choice for low voltage systems, such as implantable devices, it is
the use of a PMOS LDO, as indicated in Figure 3 (Kugelstadt, 1999; Simpson, 1997). A
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NMOS LDO without charge pump is reported in (Ahmadi & Jullien, 2009) using native
transistors (zero threshold) and an internal capacitor to improve the stability, but two
external capacitors are required.

PMOS pass element

R e :
L1 :
Va0 *
N QTA L i Vour
"1 Rz
Sampler
- VREF
|
N —

Fig. 3. PMOS based LDO.

Rys LDO

Vour

AL
comp
o
Copass =537 “: —| R; § Reor
R O Vias

Fig. 4. Classic PMOS LDO with discrete frequency compensation scheme.

VIN g

&
«Q

The closed loop system output voltage can be found to be:

R1
VOUT: 1+§ VREF [V] 1)
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The use of an LDO circuit requires the stability analysis since it forms a closed loop system.
The frequency response is degraded by the presence of two poles besides the dominant pole
that can lead to an unstable condition. It is necessary to add a zero between these two poles
to achieve a frequency compensation. The insertion of this zero is normally implemented by
adding a discrete electrolytic capacitor (Cecomp) at the output node that also contributes with
an additional resistance Res, as represented in Figure 4. Additionally, Row. is the output
resistance of the transconductance amplifier, Cgpass is the gate capacitance of the PMOS pass
transistor and Rgs is the channel resistance of the PMOS pass transistor.

The frequencies of these poles and zero are given by (Rogers, 1999):

-1 -1
fP = ~ Hz| 2
0 27R . C [
2Tc(Rds +Resr) comp ds “comp
-1 -1
f_P = ~ Hz| (3)
1 2R~ C [
27t(Rds//Resr)CL esr L
-1
fZO =5R [Hz] 4)
esr comp
£ =t [Hy 6)
P2 2qR
ota gpass

Equation (1) shows that the dominant pole frequency depends on the drain-source
resistance, which in turn depends on the drain current. As a consequence, the dominant
pole can change its position according to the load. To overcome this situation, the zero must
follow the pole. It is common to establish not just a single value for Res: but a range of values
as a function of load current.

Gain [dB]
PO \
X |
I
Stable region
of Resr
Z0 1
N |
AN fue ‘
\ |
AN (P2
10 100 1K 10K 100K 1 10M

Frequency [Hz]

Fig. 5. Frequency response of a PMOS LDO regulator with external compensation capacitor
PMOS based LDO.
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Figure 5 presents the frequency response of a PMOS LDO. Unfortunately, the use of an
external capacitor, such as an electrolytic capacitor, is prohibitive for an implantable device.
Thus, the literature provides many contributions to solve the LDO stability problem. Few
approaches maintain the external capacitor and modify the internal feedback loop by using
buffers (Stanescu, 2003) and Miller compensation capacitor (Huang et al, 2006). Other
approaches insert and internal zero, discarding the compensation capacitor, by using
controlled sources and even Miller compensation (Huang et al, 2006).

Load Conditions: It = 500pA, CL = 5pF
Vin 2.2V+10%
Vour 1V+5%
VBias 2V
VREF 200mV*
Pp ImW**

* A lower value of 200mV was adopted to provide a wider range of output values, as stated by eq. (1)

** A safe value for the RF link power transfer is 10mW /cm? (Lazzi, 2005). The LVR power dissipation
should be taken as just 10% of it, corresponding to 1ImW, which represents twice as much as required by
the load (0.5mW). Reported voltage regulators for implanted devices list a power dissipation range that
can be as high as tents of mW (Zheng & Ma, 2010).

Table 1. LVR target values for an implanted blood pressure monitoring system.

Source Follower
VIN J
MNFroLL |
VBIAS o
= Load:
VRer Implanted Device

VOUT

I

CL R|_ IL

Fig. 6. LVR architecture.

The solution proposed here is the introduction of a source follower (MNrorL) stage in
between the input voltage and the LDO block, and the removal of the compensation
capacitor Ceomp, as shown in Figure 6. The source follower maintains the PMOS pass element
in the triode region, which leads to an unconditionally stable system, as it will be described
later.

The introduction of the extra source follower represents a disadvantage since it introduces
extra power consumption and requires additional silicon area. The overall efficiency is also



Structural Design of a CMOS Voltage Regulator for an Implanted Device 59

affected, nevertheless the advantages overpasses de disadvantages, mainly for implanted
devices.

Table 1 shows the target values for a project example. The load is an implanted
physiological signal system that is used to monitor the blood pressure.

4. Frequency response analysis

The frequency analysis of the LVR can be evaluated by finding initially the open loop gain

(Ap) Figure 7. The originally closed loop is broken at a particular point, and the loop gain is
given by:

Ap=——L |] ©

VRer

. |OTA — | MPpass Vour

Fig. 7. Feedback broken to analyze the open loop gain.

In Figure 8 the OTA and the pass transistor (MPpass) are replaced by the small signal model.

I eI laTL
= gmeaVx 5 [Col -1 [Ces [Ca1K)

Vx =

Fig. 8. Small signal equivalent circuit of the LVR

The total load resistance is minimized by the low value of r4 therefore the drain-gate
voltage gain of MPpass is:
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AV
K=-—9ut __om -1 )

The output voltage is:

m r
_ & pass ds gmotarota v

Vot V] (8)
1+ S 1+ S "
Py Py

Considering that riq is much larger than Ry, then v is:

R
e ZR [V] )
17 %

By combing (7) and (8), the loop gain is:

gm . Jy.gm T R
Al3 _ pass ds ota ota 2 [V] (10)

R, +R
{1+S] (1+S] 1 2
P Py

It can be observed from Equation (9) that the feedback gain B is Ry/ (R1+Ry). It is compatible
with Equation (1) that states the relationship between Vour and Viy is given by the factor

1/B.
The poles p; and p; are:

-1

2TE|:CO + Cgs + ng (1 + gmpassrds ﬂrota

Pole p: is the dominant one since 1o is in the range of MQ and can be at least 105 times
larger than rqs, which is the range of tens of Ohms. So the frequency stability of the regulator
is a function of the OTA design, the geometric aspect ratio of MPpass and the load. As an
ASIC application, the load current (Ir), resistance (Rr) and capacitance (Cr) can be stated as
constants without impacting in the pole frequencies. The OTA output capacitance Co can be
neglected since the PMOS pass transistor has a larger geometric aspect and, consequently,
larger Cgs and Cgg.

Equation (9) shows that at low frequencies (DC), the gain A is given by:

[Hz]

fpp =

A= gmpassrclsgmotarota ¥ (12)
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Considering typically gm in the range of 103 [V/A], tens of Ohm to r4s and 106 Ohm for ro,,
than the gain is greater than 40 [dB]. The dominant pole will have a frequency in the range
of tens of H, and the unit frequency gain in the range of hundreds of KHz.

5. The sampler circuit

Vi
Vour
— MNaux
Focessccecce- == [
'Ry Vs 4,'—\
: : = V.
Y A >2ll
=
b [ MP,
— ¢~ E |
A : —
IRES\ ;
LN | -
T wmps L

Fig. 9. Sampler Circuit for the LVR.

Figure 9 presents the sampler circuit. In order to implement the whole circuit in a single CMOS
chip, R; is realized as a MOS diode (transistor MN) and R; is implemented through an
interesting topology, a grounded MOS resistor (Dejhan, 2004). The use of the source follower
transistor MNaux guarantees that the grounded MOS resistor is isolated from Vi, thus
avoiding a significant transference of ripple voltage to the output voltage. MNaux also imposes
a smaller effective voltage to the MOS resistor, thus reducing the sampler current.

The power supply voltage of the sampling circuit (PMOS array) is reduced by approximately
1V, thus settling Vrgs to 1.2V. This is important to reduce the ground current and to maximize
the LVR efficiency and improving the overall power dissipation. The relationship R;/R; is
optimized by the adjustments of the aspect ratio of transistor MN; and MNo.

The sampler circuit current Irgs is designed to be 1% of the maximum current load (= 5pA).
The voltage at point A is virtually Vrer, due to the OTA virtual short circuit. Therefore, the
R1 equivalent resistance is given as:

_200mV
2 S5uA

=40 [KQ] (13)
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The aspect ratio of MN; was adjusted in order to set Irgs as close as to the target value of
5pA. So, Ry (transistor MN») will be adjusted as a 160K resistor.

The additional capacitances introduced by the grounded MOS resistor and MN are smaller
enough so that can be discarded in the previous frequency response analyses. All those
transistors have small source and drain areas leading to capacitances in the range of fF. The
eventual poles will be far away from the dominant one and the unit frequency gain.

6. The voltage references

On designing any system that requires a voltage reference, the temperature and power
supply sensitivity must be taken into account.

Classical voltage references are based on the bandgap voltages, where two distinct voltages
with opposite thermal coefficients (PTAT and CTAT) are summed to obtain an overall near
zero coefficient. Besides, their bias circuits must be robust to guarantee a low sensitivity to
the power line fluctuations. The bandgap voltage is about 1.12V for silicon at room
temperature (Tzanateas, 1979).

Nevertheless, the evolution of fabrication process is pushing down the supply voltages. For
instance, it is about 1.2V for a CMOS 0.13pm process. So there is a demand for new voltage
references topologies to produce values bellow the classical bandgap value of 1.2V.

A literature revision shows the trends into this challenge (Koushaeian & Skafidas, 2010).
However, these contributions show one or more of these aspect: complex circuits topologies
with an elevated number of components, the need of special components that are not ready
available from the CMOS common process, the need of trimming procedures, use of
external components and use of MOS transistors that are not operating in classical modes.
An alternative mode is the weak inversion in which the MOS transistor behavior approaches
the bipolar ones.

6.1 Current mirror core

The core to produce the voltages references are the self biased current mirror illustrated in
Figure 9. The use of a parasitic vertical PNP bipolar transistor Q; in a CMOS digital technology
is justified since it presents known Vgg voltage and temperature behavior. The temperature
does not represent the main impact factor since the whole system will be implanted.

Equations (12) and (13) are the starting point to establish the values of the currents Ig and Ip.
The currents values are set to approximately 5pA (1% of maximum load current) in order to
improve the LVR overall efficiency.

2 2
la= Z(fES)KYJ(Vgs _‘VthOD - ﬁ[Vgs _‘VthOD (A] (14)
V.
Ie :Ics exp[[}’;—lJ [A] (15)

where KP is the MOS transconductance given in [pA2/V], 6 is a dimensionless fitting
parameter for short channel devices, (W/L) is the geometric aspect ratio, Vi is MOS the
threshold voltage given in [V], Ics is the bipolar saturation current given in [nA] and Ur the
thermal voltage that is about 26.7 [mV] at 37°C.
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VIN

Fig. 10. Self biased current mirror.
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Fig. 11. Simulated results for the mirror currents @ T=37°.

There is no closed solution for both equations and it is necessary to develop an interactive
simulation process to reach the optimum result for I, which is equal to L. The target value
for these simulation is the geometric aspect ratio of the MOS transistors, since it is used a
vertical PNP bipolar with a 100pm? emitter area. To minimize the short channel effects, the
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channel length was fixed to 1lum for MN; and 2pm for MP; and MP; to improve the
mirroring matching. The PMOS geometric aspects are also optimized by simulation.

Figure 11 shows the simulated currents for an input voltage variation of #10% around to the
ideal value of 2.2V. The temperature was fixed in 37°C.

The relative error between the mirror currents, at the ideal operating point of Viy=2.2V, can
be calculated as:

1 -1 -6 -6
B (%)= eQ dQ,q 438107043610

100 ~ 0,45 [%] (16)
T -6
IeQ 4,38.10

It is important to evaluate the power supply dependence of those currents. The sensitivity is
an adequate parameter to measure it and is given by (Gray & Meyer, 1993):

I V. ol
VIN I d 6VIN
Q Q

The derivative term can be found directly from the circuit topology to be:

ol 4 I kon .
. 20 (18)
IN 1- T

[Veb - VthO(N)]
where A, is the channel length modulation coefficient that is obtained by simulation and
Vinory is the NMOS threshold voltage. Substituting (17) in (16) leads to:

I AV
sd = n INQ -] (19)
N s
Veb ™ VthO(N)

An alternative way to evaluate the current sensitivity is by using Figure 11. The following
equation offers a derivative approximation. It considers the variation of 14 due to variations
on VN

Iy VINQ AT
SV inF (-] (20)
IN dQ IN

Table 2 resumes the calculated and simulated results for the current sensitivity.
Consequently, for +10%variation in Viy around the quiescent value, the mirror currents will
change approximately +3%. Simulations results also point out that for the voltage references
circuits discussed next, than Ve, voltage will play an important rule and suffers a 1.8 [mV]
variation for the entire Viy range, representing a deviation of £0.13% from the 676 [mV]
quiescent value. It indicates a power line rejection rate - PSRR better than 45 [dB] at low
frequencies.
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Body Temperature: 37°C

Calculated Simulated
VINQ=2.2 [V] VINQ=2.2 [V]
Lag=5 [pA] lag=4.4 [pA]

An=0.096 [V-1]

V=680 [mV]

Ver=676 [mV]

VthO(N)=523 [mV]*

I
5\51 Eq. (19) = 0.316
IN

I
s\;i Eq. (20) = 0.331
IN

* The threshold voltage value was indicated by a CMOS process.

Table 2. Id sensitivity: calculated and simulated values

6.2 The start up circuit

As a self biased circuit, the current mirror core needs a start up circuit to ensure the correct
operating point. It is implemented by the circuit shown in Figure 12.

1%

|

START
P MPz
‘\VSG(PMOS) :
L
| MgrarT J—
C
— MN;,
I(MgtarT)

Qi

Fig. 12. The start up circuit added into the self biased current mirror.

Csrart and C; are small capacitors (0.5pF) and Msrarr is a PMOS transistor, similar to those
used in the current mirror. When the circuit is energized, assuming that the capacitors are
discharged, the Vs, of Mstarr is greater than its threshold voltage. This will cause a
transitory current to flow into Q; leading the system to desired operating point. At same
time, Csrarr is charged toward Viy reducing the Vg of Msrarr and, consequently, turning it
off. Figure 13 shows a simulating that validates the described action. The transitory current
spends only 20 [ns] that is very low for a biomedical application.
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Fig. 13. The Start Up transient current.

6.3 Vger voltage reference

The topology presented in Figure 14 is used to generate the Vger voltage reference. The
target value for this reference is 200 [mV] as discussed previously. The current I4 is mirrored
to the composite transistor (Ferreira & Pimenta, 2006) formed by MNgrer1 and MNggr2. The
gate bias comes from Q; collector and represents only a capacitive charge for the current
mirror core since the gate currents are virtually zero. This capacitive effect contributes to
improve the Ve, PSRR.

It is important to observe that the composite transistor exhibits different modes of operation
for each transistor. MNggr2 has a nominal Vg voltage of 676 [mV] leading to strong
inversion operation since Vuopy is approximately 523 [mV]. However, voltage Vg1 of
transistor MNRggr: is subtracted by 200 [mV] (the target output voltage). Thus, the effective
value of Vg is 476 [mV], leading it to operate in weak inversion.

The adopted geometric aspect of MNRggr: is similar to current mirror transistor MN;, W=2pm
and L=1pm. It is necessary to evaluate the ideal geometric aspect of MNRrgr: to guarantee the
reference voltage of 200 [mV].

By equating the drain current of both NMOS transistors of the composite topology, then:

Veb” YREF ~Vth(N) |

2
W
Ix (fj P nU P [Veb B VthO(N)} (14 MVier) @D
MN R EF1 T

where Ix is the weak inversion characteristic current and n the weak inversion coefficient. In
the strong inversion, the term (1+\,Vrgr) can be approximate to unity. Note that the Mnrer1
threshold voltage is presented as Vi) since it suffers from body effect.

Solving the equality for Vge:

2
p[v v j
3 n{ eb thO(N)
V. =V_ -V —nUTln [Wj
L2
X\ L 1

REF ~ 'eb  'th(N) Vi 2)
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Equation (22) shows that Vrgr can be adjusted by the geometric aspect of MNRrgr
considering that all other parameters are assumed constant under the corporal temperature.
Using interactive simulation, with Vix=2.2V, the optimized geometric aspect ratio is 173. To
improve the reference PSRR, the channel length of this transistor is doubled to 2 [um)].

Qi

Fig. 14. The topology used to generate de voltage reference Vrgr

6.4 Vgrer sensitivity
Using a similar concept discussed in section 4.1, the Vggr sensitivity, related to the input
voltage Vin, can be expressed as:

oREF _ "IN | VREr| 23
= -] (23)
vV vV v,
IN "REFlq “'IN Ig

The derivate term can be evaluated directly from the circuit topology as:

aVREF _ UT}\H _ 24
IN . T

(Veb - VthO(N)j

Combining equation (23) and (24) and using the known values, the Vrgr sensitivity is 0.0415.
Thus, for a £10% variation in the input voltage Vin, Vrer suffers just £0.415%. Figure 15
shows the simulation result of those variations. As can be observed, the nominal values for
Vrer and Viy are, respectively, 200 [mV] and 2.2 [V]. Using this simulation to evaluate the
sensitivity, results in:
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oVREF __ 22 “Vgp ;316107 o) [-] (25)
VIN 2001073 AV 4401073

Those results lead to a PSRR better than 40 [dB] at low frequencies.

201,2mV
200,8mV 1 VREF :f(VIN)@T=[37OC]
200,4mV 1
200,0mV 1

199,6mV

199.2mV t

2,00V 2,08V 2,16V 2,24V 2,32V 2,40V
Fig. 15. Simulation of Vggr variations due to Viy

6.5 Vgias voltage reference

v 1

_“‘_.| MP, | MP, |"’— _| — MNux
s ol

' Ip J] -

i VRES

MN,

Q

Fig. 16. Three stacked bipolar transistors used to generate Vgias voltage reference.
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The circuit used to generate the Vpias is illustrated in Figure 16. The use of three stacked
bipolar transistors generate a voltage of = 2 [V], i. e. 3 times the quiescent value of Ve, (676
[mV]). The bias currents for Q., Qs and Q4 are mirrored from the current mirror core with
unity gain.

6.6 Vpias sensitivity

The Vpias sensitivity can be derived from the circuit topology. It is interesting to evaluate, at
first, the Ve, for Q; transistor. The final result for Vgias will be three times larger. These
formulations are:

SVBIAS - VIN ‘ avBIAS‘ [-] (26)

V.
IN VBIA'S ‘Q avIN Q

SVBIAS — VIN 3UT}\H [_] (27)
V. \V/ 2U
IN BIAS7__ T
Veb ™ VthO(N)

For the know values, the Vpias sensitivity is calculated as ~0.012, leading to a variation of
+1.2% for a variation of £10% at the input voltage line V.

6.7 PMOS pass transistor and NMOS follower geometric aspect ratios

Vin=2,2[V]
MNFrorL
Vs = 2[V] : FOLI
ng(PMOS) =
VREr = O,Z[V] [ /_\
N Vbrop = 50[mV]

MPrpass Vour = 1[V]
IL = 0,5[mA]
Ires = 5[pA] J; R

R

Fig. 17. Circuit used to optimize the MNrorL geometric aspect ratio.
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Figure 17 shows the main current and voltages values used to estimate MPpass and MNrorL
geometric aspects.

For MPpass transistor, two considerations are important. First, its geometric aspect must be
larger enough to support the total nominal load current plus the sampler current. Second, its
operation must be kept in the triode region to guarantee a low rgs value. In the triode region,
the resistance is given as:

1
P )= [Q] (28)
PASS KP W
2(1+5) [TJ( sg ~ VthO(P) Vsd]

Rds(M

The aspect ratio (W/L) design parameter should be raised to lower the drain-source
resistance. Figure 17 also shows a suggested 50 [mV] (Vprop) in order to keep the low
dropout concept in the LDO circuitry. The Vgop voltage corresponds to Vsq voltage in
Equation (28).

By replacing MNrorL transistor by a 5.05 [pA] current source, interactive simulations lead to
a MPpass geometric aspect of 2500/1. In order to evaluate the aspect ratio of MNrorL it must
be noticed first that MNrorL suffers from body effect and its threshold voltage is corrected

by using:
Vineny = Vinoew) Y[\/ 2pp + ‘Vbs‘ —p j 9
Viney) =052+ 0,4(1/0,6+1,05-0,6)~727 [mV]

By using this result in the drain current equation, the MNrorL geometric aspect is given as:

fa =Pn (Vgs - Vth(N)J2

w

(30)
0,505.10~ =95,3.10° (TJ[(Z ~1,08)-0,727 % = (%) ~106

6.8 PMOS pass transistor and NMOS follower capacitances

Those two transistors (MNrorLL and MPpass) have a large geometric aspect ratio leading to
relative large gate capacitances. The PMOS pass transistor gate capacitance is important
since it is responsible to determine the OTA dominant pole.

The NMOS and PMOS S;0; thickness (Tox) can be used to obtain the gate capacitances per
unit area as:

€0)

3 -13
_“ox _3,45.10 1 =4,6.10_15 [ le

X - OX _ e
NMOS -9 106 10%
Tox 751077 10°.10

=

m
€ -13

COXpy 105 = ox _ 34510 5 61 £~ 4481071 Lz
Tox 771077 10°10

pm
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As the PMOS pass transistor operates in the triode region, the gate to source and gate to
drain capacitances are:

C =c  =Ytw

-12
= ~5,75.10 F 32

pPMos Cox

7. The Operational Transconductance Amplifier (OTA)

Vin Ii |
MP; MPs [ L | : 17 mpy
— —

e J7 MPs I__"‘_1 |j MP7

INPpos INNEG —cl

o= Hﬂ &’J —.l . Vouro)
— — 4!

MNj MP; MDP; MN>

— =
| J; MN; ' E/le
N

MN6 \_'l | N7

u M
MN3

|

Fig. 18. Operational Transconductance Amplifier (OTA).

There are some features that must be taken into account in order to design the OTA:

1. To validate the closed loop properties, the OTA must have an open loop gain larger
than 1000 (60 [dB]);

2. Since the OTA is powered by the input voltage Vi, it must exhibit a good power
supply rejection ratio. A target value of 40 [db] is used as a reference;

3. The OTA must have a low offset voltage. The offset voltage has a direct impact in
equation (1) and can deviate from the nominal output voltage. A target value of 5 [mV]
was adopted. It is very important to observe the matching on the OTA stage to
minimize the systematic offset and the use of layout technique to minimize the random
offset;
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4. The total quiescent bias current must be kept as low as possible to improve the OTA
overall efficiency. A target value of 3 [nA] was adopted, representing less than 1% of
load current. As the OTA has three currents branches, it is assigned a current of 1 [pA]
to each one;

5. The dominant pole discussed in the previous sections is a function of the OTA output
resistance;

6. The OTA frequency response must lead to a stable system over the entire band. A
margin phase of 70° degrees is a target value.

7. The OTA does not need fast responses due the physiological application. The slew rate
and settling time targets are, respectively, 0.1 [V /ps] and 10 [us].

One recommended topology is the folded cascade. It offers high output resistance and, as in

this particular case, the dominant pole is fixed by the capacitive load. This is important to

reduce the silicon area and extra power consumption by using additional compensation
circuits.

It is used the self biased Operational Transconductance Amplifier - OTA topology (Mandal

& Visvanathan, 1997). It provides additional reduction of silicon area and power

consumption by using other biasing circuits. The OTA circuit is depicted in Figure 18.

As can be observed, the OTA has a rail-to-rail input stage. It is not absolutely necessary in

this project, but it is interesting to have the possibility to generating output voltages near the

rail lines Vin and Ground. The OTA can be suitable for other applications that require
different input voltage values.

The OTA open loop gain is:

AvOL - gmotaro’ca - (ng * gmN ) ro’ca [_] (33)

where gmn and gmp are the NMOS and PMOS input differential pair transconductance,
respectively. In the case of general purpose application, it should be used an additional
circuitry to compensate their transconductances since they exhibits different values
depending on the region of operation.

In this project, the gm variations, that can be as large as 100%, do not have a significant
impact on the LVR stability. The dominant pole is far away enough from the other poles by
several orders of magnitude.

7.1 OTA transistors geometric aspect

Figure 19 shows the lower half cascode from Figure 18 and the quiescent output voltage of
1.1 [V].

That voltage is considered split equally between the two NMOS transistor pairs. Observe
that it is necessary to consider the total NMOS tail current Ix for MNg 7. Using Equation 14:

w

L JMN6,7

(ﬂj ~14
L JMN6,7

Figure 20 shows the PMOS and NMOS differential voltage considerations.

11070 ~95,3.107° ( (0,55-0,523)

(34)
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4 Vouro) = 1,1[V]
550[mV]
MN4 | N i MN5
In In
550[mV]
L, —
MNG ! lTMM

Fig. 19. Lower half used to evaluate the geometric aspect ratios.
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Fig. 20. NMOS and PMOS differential input pairs.

For transistors MNj, it is necessary to consider the threshold voltage correction since they
suffer from body effect and operate in weak inversion.
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Vinay =052 0,4[0,6+0,55 - /0,6 | ~642 [mV] (35)

Therefore, by using the current formulation, then:

V. -V
B \ gs  th(N)
=i T e T, | W

11070 ~103,1.10~7 (Wjexp(o'%—o'g‘*zJ - [ﬂj ~74
L 45107 L

(36)

NMOS transistors MNy 5 operate similarly to MNy2. The only difference is they carry half of
tail current. Thus, the geometric aspect of these transistors is divided by 2 (37). All PMOS
transistors have their geometric aspect ratios adjusted by interactive simulations. Table 3
resumes OTA aspect ratios where the channel length and width are expressed in [pm].

Corporal Temperature: 37°C
W/L)wvni = (W/L)vino 74/1
(W/L)Mpl = (W/L)Mpz 158/1
(W/L)wmns = (W/L)wne = (W/L)wny 14/1
(W/L)mns = (W/L)mns 32/1
(W/L)MP3 = (W/L)Mp4 = (W/L)Mp5 158/1
(W/L)mps = (W/L)mp7 272/1

Table 3. OTA geometric aspect ratios, in [pm]

7.2 OTA simulations results

24V

VouT(a0) = f(VIN)@T =37[°C]

2,0Vt

08Vt

04V T

02v. 04V 06V 08V 10V 12V 14V 16V 18V 20V

Fig. 21. OTA common mode range indicating a rail-to rail operation.
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The following figures show the most relevant OTA parameters simulations. The common
mode range - CMR is depicted in Figure 21. The OTA is buffer connected and the input
signal is linear over the entire range, thus characterizing a rail-to-rail operation. The OTA
analog ground is 1.1 [V] and the simulation shows that the systematic offset is minimum,

thus representing a good matching between the OTA stages.
Figure 22 shows a configuration to analyze the OTA frequency response. The auxiliary

capacitor and inductor (Caux, Laux) guarantees a closed loop for DC signal and an open loop
for AC signal. Thus the OTA will be properly biased since the DC path configures a buffer

connection.
Vob=2,2[V]

Cu
5,75 [pF]

@

VDC = 1,1[V]

Laux

Caux
1022 [F] 102 [H]

80 0 = i
| oy |
‘AOL‘ ~flireq)@T =37°C) |
60 '
400 + | S
| s
! ;
40 I :
' !
-800 . ! :
e, 1 !
20 Arg‘AOL‘ = f(freq) @T = 37[°C] Sees | ':
! :
.
__________________________ I
1200 :
01 o T LIS [ R
\‘ N
N '
. .
\‘ 'I
201 -1600 ; ; ; ; ; L, ;
10Hz  100Hz 10KHz 10KHz 100KHz 1,0MHz 10MHz

Fig. 22. OTA Frequency response.
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The load capacitance Cp is represented by the PMOS pass transistor gate capacitance,
evaluated according to Equation (32). The dominant pole (P») is located at ~130 [Hz] and the
unit frequency gain (fu) is located at =640 [KHz]. The phase margin (®r) is ~66°. Figure 22
show these results.

On a buffer configuration, the OTA is excited by a square wave to obtain the transient
parameters. Figure 23 shows the resultant simulation considering a fluctuation of
approximately +10% around the 1.1 [V] analog ground. That simulation can be used to
obtain the falling and raising slew rates (SR) and the settling time.

1,24V

Vour = f(t)@T =37[°C]

1,20V 1

1,16Vt

1,12Vt

1,08Vt

1,04Vt

1,00V

5ps 10ps 15ps 20ps 25ps
Fig. 23. OTA transient response.

Table 4 resumes the main parameters obtained from the interactive simulations.

Corporal Temperature: 37°C
Input Voltage Supply: 2.2 [V]

IDD [pA] 3,5
PD @ IDD [}IW] 7,7
Vss+100 [mV]
CMR VDD -100 [mV]
OTA dominant pole [Hy] 130
fuc [MH,] 0,64
Dy [9] 66,6
Tser @ 0,1% [pS] 3
raise and fall
SR* e SR-[V/pS] 0,2
PSRR @ 100H [dB] -81
PSRR @ 10MHy [dB] -26,5

Table 4. OTA main parameters.
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8. Layout considerations

Even by using the most advanced microfabrication techniques, it is not possible to guarantee
that all the devices implemented in the same chip will have the same electrical
characteristics. The aspect ratio of two similar devices can be controlled to a precision of
approximately #1% and, in the many cases, it can be better than £0.1%. Therefore, the layout
project of an integrated circuit, mainly analog application fields, must take mismatches into
account (Shyu, 1984).

The layout, as a backend step, plays an important rule to fabricate matched devices in the
integrated circuit. It is not possible to cancel the mismatch completely; nevertheless there are
ways to minimize it.

The objective of component matching is to reduce the error introduced by the deviations in
the fabrication process; therefore it is necessary to use layout techniques.

The mismatch can be classified as systematic and random (Ramos, 2007). The main sources
of systematic mismatch are the process polarization (difference between the designed
dimensions and actual dimensions), contact resistances, non-uniform current flow,
interaction between diffusions, temperature gradient and stress gradient.

As an example, the silicon presents stress gradients, meaning that is a piezoresistive
material and presents variation in its characteristic resistance due to mechanical stress. This
gradient can be represented by isobaric lines along the die that show the different levels of
intensity. It is minimum in the central region and maximum along the four corners. Figure
24 shows an example of those isobaric lines.

Stress

S O Stress
Isobaric contour s

Stress along
plot

section A-A

Fig. 24. Example of isobaric lines.

Consequently, it is recommended that components to be matched are placed near to each
other to minimize the mechanical stress. The mechanical stress difference between two

matched components is proportional to the stress gradient and their distance. For
calculations purposes, the location of the component is determined as the average
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contribution of each section of the component as a whole. The resultant location is called
centroid of the component. It is important that any symmetric axis crosses the centroid of
the device or component. Some examples of centroid configurations are depicted in Figure
25.

HE

Fig. 25. Examples of centroid layout configurations.

The effects of mechanical stress in integrated resistors are quantified in terms of
piezoresistivity, position of the centroids and stress gradients. These effects can be
minimized by the proper choice of a low piezoresistivity material or by the resistor
orientation in the wafer according to the minimum stress gradients. Other recommendation
is the reduction of the distance between the centroids.

The temperature gradients can be analyzed in the same way as the stress gradients.
Temperature gradients are obtained by isothermal lines and are separated from each other
by a predefined temperature difference (AT). These temperature gradients are maximum
around the perimeter of the component, and gradually, decrease towards the center.

The temperature effects are minimized in a similar way as the stress gradient: by using low
linear temperature coefficient, by using minimal lines of the temperature gradient and by
reducing the distance between the centroids.

Mainly for analog integrated circuits, the layout of two matched components is usually
implemented by dividing each component into identical sections, placed symmetrically in a
matrix array.
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The common centroid layout, along with matched components placed in a matrix array in

identical and symmetrical sections, is essential to reduce or even eliminate the systematic

mismatching. Since the distance between the centroids is null, the mismatching caused by
mechanical and temperature stress will be null. As an example, transistors on differential
pair are placed in a cross coupled pattern.

In order to properly generate centroid layout, some rules must be observed (Hastings 2001):

1. Coincidence: Matched devices must have a common centroids or as close as possible;

2. Symmetry: The component matrix must be symmetrical in both X and Y axis. Ideally,
the symmetry must be a consequence of the components placement and not the
symmetry of each one individually;

3. Dispersion: The matrix must offer the greatest dispersion level, in other words, each
component must be placed with high possible symmetry along the matrix array;

4. Compression: The matrix should be as compact as possible, ideally close to a square
shape.

The random mismatch is different on each device and it is caused by microcospical

irregularities in the materials or fabrication process. It can be reduced using the proper

geometric aspect of the matched components. This geometric aspect is based in physical and
statistical models that are characterized by the fabrication process Patrick & McAndrew,

2003).

Physically, the microscopic irregularities results from the material granularity (ex.

polysilicon), photolithography errors, doping injections, thickness and permittivity of the

gate oxide, etc. The effect of those errors may decreased as the components geometric aspect
increase, since these parameters reach averaged values for large widths and areas.

Two parameters are considered in order to model the random mismatch: the process and

the electrical parameters. Process parameters are physically independent and control the

device electrical characteristics. In the case of a MOS transistor, the process and electrical

parameters that have must be taken into account to matching purposes are listed in Table 5.

Process Parameters Electrical Parameters
Flat band voltage Drain current
Mobility Gate-Source voltage
Substrate Doping Concentration Transconductance
Chanel length variation Output resistance

Chanel width variation
Short channel effect
Narrow channel effect
Gate oxide thickness
Source/Drain sheet resistance

Table 5. Process and electrical parameters for component matching.

A CMOS process allows also the fabrication of bipolar transistors. Those transistors are also

subject to matching rules. A lateral bipolar transistor does not have a good matching when

compared with a vertical one. The poor matching of the lateral transistors are due to the

surface effects and impossibility using large emitter areas.

Some rules for bipolar transistor matching are:

1. Identical geometric aspects for the emitter and collector since they affect the current
flow in lateral transistors;
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2. Minimum emitter area for matched transistors, otherwise there will be a degradation in
the current gain (p);

3. Guard ring around the base to ensure that electrostatics charges will not influence the
current flow in the neutral base;

4. Use of multiple collectors for lateral PNP transistors. A moderate match can be reached
when the collectors are identical and out of the saturation condition;

5. The matched transistors should be close to each other in order to minimize the impact

of the thermal gradient.

The matched transistors should be placed in gradients lines of minimum stress;

The transistor must be aligned with the wafer axis;

8. Place as many metal contacts as possible in the emitter (following the emitter geometry)
to reduce the contact resistance and to distribute the current flow uniformly;

9. Use emitter degeneration. Lateral PNP transistors are often more benefited with emitter
degeneration compared to the NPN vertical counterparts due to the Early voltage and
the large emitter area. They are commonly used in current mirrors.

The matching over integrated components reflects the overall performance of the entire

circuit or system. Depending on the matching accuracy, the circuits may present:

1. Minimum: In the range of + 1% (representing 6 to 7 bits of resolution). Used for general
use components in an analog circuit, such as current mirrors and biasing circuits;

2. Moderate: In the range of + 0.1% (representing 9 to 10 bits of resolution). Used in
bandgap references, operational amplifiers and input stage of voltage comparators. This
range is the most appropriate for analog designs.

3. Severe: In the range of + 0.01% (representing 13 t0 14 bits of resolution). Used in high
precision analog to digital converters (ADCs) and digital to analog converters (DACs).
Analog designs that use capacitors ratio reach this range easer then those that using
resistors ratios.

Figure 26 shows an example of a PNP vertical bipolar transistor layout.

N

Fig. 26. PNP vertical bipolar transistor example.

9. LVR measurements

The example LVR was diffused in a 0.35um standard CMOS process. It took an area of
approximately 0.25 [mm?2].
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Figure 27 depicts the testing structure utilized to measure the main LVR parameters.

It is used a commercial operational amplifier (LM318) as a buffer to isolate the chip. The
load current can be adjusted by potentiometer P; and the total load capacitance, considering

the all parasitic, was measured as 30 [pF].

Before any LVR measure, the LM318 offset voltage was compensated through the procedure
provided by the manufacturer. All the power supply lines are decoupled by 10 [pF]

capacitors.
HPE3631A
HP33120A
+2,2V  -15V+15V  GND
OuT GND
? 779 ? o o)
Vin =
pmmmeclbooeoe-
' LVR <
' (CHIP)
' Il
o ®)
CH; CH:
HP54645D
GND
0

Fig. 27. The test structure to measure the LVR parameters.

Parameters Simulated Measured
TrnoMm 37[°C] 37[°C]
Vin 2.2[V] 2,218[V]
IL(NOM) O.5[mA] O.5[mA]
PD(NOM) 117[mW] 1186[1’1’1W]
_ 1.038[V] @ I = 5[pA]
Vour 1VI@I.=05mA 1.004[V]@ I, = 0.5}[1mA]
Io 30[pA] 39[pA]
PSRR @ 10MH7, -42.6dB -38dB
Err related to Vin 42.8[%] 42.3[%]
Tser @ 0,1% 14.87[ps] 18.6[ps]
OTA dominant pole 130[Hz] 126[Hz]

Table 6. Main LVR simulated and measured parameters.
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Figure 28 shows the LVR response to a voltage step input and reveals a BIBO (bounded
input - bounded output) system, in other words, the system is unconditionally stable and
there is no need of any extra external component.

Table 6 is a comparison between the simulated and measured parameters.

 [WWESE A2 Soons F 0.00s 10.08- £AZ STOP

Ay X
-

WmincR22=-125.0mY WmEmCHZI=1.009 %

Fig. 28. LVR step response indicating a BIBO system.

The measured values show a good conformity with the simulated ones indicating proper
design considerations.

10. Conclusions

We are witnessing the great revolution that has been imposed since the manufacture of
the first bipolar transistor in the late 50s of the twentieth century. Electronics solutions are
going to microelectronics and microelectronics is evolving to nanoelectronics. All these
developments bring with them the yearning of the human being to access more efficient
equipment. So, in virtually all branches of activities we will find what is called "High-
Tec".

Medicine and its related sciences could not stay apart from this explosion of technology and
intelligently sought the partnership with this powerful tool for circuit design.

Some solutions point to implantable systems (which would reduce the use of invasive
techniques) that can be taken up on an outpatient basis and connected into a means of
communication for a distance evaluation by a health professional.

The main objective of this chapter was the development of a voltage regulator for
implantable applications. Some boundary conditions allow classic Figures of Merit, such as
the temperature dependence, to be less severe, since the body temperature is kept constant.
Another key issue was to search for solutions that avoid the presence of any external
component. This is an essential boundary condition since the topology of classical LDO
regulators depends on the presence of a capacitor (usually electrolytic and therefore too
large for this application) connected in parallel with the load. Other regulators reported in
the literature uses complex circuits or circuits that requires large silicon area.
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The circuit described is a compromise of additional power dissipation in the source follower
stage and unconditional stability. Even with the additional dissipation, the total power of
the regulator (about 1.2 [mW]) is within a safe limit.

11. References

[1] Ahmadi, MM. & Jullien, G.A,, (2009). A Wireless Implantable Microsystem for
Continuous Blood Glucose Monitoring. IEEE Trans. Biomedical Circuits and Systems,
3(3), pp.169-180.

[2] Colomer-Farrarons J., Miribel-Catala P., Rodriguez I., S.J., (2009). CMOS front-end
architecture for In-Vivo biomedical implantable devices. In Industrial Electronics,
2009. IECON 09. 35th Annual Conference of IEEE. p. 4401 - 4408.

[3] Dejhan, K. et al., (2004). A CMOS Voltage-Controlled Grounded Resistor Using a Single
Power Supply,. In Communications and Information Technology, 2004. ISCIT, IEEE
International Symposium on. pp. 124-127.

[4] Ferreira, L.H.C. & Pimenta, T.C., (2006). A Weak Inversion Composite MOS Transistor
for Ultra-Low-Voltage and Ultra-Low-Power Applications. In Proceedings of 13th
International Conference Mixed Design Intregated Circuit Systems. pp. 10-12.

[5] Gray, P.R. et al., (1993). Analysis and Design of Analog Integrated Circuits Fourth Edi., John
Wiley and Sons.

[6] Guennoun M., Zandi M., E.-K.K., (2008). On the use of Biometrics to Secure Wireless
Biosensor Networks. In Information and Communication Tecnologies: From Theory to
Applications, 2008. ICTTA 2008. pp. 1-5.

[7] Hastings, A., (2001). The Art of Analog Layout, Prentice Hall.

[8] Huang, W.-]., Liu, S--H. & Lu, S.-I., (2006). A Capacitor-Free CMOS Low Dropout
Regulator with Slew Rate Enhancement. In VLSI Design, Automation and Test, 2006
International Symposium on. pp. 1-4.

[9] Huang, W.-]., Liu, S.-H. & Lu, S.-I., (2006). CMOS Low Dropout Regulator with Single
Miller Capacitor. Electronics Letters, 42(4), pp.216-217.

[10] Koushaeian, L. & Skafidas, S., (2010). A 65nm CMOS low-power, low-voltage bandgap
reference with using self-biased composite cascode opamp. In Low-Power Electronics
and Design (ISLPED), 2010 ACM/IEEE International Symposium on. pp. 95-98.

[11] Kugelstadt, T., (1999). Fundamental Theory of PMOS Low-Dropout Voltage Regulators.
Texas Instruments Incorporated. Application Note SLVA068, pp.1-5.

[12] Landt, J., (2005). The History of RFID. Potentials, IEEE, 24(4), pp.8-11.

[13] Lazzi, G., (2005). Thermal Effects of Bioimplants. Engineering in Medicine and Biology
Magazine, IEEE, 24(5), pp.75-81.

[14] Mackowiak, P.A., Wasserman, S.S. & Levine, M.M., (1992). A Critical Appraisal of
98.6°F, the Upper Limit of the Normal Body Temperature, and Other Legacies of
Carl Reinhold August Wunderlich. The Journal of American Medical Association,
268(12), pp.1578-1580.

[15] Mandal, P. & Visvanathan, V., (1997). Self Biased High Performance A Folded Cascode
CMOS Op-Amp. In VLSI Design, 1997. Proceedings, Tenth International Conference on.
pp. 429-434.

[16] Miyazaki, M., (2003). The Future of e-Health - Wired or not Wired. Business Briefing:
Hospital Engineering & Facilities Management, pp.1-5.



84 Current Trends and Challenges in RFID

[17] Osepchuk, J.M. and P.R.C., (2001). Safety Standards for Exposure to RF Electromagnetic
Fields. IEEE Microwave Magazine, 2(2), pp.57-69.

[18] Patrick, G.D. & McAndrew, C.C., (2003). Understanding MOSFET Mismatch for Analog
Design. IEEE Journal of Solid-State Circuits, 38(3), pp.450-456.

[19] Puers, R., (2005). Implantable Sensor Systems. In DISens Symposium Book. pp. 1-14.

[20] Ramos, F.G.R., (2007). Uma Referéncia de Tensio Programdvel Para Aplicacoes em
Gerenciamento de Poténcia. Master Tesis at Universidade Federal de Itajub4, 2007.

[21] Rincon-Mora, G.A., (2000). Active multiplier in Miller-compensated circuits. IEEE ].
Solid-State Circuits, 35, pp.26-32.

[22] Rincon-Mora, G.A. & Allen, P., (1998). A low-voltage, low quiescent current, low drop-
out regulator. IEEE . Solid-State Circuits, 33, pp.36-44.

[23] Rincon-Mora, G. & Allen, P.E., (1997). Study and Design of Low Drop-Out Regulators.
School of Electrical and Computer Engineering — Georgia.

[24] Rogers, E., (1999). Stability Analysis of Low-Dropout Linear Regulators with a PMOS
Pass Element. Texas Instruments Incorporated. Analog Applications Journal, pp.10-12.

[25] Sauer C., Stanacevic M., Cauwenberghs G., Thakor, N., (2005). Power Harvesting and
Telemetry in CMOS for Implanted Devices. IEEE Trans. On Circuits and Systems I:
Regular Papers, 52(12), pp.2605-2613.

[26] Scanlon W G, Evans N E, C.G.C. and M.Z.M., (1996). Low-power radio telemetry: the
potential for remote patient monitoring. Journal of Telemedicine and Telecare, 2(4),
pp-185-191.

[27] Shyu, J.-B., Temes, G.C. & Acher, F.K,, (1984). Random Error Effects in Matched MOS
Capacitors and Current Sources. IEEE Journal of Solid-State Circuit, sc-19(6), pp.948-
955.

[28] Simpson, C., (1997). A User’s Guide to Compensating Low-Dropout Regulators. In
Wescon/97, Conference Proceedings. pp. 270-275.

[29] Stanescu, C., (2003). Buffer Stage for Fast Response LDO. In 8th International Conference
on Solid-State and Integrated Circuit Tecnology, ICSICT’06. pp. 357-360.

[30] Tzanateas, G., Salama, C.A. & Tsividis, Y.P,, (1979). A CMOS Bandgap Voltage
Reference. IEEE journal of Solid-State Circuits, 14(3), pp.655-657.

[31] Vaillantcourt, P., Djemouai A., Harvey J. F., Sawan, M., (1997). EM radiation behaviour
uponbiological tissues in a radio-frequency power transfer link for a cortical visual
implant. In Proc. IEEE Int. Conf. Engineering in Medicine and Biology. pp. 2499-2502.

[32] Zheng, C. & Ma, D., (2010). Design of Monolithic Low Dropout Regulator for Wireless
Powered Brain Cortical Implants Using a Line Ripple Rejection Technique. IEEE
Transactions On Circuits And Systems - II: Express Briefs, 57(9), pp.686-690.



Part 2

Antennas/Tags






5

RFID Technology: Perspectives and Technical
Considerations of Microstrip Antennas for
Multi-band RFID Reader Operation

Ahmed Toaha Mobashsher!, Mohammad Tariqul Islam!

and Norbahiah Misran?

Hnstitute of Space Science (ANGKASA), Universiti Kebangsaan Malaysia
2Dept. of Electrical, Electronic and Systems Engineering

Universiti Kebangsaan Malaysia

Malaysia

1. Introduction

This chapter presents a comprehensive review of RFID technology concerning the antennas
and propagation for multi-band operation. The technical considerations of antenna
parameters are also discussed in details in order to provide a complete realization of the
parameters in pragmatic approach to the antenna designing process, which primarily
includes scattering parameters and radiation characteristics. The antenna literature is also
critically overviewed to identify the possible solutions of the multi-band microstrip
antennas to utilize in multi-band RFID reader operation. In the literature dual-band
antennas are principally discussed since they are ideal to realize and describe multi-band
antenna mechanism. However, it has been seen that these techniques can be combined to
enhance multi-band antennas with wider bandwidths. Last but not least, the high gain dual-
band antennas and limitations have been described and it is realized that the conventional
feeding technique might limit the performance of multi-band antennas to only one
frequency.

2. Radio frequency identification

The idea of early radio frequency identification (RFID) system was invented by Scottish
physicist Sir Robert Alexander Watson-Watt in 1935. With the supervision of Watson-Watt,
the British government developed the first active identify friend or foe (IFF) system. This
prototype of RFID concept was modified in 1950s and 60s by using radio frequency (RF)
energy for commercialization purpose. The first US patent in this field was published on
January 23, 1973 for the invention of an active RFID tag with rewritable memory by M. W.
Cardullo (Cardullo 1973). That same year, C. Walton received another RFID patent for a
passive transponder used to unlock a door without a key. In the recent days, the low power
ultra high frequency (UHF) RFID system research has gained a lot of importance after some
of the biggest retailers in the world, e.g., Albertsons, Metro, Target, Tesco, Wal-Mart and the
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US Department of Defense, have said they plan to use electronic product code (EPC)
technology to track goods in their supply chain (Mitra 2008).

RFID is an emerging technology for the identification of objects and/or personnel. RFID is
recognized as one of the technologies capable of realizing a complete ubiquitous computing
network due to its strong benefits and advantages over traditional means of identification
such as the optical bar code systems. Comparing with barcode, RFID has some advantages
of rapid identifying, flexible method and high intelligent degree (Wang et al. 2007; Xiao et
al. 2008). Furthermore, it can function under a variety of environmental conditions (Intermec
Technologies Corporation 2006). It has recently found a tremendous demand due to
emerging as well as already existing applications requiring more and more automatic
identification techniques that facilitate management, increase security levels, enhance access
control and tracking, and reduce labor force. A brief listing of RFID applications that find
use on a daily basis is:

¢  Warehouse Management Systems

¢  Retail Inventory Management

Toll Roads

Automatic Payment Transactions

High Value Asset Tracking and Management

Public Transportation

Automotive Industry

Livestock Ranching

Healthcare and Hospitals

Pharmaceutical Management Systems

Military

e Marine Terminal Operation

Manufacturing

¢  Anti-counterfeit

2.1 RFID system

Basically RFID is a contact-free non-line-of-sight type identification technology using radio
frequency consisting of a RFID transponder (tag), a RFID interrogator (reader) with an
antenna and data processing unit (host computer). In case of the handheld RFID reader, the
reader itself contains the feature of data processing unit. The typical block diagram of RFID
system is shown in Fig. 1.

RF Interrogation
ﬂ" - (‘,:';[ Reader ]’;:3[ Anten_na} _)bE Tag/ Transponder

Host Computer RF Response

Fig. 1. Block diagram of RFID system

The interrogation signal coming from the reader antenna must have enough power to
activate the transponder microchip by energizing the tag antenna, perform data processing
and transmit back the data stored in the chip up to the required reading range (typically 0.3-
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1m). The reader antenna receives the modulated backscattered signal from the tags in field
of antenna and examines the data.

2.1.1 RFID tags

The tag is the basic building block of RFID. Each tag consists of an antenna and a small

silicon chip that contains a radio receiver, a radio modulator for sending a response back to

the reader, control logic, some amount of memory, and a power system. Tags contain a

unique identification number called an Electronic Product Code (EPC), and potentially

additional information of interest to manufacturers, healthcare organizations, military
organizations, logistics providers, and retailers, or others that need to track the physical
location of goods or equipment. All information on RFID tags, such as product attributes,

physical dimensions, prices, or laundering requirements, can be scanned wirelessly by a

reader at high speed and from a distance of several meters. According to the energizing

power system, the tags can be classified into three types:

a. DPassive tag - These tags (shown in Fig. 2 (a)) use the signal received from the reader to
power the IC, and vary their reflection of this signal to transmit information back to the
reader. Passive tags are the most common in cost-sensitive applications, because,
having no battery and no transmitter, they are very inexpensive (Dobkin 2007). In this
research we will consider only passive tags, the most commonly-encountered, and
range-challenged, of the three types.

Power for tag and radio Signal

)))

Reader ((// Tag

_—

Backscattered signal :l

(@)
Transm1tted signal from tag

Reader

Battery
— =
Power for tag and radio Signal

)
Reader Y (( Y—E}D{ ||B:|_y_

©
Fig. 2. Communication between (a) reader and passive tag, (b) reader and active tag, (c)
reader and semi-passive tag (Khan et al. 2009)
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b. Active tags - These tags are full-featured radios with their own transmitting capability
independent of the reader. The primary advantages of active tags are their reading
range and reliability. The typical communication between the reader and an active tag
is shown in Fig. 2 (b). The tags also tend to be more reliable because they do not need a
continuous radio signal to power their electronics. But due to the decay of battery life,
the active tags have the disadvantage of shorter shelf life than passive tags, normally a
few years after manufacturing (Garfinkel & Holtzman 2005).

c. Semi-passive tags - These tags, sometimes known as battery-assisted passive tags, (as
shown in Fig. 2 (c)) have a battery, like active tags, but still use the reader’s power to
transmit a message back to the RFID reader using a technique known as backscatter.
These tags thus have the read reliability of an active tag but the read range of a passive
tag. They also have a longer shelf life than a tag that is fully active.

2.1.2 RFID reader

The RFID reader sends a pulse of radio energy to the tag and listens for the tag’s response.
The tag detects this energy and sends back a response that contains the tag’s serial number
and possibly other information as well. In simple RFID systems, the reader’s pulse of energy
functioned as an on-off switch; in more sophisticated systems, the reader’s RF signal can
contain commands to the tag, instructions to read or write memory that the tag contains,
and even passwords (Garfinkel & Holtzman 2005).

RFID readers are usually on, continually transmitting radio energy and awaiting any tags
that enter their field of operation. However, for some applications, this is unnecessary and
could be undesirable in battery-powered devices that need to conserve energy. Thus, it is
possible to configure an RFID reader so that it sends the radio pulse only in response to an
external event. For example, most electronic toll collection systems have the reader
constantly powered up so that every passing car will be recorded. On the other hand, RFID
scanners used in veterinarian’s offices are frequently equipped with triggers and power up
the only when the trigger is pulled.

Like the tags themselves, RFID readers come in many sizes. The largest readers might
consist of a desktop personal computer with a special card and multiple antennas connected
to the card through shielded cable. Such a reader would typically have a network
connection as well so that it could report tags that it reads to other computers. The smallest
readers are the size of a postage stamp and are designed to be embedded in mobile
telephones.

2.2 Near & far field concept & the selection of RFID operating bands

There are only two possible physics concepts used by RFID technology for the detection of
RF tags as depicted in Fig. 3: near field concept (magnetic coupling) and far field concept. In
the far field, electric and magnetic fields propagate outward as an electromagnetic wave and
are perpendicular to each other and to the direction of propagation. The fields are uniquely
related to each other via free-space impedance and decay as 1/r. In the near field, the field
components have different angular and radial dependence (e.g. 1/13). The near field region
includes two sub-regions: radiating and reactive. In radiating region, the angular field
distribution is dependent on the distance. And in the reactive near field, energy is stored in
the electric and magnetic fields very close to the source but not radiated from them. Instead,
energy is exchanged between the signal source and the fields (Lecklider 2005).
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Reactive

N

Near field

Fig. 3. Antenna near and far field region (Nikitin et al. 2007)
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Fig. 4. Frequency-ranges used for RFID-systems

As shown in Fig. 4, several frequency bands have been assigned to RFID applications:
125/134 KHz, 13.56 MHz, 860-960 MHz, 2.450 (2.400-2.483) GHz and 5.800 (5.725-5.875)
GHz. Several issues are involved in choosing a frequency of operation (Dobkin 2007).

Reader Transponder

Fig. 5. Inductive coupling or near field detection of RFID reader



92 Current Trends and Challenges in RFID

The most fundamental, as indicated in the diagram, is whether inductive or radiative
coupling will be employed. The distinction is closely related to the side of the antennas to be
used relative to the wavelength. When the antennas are very small compared to the
wavelength, the effects of the currents flowing in the antenna cancel when viewed from a
great distance, so there is no radiation. Only objects so close to the antenna that one part of
the antenna appears significantly closer than another part can feel the presence of the
current. As depicted in Fig. 5, in case of inductive coupling, the antennas act like
transformers and the propagation time from reader to tag is fraction of cycle time. Thus,
these systems, which are known as inductively-coupled systems, are limited to short ranges
comparable to the size of the antenna. In practice, inductive RFID systems usually use
antenna sizes from a few cm to a meter or so, and frequencies of 125/134 KHz (LF) or 13.56
MHz (HF). Thus the wavelength (respectively about 2000 or 20 meters) is much longer than

Transponder

Reader

Fig. 6. Radiative coupling or far field detection of RFID reader

Radiative systems use antennas comparable in size to the wavelength. The very common
900 MHz range has wavelengths around 33 cm. Reader antennas vary in size from around
10 to >30 cm, and tags are typically 10-18 cm long. These systems use radiative coupling,
and are not limited by reader antenna size but by signal propagation issues. In these
systems, the reader antenna launches an electromagnetic wave (exhibited in Fig. 6) and use
backscattering from tag to reader. However, the propagation time from reader to tag is
longer than a single RF cycle

A second key issue in selection of frequency bands is the allocation of frequencies by
regulatory authorities. In essentially every country in the world, the government either
directly regulates the use of the radio spectrum, or delegates that authority to related
organizations.

RFID systems are typically operated in unlicensed bands. In the US, unlicensed operation is
available in the Industrial, Scientific, and Medical (ISM) band at 902-928 MHz, among
others. However, for Malaysia the UHF RFID band is 919-923MHz. The UHF RFID
frequency allocation statuses are pictured in Fig. 7, where it is realized that, the 900-MHz
ISM band is a very common frequency range for UHF RFID readers and tags in all over the
world. That's why in this research, the frequency band of 902-928 MHz is aimed for the
operation of UHF RFID band.

The practical consequence of UHF band being in proximity to other bands of different
wireless applications is the possibility of interference: for example, a nearby cell phone
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transmitting tower may interfere with the operation of RFID readers, due to the finite ability
of the reader receiver to reject the powerful cell signal. (Cellular base stations may
sometimes use transmit powers of 10's to hundreds of watts.) Other users of the ISM band
may also interfere with RFID readers, or encounter interference due to them: examples are
cordless phones and older wireless local area networks.
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Fig. 7. UHF RFID frequency allocation statuses from 2004 (www.mapquest.com)

Finally, changes in operating frequency affect the propagation characteristics of the resulting
radiated fields. Lower frequencies diffract more readily around obstacles, but couple less
well to small antennas. Radiated fields are absorbed by many common materials in
buildings and the environment, particularly those containing water. The degree of
absorption due to water increases gradually with increasing frequency. Tags immersed in
water-containing materials (i.e. injected into or swallowed by animals or people) must use
very low frequencies to minimize absorption: this is a typical 125 KHz application. For
locating large objects or people outdoors, a relatively low frequency may be desirable to
avoid obstacle blockage; when a clear line of sight from the antenna to the tag can be
assured, a higher frequency may be useful to reduce the size of the antennas.

3. Antenna characteristics

Antennas are the key components of any wireless communication system (Balanis 1996;
Kraus 1988). According to The IEEE Standard Definitions of terms for Antennas, an antenna
is defined as “a means for radiating or receiving radio waves" (IEEE Std 145-1993 1993). In
other words, they are the devices that allow for the transfer of a signal (in a wired system) to
waves that, in turn, propagate through space and can be received by another antenna. The
receiving antenna is responsible for the reciprocal process, i.e., that of turning an
electromagnetic wave into a signal or voltage at its terminals that can subsequently be
processed by the receiver.
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In the following sections, some of the antenna parameters are described that necessary to
fully characterize an antenna and determine whether an antenna is optimized for a certain
application.

3.1 Impedance bandwidth, reflection coefficient, VSWR & return loss

Z]i.|1 3

v+

LS Zioaa

Fig. 8. Transmission line model

Impedance bandwidth indicates the bandwidth for which the antenna is sufficiently
matched to its input transmission line such that 10% or less of the incident signal is lost due
to reflections. Impedance bandwidth measurements include the characterization of the
Voltage Standing Wave Ratio (VSWR) and return loss throughout the band of interest.
VSWR and return loss are both dependent on the measurement of the reflection coefficient
I'. T is defined as ratio of the reflected wave V, to the incident wave V,* at a transmission
line load as shown in Fig. 8. Transmission Line Model, and can be calculated by equation 2.1
(Balanis 1996; Stutzman 1998; Pozar 2001):

line

r

— gol — ; Ly (1)
0 line + Zlumi

Ziine and Zjoaq are the transmission line impedance and the load (antenna) impedance,

respectively. The voltage and current through the transmission line as a function of the

distance from the load, z, are given as follows:

V(z)=V, e +V, e’ =V, (e +Te™) 2

1(2)=1/Z,(V,'¢ ™ =V, ¢*) =V, [Z, (e ~Te*) ©)

where 3 = 2m/A.

The reflection coefficient I' is equivalent to the Si; parameter of the scattering matrix. A
perfect impedance match would be indicated by I' = 0. The worst impedance match is given
by I' =-1 or 1, corresponding to a load impedance of a short or an open.

Power reflected at the terminals of the antenna is the main concern related to impedance
matching. Time-average power flow is usually measured along a transmission line to
determine the net average power delivered to the load. The average incident power is given

by:
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The reflected power is proportional to the incident power by a multiplicative factor of |l ’,

as follows:

2

|
] ®
0

The net average power delivered to the load, then, is the sum of the average incident and
average reflected power:

L2

p W[
27,

ave

[1-]r[] (6)

Since power delivered to the load is proportional to (1 - \F\z) , an acceptable value of I that

enables only 10% reflected power can be calculated. This result is I'= 0.3162.

When a load is not perfectly matched to the transmission line, reflections at the load cause a
negative traveling wave to propagate down the transmission line. Ultimately, this creates
unwanted standing waves in the transmission line. VSWR measures the ratio of the
amplitudes of the maximum standing wave to the minimum standing wave, and can be
calculated by the equation below:

VSR = Veu _ 14IT] (7)
V. 1-|r

min

The typically desired value of VSWR to indicate a good impedance match is 2.0 or less. This
VSWR limit is derived from the value of T calculated above.

Return loss is another measure of impedance match quality, also dependent on the value of
T, or S11. Antenna return loss is calculated by the following equation:

Return Loss =-10log|S,, ‘2 , or —20log(|T) 8)

A good impedance match is indicated by a return loss greater than 10 dB. A summary of
desired antenna impedance parameters include I'<0.3162, VSWR<2, and Return Loss > 10
dB.

3.2 Radiation pattern

One of the most common descriptors of an antenna is its radiation pattern. Radiation pattern
can easily indicate an application for which an antenna will be used. For example, fixed
indoor RFID reader applications, such as a ware-house, would necessitate a nearly omni-
directional antenna which could be hung in the ceiling, since the position of the detectable
object might not be known. Therefore, radiation power should be spread out uniformly
around the user for optimal reception. However, for high range RFID detection applications,
a highly directive antenna would be desired such that the majority of radiated power is
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directed to a specific, known location. According to the IEEE Standard Definitions of Terms
for Antennas, an antenna radiation pattern (or antenna pattern) is defined as: “a
mathematical function or a graphical representation of the radiation properties of the
antenna as a function of space coordinates. In most cases, the radiation pattern is
determined in the far-field region and is represented as a function of the directional
coordinates. Radiation properties include power flux density, radiation intensity, field
strength, directivity phase or polarization (IEEE Std 145-1993 1993).

In most cases, it is determined in the far-field region where the spatial (angular) distribution
of the radiated power does not depend on the distance. Usually, the pattern describes the
normalized field (power) values with respect to the maximum values. The radiation
property of most concern is the two-or three-dimensional (2D or 3D) spatial distribution of
radiated energy as a function of the observer's position along a path or surface of constant
radius. In practice, the three-dimensional pattern is some-times required and can be
constructed in a series of two-dimensional patterns. For most practical applications, a few
plots of the pattern as a function of ¢ for some particular values of frequency, plus a few

plots as a function of frequency for some particular values of 0 will provide most of the

useful information needed, where ¢ and 0 are the two axes in a spherical coordinate.

There are two common portions used to describe the characteristic of a radiation pattern of

an antenna:

a. Co-polar pattern: diagram representing the radiation pattern of a test antenna when
the reference antenna is similarly polarized, scaled in dBi or dB relative to the measured
antenna gain

b. Cross-polar pattern: diagram representing the radiation pattern of a test antenna when
the reference antenna is orthogonally polarized, scaled in dBi, or dB relative to the
measured antenna gain

3.3 Antenna polarization

Polarization is a property of a single-frequency electromagnetic wave; it describes the shape
and orientation of the locus of the extremity of the field vectors as a function of time. In
antenna engineering, the polarization properties of plane waves or waves that can be
considered to be planar over the local region of observation are of interest. For plane waves,
it is sufficient to specify the polarization properties of the electric field vector since the
magnetic field vector is simply related to the electric field vector. The plane containing the
electric and magnetic fields is called the plane of polarization and is orthogonal to the
direction of propagation (Volakis 2007).

The polarization of an electromagnetic wave may be linear, circular, or elliptical (Kumar &
Ray 2003). The instantaneous field of a plane wave, traveling in the negative z -direction, is
given by

E(z,t)=E(z,t)x +E (z,t)y )
The instantaneous components are related to their complex counter-parts by
E (z,t)=E cos(wt+ fz+¢,) (10)

and E,(z,t)=E, cos(ot + Bz +¢,) (11)
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where Ex and Ey are the maximum magnitudes and ¢, and ¢, are the phase angles of the x
and y components, respectively, @ is the angular frequency, and b is the propagation
constant. For the wave to be linearly polarized, the phase difference between the two
components must be

Ap=¢,—¢ =nr,wheren=0,1,2, ... (12)

The wave is circularly polarized when the magnitudes of the two components are equal (i.e.,
E, = E,) and the phase difference A¢ is an odd multiple of /2 ; in other words,

+(2n+1/2)x for RHCP

Ap=¢,-¢ = or (13)
—(2n+1/2)x for LHCP

Y
+
!
|

Fig. 9. Elliptically polarized wave

If Ex # Ey or A¢ does not satisfy (11) and (12), then the resulting polarization is of elliptical
shape as shown in Fig. 9. The performance of a circularly polarized antenna is characterized
by its AR. The AR is defined as the ratio of the major axis to the minor axis; in other words,

_ majoraxis _ OA

AR =— —=— (14)
minor axis OB
where
1 2 2 4 4 2172 % }/2
OA=| EI+E; +[E! + E; +2E2E; cos(2A9) | } (15)
and
1 2 2 4 4 212 % %
OB=| {EI+E; —[E! +E} +2E2E} cos(2A4) | (16)

The tilt angle 7 of the ellipse is given by
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r=2_ Lian- 2EE, cos(Ag) 17)
2 2 EI-E

For CP, OA = OB (i.e., AR = 1), whereas for linear polarization, AR — o. The deviation of
AR from unity puts a limit on the operating frequency range of the circularly polarized
antennas. Generally, AR = 3-6 dB (numerical value 1.414 to 2) is acceptable for most of the
practical applications.

3.4 Directivity & gain

Directivity of an antenna, D is defined as the ratio of the radiation intensity U in a given
direction from the antenna to the radiation intensity averaged over all directions, i.e. an
isotropic source. It is introduced to describe the directional properties of antenna radiation
pattern. For an isotropic source, the radiation intensity Up is equal to the total radiated
power P.q divided by 4. So the directivity can be calculated by:

U 4nU

D 18
uﬂ Pmd ( )
If not specified, antenna directivity implies its maximum value, i.e. Dy.
u
D0 — max umax — 4ﬂ.llmax (19)
u u P

0 0 rad

Antenna gain G is closely related to the directivity, but it takes into account the radiation
efficiency eyqq of the antenna as well as its directional properties, as given by:
G=e,D (20)

rad

RL Rr L
R C N Y

Fig. 10. Equivalent circuit of antenna

Fig. 10 shows the equivalent circuit of the antenna, where R,, Ry, L and C represent the
radiation resistance, loss resistance, inductor and capacitor, respectively. The radiation
efficiency ey, is defined as the ratio of the power delivered to the radiation resistance R, to
the power delivered to R, and R;. So the radiation efficiency e, can be written as:
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According to the IEEE Standard Definitions of Terms for Antennas (IEEE Std 145-1993 1993),
the antenna absolute gain is “the ratio of the intensity, in a given direction, to the radiation
intensity that would be obtained if the power accepted by the antenna were radiated
isotropically” (IEEE Std 145-1993 1993). The maximum gain Go is related the maximum
directivity Dy mathematically as follows:

G, =e¢,D, (Dimensionless) (22)

rad

Also, if the direction of the gain measurement is not indicated, the direction of maximum
gain is assumed. The gain measurement is referred to the power at the input terminals
rather than the radiated power, so it tends to be a more thorough measurement, which
reflects the losses in the antenna structure.

Gain measurement is typically misunderstood in terms of determining the quality of an
antenna. A common misconception is that the higher the gain, the better the antenna. This is
only true if the application requires a highly directive antenna. Since gain is linearly
proportional to directivity, the gain measurement is a direct indication of how directive the
antenna is (provided the antenna has adequate radiation efficiency).

4. Multi-band antenna techniques: review

When the antenna operates only at more than one spot frequency, then it is known as a
multi-frequency antenna. When it operates over a finite BW at all of the frequencies, it is
known as multi-band antenna. When two or more resonance frequencies of a MSA are close
to each other, one gets broadband characteristics. When these are significantly separated,
dual-band or multi-band operations are obtained. In literature, numerous multi-band
antennas are available. However, in order to understand the technique of multi-band
operation, it is worthy to understand the mechanism of dual-band antennas which could be
extended to more than two bands employing the same or combination of other techniques.
For dual-band operations, various single and multilayer microstrip antennas configurations
are possible. In the single-layer microstrip antenna, dual-band operation can be achieved by
utilizing the multi-resonance characteristics of a single patch, by reactively loading the patch
with quarter-wavelength stubs, by using shorting posts, by cutting slots, and by adding
lumped elements, among other techniques. Multi-resonators in both planar and stacked
configurations yield dual-band operations. Both electromagnetic as well as aperture
coupling mechanisms are used in multilayer configurations (Kumar & Ray 2003).

4.1 Higher order or orthogonal mode microstrip antennas

As is well-known, a simple rectangular patch can be regarded as a cavity with magnetic
walls on the radiating edges. The first three modes with the same polarization can be
indicated by TMigo, TM200, and TMzgp, where TM denotes the magnetic field transverse with
respect to the interface normal. TMyqp is the mode typically used in practical applications;
TMaoo and TM3go are associated with a frequency approximately twice and triple of that of
the TMipo mode. This provides, in principle, the possibility to operate at multiple
frequencies. In practice, the TMag and the TMsp modes cannot be used. Indeed, owing to
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the behavior of the radiating currents, the TM»q pattern has a broadside null, and the TM309
pattern has grating lobes.

The simplest way to operate at dual frequencies is to use the first resonance of the two
orthogonal dimensions of the rectangular patch, i.e., the TMig and the TMip; modes. In this
case, the frequency ratio is approximately equal to the ratio between the two orthogonal
sides of the patch. The obvious limitation of this approach is that the two different
frequencies excite two orthogonal polarizations. This simple method is very useful in low-
cost short-range applications, where polarization requirements are not pressing (Maci &
Gentili 1997).

4.1.1 Single feed dual-band microstrip antenna
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Fig. 11. (a) Rectangular microstrip antenna with a single feed for orthogonal dual-band
operation and its and (b) VSWR plots (Chen & Wong 1996)
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Fig. 12. Aperture coupled RMSA with an inclined slot

An interesting feature of these antennas is their capability of simultaneous matching of the
input impedance at the two frequencies with a single feed structure (denoted by “single-
point” in Fig. 11). This may be obtained with a probe-fed configuration, which is displaced
from the two principal axes of the patch. As demonstrated in literature (Chen & Wong 1996),
the performance of this approach in terms of matching level and bandwidth is almost equal
to that of the same patch fed separately on the two orthogonal principal axes. This provides
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the possibility of using the well-known design formula for standard feeds. It is also worth
noting that the simultaneous matching level for structures that provide the same
polarizations at the two frequencies is, in general, worse with respect to the case relevant to
orthogonal polarization.

Instead of using a single coaxial feed, similar results are obtained by using an aperture
coupled rectangular microstrip antenna, in which an inclined slot is cut in the ground plane
with respect to the microstrip feed line as shown in Fig. 12 to give proper matching at both
the frequencies (Antar et al. 1995). The required slot length and inclination angle can be
approximately obtained by projecting the slot onto the two orthogonal directions. The two
projections can be thought of as the length of two equivalent slots that excite the patch at the
two separate polarizations. The inclination of the slots may also be adjusted, in order to
compensate for error introduced by the matching stub, which is designed to be a quarter of
a wavelength for only one frequency.

4.1.2 Dual feed microstrip antennas

The use of a circulator or diplexer that should be used in single fed dual-band microstrip
antenna to isolate reception from transmission may be avoided by feeding the RMSA at two
orthogonal points as shown in Fig. 13(a) (Srinivasan et al. 2000a). Since these feed points are
at null locations of the respective orthogonal modes, the loading of one feed point does not
affect the input impedance at the other feed point. The isolation between the two modes
using orthogonal feeds is nearly 30 dB and 40 dB at the lower and higher resonance
frequencies, respectively.

(®) ©
Fig. 13. (a) Rectangular microstrip antenna with two orthogonal feeds for dual-band
operation, (b) Elliptical microstrip antenna with two orthogonal feeds, (c) Circular
microstrip antenna with two orthogonal slots (Kumar & Ray 2003)
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Similar results are obtained for an ellipse with two orthogonal feed points. This
configuration is fed with two orthogonal electromagnetically coupled microstrip lines
(Deepukumar et al. 1996). As before, the frequency ratio of dual-band operation is
approximately equal to the ratio of the orthogonal dimensions in the two planes. The
isolation between the two ports is 27 dB.

Another variation using a circular patch is shown in Fig. 13 (c). It is excited by two
orthogonal microstrip lines through the two orthogonal slots cut in the ground plane. By
changing the slot dimensions, the two orthogonal resonance frequencies can be changed
(Murakami et al. 1993).

4.2 Multi-patch antenna design approach
It is also a common practice to utilize two or more patches to accomplish multi-band. This
section describes two main multi-patch techniques for dual-band or multi-band antennas.

4.2.1 Multi-patch stacked antennas

The dual-frequency behavior of these antennas is obtained by means of multiple radiating
elements, each of them supporting strong currents and radiation at the resonance. This
category includes multi-layer stacked patches (Fig. 14) that can use circular (Long & Walton
1979; Dahele & Lee 1982; Bennegueouche et al. 1993; Iwasaki & Suzuki 1995), annular
(Dahele et al. 1987; Tagle & Christodoulous 1997), rectangular (Wang, et al. 1990; Yazidi et
al. 1993), and triangular (Bhatnagar et al. 1986) patches. These antennas operate with the
same polarization at the two frequencies, as well as with a dual polarization.
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Fig. 14. A dual-frequency stacked circular-disc antenna (Long & Walton 1979)

The same multilayer structures can also be used to broaden the bandwidth of a single-
frequency antenna, when the two frequencies are forced to be closely spaced. In this latter
case, the lower patch can be fed by a conventional arrangement and the upper patch by
proximity coupling with the lower patch (Wang et al. 1990). In order to avoid disappearance
of the upper resonance, the sizes of the two patches should be close, so that only a frequency
ratio close to unity may be obtained. A direct probe feed for the upper patch may also be
used (Long & Walton 1979; Dahele et al. 1987). In this case, the probe passes through a
clearance hole in the lower patch, and is electrically connected to the upper patch. This kind
of configuration insures one more degree of freedom (the hole radius) in designing the
optimum matching at the two frequencies, and allows a wider range of the frequency ratio



RFID Technology: Perspectives and Technical Considerations
of Microstrip Antennas for Multi-band RFID Reader Operation 103

with respect to the structure in which the upper patch is electromagnetically coupled. In
comparison with the resonant frequencies of the two isolated patches, the frequency of the
upper (smaller) patch increases, and the frequency of the lower (larger) patch decreases. In
any case, due to the strong coupling between the two elements, simple design formulas
cannot be found, so that a full-wave analysis is, in general, required in the first phase of the
design.
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Fig. 15. An aperture-coupled rectangular microstrip antenna with two slots: (a) top and (b)
side views (Yazidi et al. 1993)

4.2.2 Multi-patch co-planar antennas
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Fig. 16. Aperture-coupled coplanar parallel dipoles for multi-frequency operation (Croq &
Pozar 1992)

Coplanar parallel dipoles fed by aperture coupling could be used to obtain multi-frequency
operation. The dipoles of different lengths are fed by a microstrip line through a rectangular
slot cut in the ground plane. In general, this antenna consists of 2N dipoles of N different
lengths, which are symmetrically excited through the aperture at N frequencies (Croq &
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Pozar 1992). Either the longest identical pair of dipoles could be placed in the center of the
slot and smallest identical pair close to the edges of the slot, or the smallest dipoles could be
placed in the center and the longest at the edge. For the latter case, six symmetrical dipoles
are shown in Fig. 16. Since there are three pairs of dipoles, there will be three resonance
frequencies. The radiation pattern is in the broadside direction at all the three frequencies,
and the antenna is attractive for its simplicity.
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Fig. 17. Dual frequency sub-array microstrip antenna (Salvador et al. 1995)

Many radar and communication systems often require a large separation between the two
frequencies, so the multi-resonator configuration requires patches of very different resonant
lengths. A simple example of this concept is shown in Fig. 17 (Salvador et al. 1995). It
consists of a cross-shaped patch at the S-band and a sub-array of four patches at the X-band.
The resonance frequency of the cross-patch is only slightly perturbed by the addition of four
square patches, since the radiating edges of the cross patch are away from the four square
patches. However, the resonance frequency of the square patches is affected by the presence
of the cross patch, which causes a reactive loading to the square patch. Therefore, the upper
resonance frequency corresponding to the four square patches is slightly lower than that of
the isolated square patches. The decrease of this upper frequency is noticeable when the
spacing is less than the substrate thickness because of increased gap coupling. In designing
the antenna, one should carefully choose the distance between the square patches, which
should be less than 0.71 A to avoid scan blindness at the upper frequency.

4.3 Loaded multi-band antennas

The patch can be loaded for multi-band operation of microstrip antennas. The loading could
be primarily stubs, notches, pins, lumped elements like resistors or capacitors and slots.
Nevertheless, combination of these loading is also possible. In the following section the load
antenna techniques are described in brief.

4.3.1 Stub loaded microstrip antennas

The reactive-loading approach was first used in Richards et al. (1985), where an adjustable
coaxial stub was employed. This structure may provide both tuning and design of the
frequency ratio in a simple manner; on the other hand, it is encumbering and not well-suited
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for high frequencies. In Davidson et al. (1985), a more practical configuration is presented, in
which the stub is constituted by a microstrip. The tuning of the two frequencies was
obtained by changing the length of the short-circuited coaxial line. Instead of short circuited
coaxial line, a A/2 short-circuited microstrip line is used as shown in Fig. 18(b), which can be
etched on the same substrate along with the patch. Antennas with a single stub have slightly
higher cross-polar level because it is asymmetrical configuration. To make the configuration
symmetrical, not harming dual frequency operation, a A /4 open-circuited stub is placed
along both the radiating edges of the rectangular patch.
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Fig. 18. Various dual-band stub-loaded RMSA configurations: (a) short-circuited coaxial
line, (b) short-circuited A/2 stub (Kumar & Ray 2003)

4.3.2 Notch-loaded dual-band microstrip antennas
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Fig. 19. (a) Notch loaded square microstrip antenna and (b) Dual-band circularly polarized
microstrip patch antenna (Nakano & Vichien 1989; Hernandez & Robertson 1995)
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Loading the radiating edge with an inset (Nakano & Vichien 1989; Palit et al. 1998) or a
spur-line (Hernandez & Robertson 1995; Hernandez & Robertson 1993; Vaello & Hernandez
1998) (“notch loading”) is an alterative way to introduce a dual-frequency behavior that
creates the same effect as the microstrip-loading effect, with the advantage of reduced size.
However, both with stubs and notches, the frequency ratio cannot be designed to be higher
than 1.2 without introducing strong cross-polarization levels or pattern distortion at the
additional frequency.

4.3.3 Pins and lumped elements loaded dual-band antenna
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Fig. 20. (a) A rectangular microstrip antenna with shorting posts for dual-band operation,
(b) top view of dual-band antenna mounted on the conducting telephone case, (c) Edge-Jed
rectangular microstrip patch with double stub matching network and symmetrically loaded
with two varactor diodes (Zhong & Lo 1983; Gao et al. 2002; Waterhouse & Shuley 1992)

A rectangular microstrip antenna operating in the TMip and TM3p modes has a broadside
radiation pattern with the same polarization at the two frequencies. The ratio of their
resonance frequencies is approximately three. A shorting post placed at the null position of
the TM3p mode will not change its corresponding resonance frequency but will have a strong
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effect on the TM1p mode frequency (Zhong & Lo 1983). An RMSA with six shorting posts is
shown in Fig. 20 (a). Since all these posts are located at the nulls of the TM3y mode, f>
remains constant at around 1,865 MHz, while f; varies from 613 MHz to 891 MHz. The ratio
fo/ fi varies from 3.0 to 2.1, which could be lowered by using more shorting posts. However
similar principle might be seen in other antennas in literature (Gao et al. 2002; Pan & Wong
1998; Liu et al. 1997; Srinivasan et al. 1998). The structure of the antenna might be circular
(Tang et al. 1997; Pan & Wong 1997) or triangular. Very high values of the frequency ratio
(4-5) can be obtained by means of lumped loaded elements like resistors (Srinivasan et al.
2000b), varactors (Waterhouse & Shuley 1992), connected from the patch to the ground
plane.

4.3.4 Slot antenna technique

Another kind of reactive loading can be introduced by etching slots on the patch. The slot
loading allows for a strong modification of the resonant mode of a rectangular patch,
particularly when the slots are oriented to cut the current lines of the unperturbed mode. In
particular, as shown in (Wang & Lo 1984), the simultaneous use of slots and short-circuit
vias allows a frequency ratio of from 1.3 to 3, depending on the number of vias. Other kinds
of slot-loaded patches have been independently introduced in (Maci et al. 1993) and (Yazidi
et al. 1993), and consist of a rectangular patch with two narrow slots etched close to and
parallel to the radiating edge. The same configuration has been investigated in ([58] Maci, S.,
1995), and extended to dual polarization in (Piazzesi et al. 1995).
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Fig. 21. (a) The microstrip antenna with shorting pins and slot, (b) Aperture coupled
microstrip antenna for dual frequency operation (Wang & Lo 1984; Yazidi et al. 1993)

5. Dual-band high gain antennas & limitations

Many dual band antennas are developed and reported in the literature, especially for
2.4/5.8GHz. In order to achieve good radiation characteristics especially high gain, there are
a lot of approaches taken. Printed dipoles (Kim et al. 2005; Lin et al. 2003), printed monopole
(Wu et al. 2003; Jianhui et al. 2008; Wu et al. 2005), planar (Raj et al. 2005), slot (Wong et al.
2007) antennas are popularly used to provide dual frequency operation. But these antennas
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have complicated patch structures. Dielectric resonators (Chen et al. 2009; Ding & Leung
2009) and chip antennas (Moon & Park 2003) also provide dual band coverage which are
very hard to fabricate. Rectenna (Suh & Chang 2002; Heikkinen & Kivikoski 2003), stacked
patch (Yang et al. 2005), aperture coupled antenna (Yang et al. 2008), even though offer these
two bands, occupy large space and difficult to integrate with handheld applications.
However, the gain of these reported antennas are very low; lower than 7dBi, even printed
simple element arrays (Lin et al. 2003; Wu et al. 2003) could not boost the gain higher.
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Fig. 22. Geometry of the dual-band bidirectional high gain antenna (Zhang et al. 2009)
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Fig. 23. Configuration of novel high-gain dual-band antenna (He et al. 2009)

Lately, to have high gain in these two bands a four-element printed dipole array antenna
with balanced twin transmission line is reported (Zhang et al. 2009). Here the use of vertical
patch increases the antenna volume. But still the gains for the 2.4 and 5.8 GHz bands are
between 4.8-6 and 6-8.8 dBi, respectively.
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Another novel high-gain dual band antenna is reported (He et al. 2009) shortly. The radiator
is composed of three parts: the fork-like monopole, the rectangular ring, and the rectangular
patch. A metal reflector with the same dimensions as the substrate is used behind the
designed antenna, so the directivity/gain of the presented antenna is enhanced for both
bands by suppressing the backside radiation. This antenna came up with a good peak gain;
but still the antenna is inadequate to achieve desired bandwidth for lower frequencies and
gain variation is severe over both the bands with an unlike radiation pattern in frequency
bands. However taking the metal reflector into account requires bigger space for the
antenna profile.
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Fig. 24. (a) Configuration of the proposed, high-gain, dual-loop antennas for MIMO access-
point applications (b) Top view of the proposed, three-antenna MIMO system (Su 2010)

Another novel, high-gain, dual-loop antenna design applied to a three-antenna system for
MIMO access point (AP) applications is presented in Fig. 24 (Su 2010). The metal shape of
the dual-loop antenna is configured to be affixed to the surfaces of a foam base occupying
a moderate size, which allows the antenna to be surface-mountable on the ground plane
and to be concealed in the casing of the AP at the height of 10 mm. The proposed design
comprises two loop antennas of uniform width, namely a large 2.4-GHz outer loop and a
small 5-GHz inner loop, both attached onto the rectangular foam base and operating at
1.0-wavelength resonant mode. Both loops also share common antenna feeding and
grounding portions. However, the antenna shows peak gain of 7dBi over the operating
bands.

From the literature review, it is realized that previously reported antennas limit good
performances only to one frequency band or sometimes lack in consideration of
compactness. This can be attributed to the conventional feeding techniques that the
antennas are being fed. So it is necessitated to introduce a new feeding technique to have the
best performances in the operating bands.

6. Conclusion

A review of RFID technology from the point of antenna specifications in presented in this
chapter. The antenna theory is also described for proper convenience of antenna
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characterization. The parameters are mainly related to scattering parameters including
return loss and VSWR as well as radiation characteristics like radiation patterns, antenna
gain, polarization and so on. Moreover, a wide literature review has been done in order to
identify the techniques to design multi-band microstrip antennas. Mostly dual-frequency
operation is discussed since they mean the basics of multi-band operation. However, it
has been seen that these techniques can be combined to enhance multi-band antennas
with wider bandwidths. Finally, the high gain antennas and limitations have been
described and it is realized that the conventional feeding technique might limit the
performance of multi-band antennas to only one frequency.
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1. Introduction

Even invented and applied initially during the World War II, RFID (Radio Frequency
IDentification) technologies [1] have attracted much attention recently. Precisely speaking,
RFID technologies have been applied very widely in some proprietary or closed systems, for
example, animal control [2], portal control (access badges), etc. in last decades. The main
advantages of RFID application are, storing item data in an electronic way even for further
update, data access by electromagnetic wave in a wireless manner, and allowing quick
multiple accesses to RFID tags. Based on the diverse applications, different spectrum bands
are allocated, for example, LF (125 - 134.2 kHz and 140 - 148.5 kHz) for animal control, HF
(13.56MHz) for electronic ticket, and UHF (868 MHz-928 MHz) for logistics, etc. Most of the
frequencies are located in the ISM (Industrial, Scientific and Medical) bands [1].

However, RFID was emphasized again mainly because of the need of supply chain [3]. By
proposing a standard for the format of electronic data used for goods items, of which EPC
(Electronic Product Code) [4] is an example, the products can be registered at once when
they are shipped out from the factories in one country, and be released when they are
checked out at the counter of a supermarket in the other country in the world. These
products might have been transferred through Customs of many countries and carried by
different traffic means. When being through these check points, the related data stored in
the tags are updated. This is called “product tracking” and is to be carried out in an
“Internet of Thing (IOT)” [5].

This Chapter is to have a review on the technology theme - how to provide low-cost RFID
Tags, when RFID technology is to be applied into the logistics area where the RFID tags are
supposed to be not re-usable and to be as “zero-cost” as possible. Generally speaking, there
are three major parts composing a RFID Tag's total cost, namely, antenna, chip and
assembly for them. The cost of antenna, in addition to the design phase, is mainly
dependent on the manufacturing process. Therefore, manufacturing process should be
focused if antenna’s cost, then the tag, is concerned. This is the theme of this Chapter.

Not like the other antenna applications, for example, wireless LAN or mobile phone, in
which antennas need to be compliant to the end products’” appearance by following the
market trend. In the tag antenna industry, on the contrary, it does not need to design or
modify the tag antenna often. The tag antenna just needs to electrically match the chip used
in the beginning of design. It is not necessary for tag providers to prepare a wide product
spectrum in the market. Again, not like the mobile phone industry, RFID tag’s players just
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need few types of antenna to run their business. Therefore, they only need to pay their
attention on the manufacture cost of tag antenna, because of the huge amount of worldwide
supply.

For RFID tag chip, there is a key factor related to its cost-down, namely, reliability
assurance. Since this kind of chip is very low-cost, possibly under sub-cent scale in the
future, and is of huge amount in production, any means for total QC (Quality Control -
checking any flaws in terms of chip’s functions) in the manufacture procedure will raise
their cost extremely. However, if not doing so, the risk of causing the chip silent or dead is
very high, and under both of situation, the chip will not echo the reader’s signal at all. Chip
is always under high risk of being damaged from foundry to being packaged with antenna
mentioned later. For example, electrostatics is one of killers, i.e. ESD (ElectroStatic
Discharging) [6], in the whole procedure. Packaging the antenna and chip together is
another potential bottleneck of the process of lowering the cost of a RFID tag, because that,
both of production speed and reliable package is two important musts yet it seems a
dilemma. Usually, this give hints that expensive and sophisticate machines are necessary,
and that cost of each tag is raised again.

In this Chapter, focusing on the low-cost subject of RFID tags, the manufacture aspect of tag
antennas is discussed. It has been believed that, applying the traditional printing
technologies [7][8] to produce the antennas will lower the cost of the antenna part. One of
the major efforts of this present work is to produce the tag antennas by traditional printing
methods including offset printing, screen printing and a hybrid one based on gravure
printing and vacuum deposition technology, to demonstrate the possibilities of making low-
cost tags in high-volume. Fig. 1 is a demonstration of high-speed production of RFID tags by
offset printing technology. There are several tens of printed tag antennas on each paper
sheet.

Fig. 1. Demonstration of high-speed production of RFID tags by offset printing technology

Tags working both for UHF band [9][10] and HF band [10] are explained from the design
phase to the performance evaluation in this Chapter. The designed passive tags of UHF and
HF bands are to be responsible for the EM wave of 915MHz and 13.56MHz, respectively,
from the reader.
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Conclusively, this Chapter contributes to thoroughly outline the related issues and
technologies for producing low-cost RFID tags. From the method details in design to the
manufacturing technologies involved are mentioned and discussed. Specially focusing on
the various printing technologies, the author explains the associated advantages and
disadvantages when applying them from the point of industrial view. Moreover, the
characteristics of used material are fully investigated and explained as for the design and
production of this kind of low-cost RFID tags. To an engineer, the present content does
provide a technical guide for the purpose claimed by the Chapter title.

2. Design of antenna for RFID tag

Referring to Figure 2, RFID tag antenna is a kind of planar antennas [11], in which the
antenna metal layer is laminated on a dielectric substrate. Usually, even they look diverse in
shape in RFID Tag industry; the type of dipole antenna [12] is used for the tags operating at
frequency for UHF band and for higher bands. In designing such a kind of tags, the material
parameters, for example, the conductivity o of the antenna metal and the dielectric
constant &,, are necessary to be given in the simulation phase. Usually, they are frequency-
dependent, and practically, they should be given by real measurement in stead of consulting
with literatures when the materials plus the used frequency are assigned. Measurement
techniques for these two parameters are to be discussed later.

Anlenna
Metal

Dielectric
Substrate

Tag's Chip

Fig. 2. The physical structure of a RFID tag.

The operation in a tag is that, the antenna receives the incoming EM energy and transfers
into the chip; and chip sends back the data-modulated EM wave to the RFID reader. For
passive tags, the chip specially makes use the incoming wave as the DC bias energy for itself
in addition to interpreting the commands inside the wave from reader. As depicted in
Figure 2, to ensure the efficiency of energy transfer in between chip and antenna, they
should be in a “match” condition. In ordinary antenna industry, the antenna is designed
with a standard input impedance, for instance, 50Q or 75Q, to have impedance match
with transceivers or the other RF devices. However, in the RFID Tag industry, for the
purpose of cost-down, usually the match network inside the chip is not offered.
Consequently, it needs a complex conjugated matching [12] to ensure highest power transfer
in between the chip and antenna, namely, to maximize the tag performance. Those two “X”
marks show the input impedance positions of the chip and antenna on the Smith Chart in
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Figure 3. Most of the cases, chip’s is the lower “X”, and antenna’s is the other one. That
means, usually the chip is capacitive; and the antenna for being designed should be
inductive at the operating frequency. The present tag antennas are developed based on this
fundamental theory.

Fig. 3. Situation of complex conjugated impedance matching on the Smith Chart [12]

As an Electromagnetic design tool, CST [13] is employed to help design antenna prototype
in this work. As mentioned above, dipole antenna is a good reference for designing RFID
tag antennas, however, varied constraints may be usually applied for the commercial tags,
for example, wider bandwidth, limited antenna size or different used materials, etc.
Consequently, an antenna engineer actually has not many directions to design out a tag
antenna, if he or she is not so experienced, even an expensive EM simulation package, say,
CST, is available. Try-and-error approach is practical, but only for well-educated and
experienced engineers, because he or she knows the antenna insight well. Under such a
situation being lacking in much design experience, a systematic design methodology is
probably useful.

Stage 3
(@) (b)

Fig. 4. (a) Sierpinski gasket fractal, (b)Simulation model of a tag antenna in the EM package
CsT

Antenna design based on fractals [7][14], see Fig. 4(a), has attracted attention recently in
antenna industry or academics since it is quite easy to follow. Fig. 4(b) shows a simulation
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model of a tag antenna based on Sierpinski gasket fractals. In addition to generating fractals
through different stages, the rectangular dimension of this tag is also under adjustment to
search for the target input impedance of the antenna. A single RFID tag of UHF band
designed by fractal methodology and made by offset printing technology is shown in Fig. 5.
This tag antenna has also been printed by screen printing approach on PET (Polyethylene
terephthalate). Usually, screen printing is able to offer thicker film and better performance,
yet suffering with slower production speed.

Fig. 5. A single RFID tag of UHF band made by offset printing technology

3. Review and application of the printing technologies for RFID tags

In the report [8], there have been many kinds of traditional printing technologies mentioned
and discussed. For example, offset printing (lithography), flexography, gravure process,
screen printing, etc. Each one has its unique advantages and associated drawbacks in terms
of the combined factors of engineering and cost. For example, offset printing is fast, yet only
provides thin printed layer not mentioning its expensive equipment investment. Fig. 6(a)
shows an offset printing machine in a shop. Screen printing is usually considered to be
capable of providing thicker layer, yet speed is not so competitive in production. In theory,
the tag antenna should be full of metallic material to have highest receiving and radiating
efficiency. However, constrained by the printing process, usually the ink used is with low
conductivity (discussed below) because that the other non-conducting materials are added
into ink. Fig. 6(b) shows its printing process [8].

Another issue is that, the printed layer provided by offset printing usually is of the order
1~2 pum which is not enough to be a good radiating metal for antenna considering the
sufficient skin depth [12]. Fortunately, one can use the multi-stage of plate cylinders, see Fig.
6(b), and multiple printing procedure to increase the necessary thickness before the ink is
not attachable. That means, there are three cylinders (three stages) at least in charge of three
color inks in sequence in a normal printing machine, then the thickness increase can be
achieved by putting the same conducting inks on the cylinders in different stages. If the
thickness is still not satisfied after a printing running on the machine shown in the Fig. 6(a),
feeding the printed sheets into machine from beginning again for multiple printing can be
considered. Fig. 1 shows the resultant sheets by such an engineering approach.
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Fig. 6. (a) A high-speed offset printing machine; (b) the offset process [8]

Fig. 7. A hybrid method with gravure printing and vacuum deposition technology

Traditionally, gravure printing is thought as a factory process for mass production of printing
subjects on diverse substrates, for example, papers, plastics and metal films, etc. Furthermore,
it is usually adopted to produce the goods bag; consequently, it seems a good idea that one can
print the RFID tag on the bag with the same printing process to form a “smart bag”. This is
another thought of using traditional printing technology to promote RFID technology into the
logistics, not mentioning the advantage of cost-down. A hybrid method with gravure printing
and vacuum deposition technology has been proposed [10], in which the former is mainly to
produce the printing mask and the latter functions to deposit metal film on the substrate. Such
a method is implemented in a factory scale for mass production either producing tags only, see
Fig. 7, or producing “smart bag” mentioned above.

Fig. 8 is a HF tag operating at 13.56MHz and is used to be embedded inside an ID card of
students in Taiwan. It is made by such a hybrid process. Usually, the planar coil is used as
the antenna structure for this band.
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Fig. 8. AHF tag
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Fig. 9. (a) A confocal laser scanning microscope (b) Antenna film under measurement (c)
measured thickness distribution

Unfortunately, this hybrid method is not able to offer thicker metal film as well, actually,
what deposited is thinner, usually is about lower than half wm , even the layer is complete
metal material. In industry, the thickness due to this process or by the other printing
techniques all should be well monitored in terms of quality control. A confocal laser
scanning microscope [15] has been suggested to measure the thickness of the RFID tag
antenna made by this hybrid method as shown in Fig. 9(a). Fig. 9(b) is the antenna film
under measurement and Fig. (c) shows the measured thickness distribution. It is indeed
observed from Fig. 9(c) that requiring the uniformity of metal film is a main issue in this
kind of production.

On the other hand, confocal laser scanning microscope is a kind of expensive equipment, on
the contrary, economic ones for quick testing in manufacture lines are crucially necessary. A
method of using the concept of eddy current [12] is also proposed [16]. Referring to the Fig.
10, a coil probe is designed to test the film sample which will affect the coil inductance
because of the generation of eddy current on the circular conducting film. Such a deviation
of inductance will be converted into a voltage reading by an electronic circuit to show the
related thickness of printed film. This equipment and technique are very convenient for
engineers to monitor the production line as for the film thickness from time to time.
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Fig. 10. An economic method to measure the conducting film’s thickness

Material factors are very important in antenna design and should be studied thoroughly.
Since there are two kinds of material being involved in the tag, and since this tag antenna is
to be printed on a substrate, for example, the paper when using offset printing technology,
before beginning the design, the conductivity o of the conductive ink, the paper’s dielectric
constant ¢, and its associated loss tangent tand should be given. The lithographic
conductive ink used in this series of study of offset printing is CLO-101A purchased from
Precisia LLC [17], and its corresponding conductivity ¢ was measured based on the
techniques described in the literatures [18][19]. The measured conductivity is 3.85x10° 5/m,
which is only 6.6% or so of the copper’s 5.8x10” S/m . As what expected, such a kind of ink
is not as good as ordinary conductors to be antenna radiating material. This should be
seriously taken into account when the tag performance is emphasized and they are
produced by printing technologies.

@)

Fig. 11. (a) A resonating metal cavity following the theory in [19], (b) conducting ink on the
wall

On the other hand, when applying the hybrid method of gravure printing and vacuum
deposition technology, the different considerations are encountered. Firstly, PET
(Polyethylene terephthalate) is always used as the antenna substrate for this method. Using
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the method mentioned in [20][21], Fig. 12 shows a closed metallic cavity, inside which the
dielectric material under test is enclosed, for measuring layered PET’s dielectric constant
and loss tangent. The results are &, =3.733 and ¢ =0.0158, respectively. On the other hand,
the measured dielectric constant ¢, of paper used for offset and screen printing is 2.83, and
tand is 0.046 around the frequency 915MHz. This shows that the paper is with more loss
than PET and should be carefully considered. That means PET is better than coated paper as
the substrate of the tag antenna. Anyway, PET has an environmental pollution issue, if the
printed tags are to be used for logistics. Also, even the vacuum deposition technology is
usually not able to provide enough thickness of conducting film as the radiator of tag
antenna, 1um or so in our realization shown in Fig. 7 and Fig. 8, but it has equal
conductivity as what the aluminum has. It has been found that, the performance made by it
is quite better than that of offset printing on papers.

SHA

Fig. 12. Cavity method for measuring the PET’s dielectric constant and loss tangent

Fig. 13. A tag using the company brand being antenna’s arm

As for further application, usually text or company logo may be designed into the antenna
shape. Following the idea published in [22], a tag antenna using the brand name of
TATUNG COMPANY [23] is shown in Fig. 13, which is made by offset printing. Such a kind
of design benefits the advantage without applying patent for the tag. However, because of
the physical nature of antenna, for instance, its current distribution, normal computer fonts
are not necessary to fit to the working shape of antenna.

Another example is shown in Fig. 14, where the logo of Taiwan Lamination Industries, Inc.
[24], who is a gravure printing company, is to form one arm of the dipole antenna. This tag
is made by the hybrid method of gravure printing and vacuum deposition technology, and
produced by Taiwan Lamination Industries, Inc. TI's RFID chip [25] is used for this UHF tag
shown in Fig. 14, which has input impedance 380 — j62.12Q . Hence, the target impedance
for the antenna is 380+ j62.12Q for a complex conjugated matching condition in theory.
The simulation model established in the CST package for this tag antenna is shown in Fig.
15.
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Fig. 14. A tag antenna using a company logo

L.=89.69mm
W=23.66mm

Fig. 15. Simulation Model of a UHF tag antenna
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4. Performance analysis

As an example, back to the tag shown in Fig. 14 which is made by the hybrid method of
gravure printing and vacuum deposition technology and has a size 85.8mm x23mm , it can
have a reading distance about 5 m when the measurement is carried in an antenna anechoic
chamber in Tatung University. The tag shown in Fig. 5 has a dimension 10mm x180mm .
The reading distance of tags made by offset printing is always less than 2m. Less
conductivity o of conductive ink, thinner printed ink’s layer and higher loss in substrate
(coated paper) indeed make the tags produced by offset printing technology less efficiency.
Anyway, both of these two different approaches have unique advantage of being able to
produce tags in high-speed and in high volume, yet being low-cost. Anyway, sometimes the
reading distance is not the absolute criterion to judge the tag performance. If the application
focuses on the aspect of cost than the reading distance, the tags produced by the offset or
screen printing on paper are more preferred.

5. Value-added application for RFID tags

As mentioned above, gravure printing is usually employed in making plastic bags, see Fig.
16. The concept of “smart bag” may be presented if the production both of bag and RFID tag
can be combined together. Fig. 17 shows a new concept of embedding a RFID tag into the
layer of a bag to form a “smart bag”. In such a value-added application, however, some
limitations should be considered. For example, thin metal foil and lossy paper (say, lossy
Kraft paper) are not proper as the cover layers of the bag, because of their influence on the
UHF wave transmission.

Fig. 16. Process of bag production in a gravure printing factory
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Fig. 17. “Smart bag” - embedding a RFID tag into a plastic bag

6. Conclusion

This Chapter has outlined and demonstrated a complete procedure by which the offset
printing technology or the hybrid method of gravure printing and vacuum deposition
technology is applied to produce high volume and low-cost RFID tags. Based on the concept
of complex conjugated matching, the design for tag antenna by the help of the EM
simulation package is explained firstly. To precisely design the antenna by computer
simulation, the techniques of measuring material parameters are also applied to obtain those
parameters of conductive ink, paper and PET substrates. By the up-to-date offset printing
and gravure printing and vacuum deposition machines, the tag antennas had been printed
out by a high-speed manner to demonstrate its possibility to be a low-cost product.
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1. Introduction

Radio Frequency Identification (RFID) has rapidly expanded its market in recent years; until
2019, the market volume of RFID will probably reach 3.9 billion USD globally (for those
passive tags). It will replace barcodes and find a lot more applications where barcodes
cannot do today.[1] RFID takes the advantages such as the high-speed scanning,
miniaturized size, high reliability, high memory volume, safe, and excellent read
accessibility, as compared to barcodes. However, the high materials and fabrication costs are
the major bottleneck for wider applications. Currently, the cost of chip is still the major part
of the overall cost of a tag, which contributes about 30% to 70% of the total cost of a tag. The
rest part is the sum of the materials cost including the antenna, substrate, and that for
integrating them together. Since the cost of the chip keeps dropping due to the technical
development, the need for reducing the other parts now is more urgent than ever.
Therefore, it becomes a challenging part nowadays for reducing the cost of antenna, which
takes the highest mass weight of all electrical components.

Currently, there are several alternative fabrication methods of the RFID tag antennas. For
example, there are etched/punched antennas, wound antennas, which are based on metallic
foils and printed antennas, which are based on the electrically conductive adhesives (ECAs).
Even though each method has its pros and cons, printed antennas are currently regarded as
the most promising one, primarily due to both productivity and cost concerns. Moreover,
printability renders the antenna fabrication process integrated into the whole tag
manufacturing system,[2] especially suitable for mass production of the RFID tags. It will
also be indispensible for manufacturing the chipless tags, which eliminates the silicon chip
from the tag, not only for saving cost, but there would be other benefits such as thinner in
shape and more environmentally benign. However, printed RFID tags often have a shorter
life-time than the etched tags (life span of more than ten years), which causes limitations in
such as passports requirements; there are also concerns about the read range, which is
related to the relatively low electrical conductivity. Thus there are still a lot of rooms for
improvement for the printed materials.
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There are a few alternative printing techniques which are applicable for printing the antenna
materials (such as gravure, screen, roll to roll, flexography, and stencil etc.), which are
briefly shown in Fig. 1. Here this chapter primarily elucidates the works which are based on
the (flat-bed) screen printing method, which is very representative at the stage of lab
prototyping. Screen printing is a low cost printing technique which has a very long history;
as firstly appeared about 2000 years ago in the Qin dynasty in China. Screen printing
technique uses a woven mesh to support an ink-blocking stencil. The attached stencil forms
open areas of mesh that can transfer ink or other printable materials which can be pressed
through the mesh as a sharp-edged image onto a substrate. A roller or squeegee is moved
across the screen stencil, forcing or pumping ink to pass through the open areas in the
woven mesh. There is a wide range of screen materials which include steel, polyester, glass
fiber, silk fiber, and nylon etc. They form a smooth, porous, finely woven fabric which is
stretched over a wood or aluminium frame. Areas of the screen are blocked off with a non-
permeable material as a stencil. The open spaces of the screen allow the ink appear on the
substrate beneath the screen. Generally, screen-printing method can render the printed
resolution to be about 100 microns and above, which is determined by many factors such as
the selection of the material of the screen mask and the automatic control of the processing
conditions. The screen mask can be conveniently prepared by the ordinary
photolithography method, thus it is a very promising and competitive printing method for
producing the ultralow cost RFID antennas and even tags for prototyping. Moreover, screen
printing can work on a large range of substrate materials such as textiles, ceramics, woods,
papers, glasses, metals, and plastics. Fig. 2A shows a worker in a label printing company in
Dongguan, China, whom is working on a flat-bed screen printer. The RFID tags printed in
this way is shown in Fig. 2B. There were a few layers of inks including the hot-melt adhesive
layer, the ECA layer, and the ink layers which were printed onto a piece of PET film
consecutively. Then the printed pattern was heat-transferred onto a piece of fabric sample,
which underwent dozens of washing cycles (e.g. 40 cycles) for evaluating the reliability of
the sandwiched RFID tags. [3]

As the major component for the printed RFID antenna, ECAs are composed of two major
parts: one is the conductive filler, such as silver, copper, and nickel; the other is the
nonconductive polymer resin, which can be epoxy, polyester, polyurethane, ceramic, and
other dispersants which can fit for the printing condition and some other factors.
Nevertheless, high electrical conductivity of the printed antenna material is indispensible, so
that the read range performance can match most of the applications of the tag.[4] Among all
available printed materials including metals, carbon, and intrinsically conductive polymers,
silver is considered as the most promising one, due to its high electrical conductivity (6.2 x
105 S/cm, which is the highest among all metals), relatively low material cost, and excellent
reliability in long-term uses without the concern of electrochemical etches. Silver fillers are
usually ground into micron-sized flakes when they are mixed with the resin dispersant; thus
the overall electrical conductance of the ECA is not only determined by the intrinsic
conductivity of silver, but also by the percolation effectiveness among them.[5] To improve
the percolation of the silver fillers in the ECAs for practical uses, silver flakes with the
diameter ranging from 30 micron to 3 micron are usually selected, which can be
conveniently fabricated by mechanical machining methods such as ball-milling etc.[6] The
anisotropic morphology renders the silver fillers more easily build up associated network
inside the resin dispersant so that the percolation threshold (the minimum filler content
requirement for achieving ohmic conductance) of the filler can be decreased.[7] Further
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decreasing the size of the fillers inevitably increases the viscosity of the filler-dispersant
mixture, which may cause problems during printing.

4

Flat-bed screen

RFID cost per tag

Gravure

Print speed
Fig. 1. A schematic comparing the printing speed and the RFID cost per tag.
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Fig. 2. Photographic images showing the RFID tag incorporated high reliability hot-press
labels for garments. A) A worker is screen-printing the ultralow cost ECA based antenna in
his work line in a company in Dongguan, China; B) A group of labels ready for heat-transfer
printing; C) Samples cotton fabric pieces with the labels heat-transferred onto them. (Upper:
before washes; bottom: after washing for forty cycles.) The RFID read range performance
remained the same after the heat-transfer process and the subsequent washing cycles.

There have been intensive studies about the ECAs in the last two decades,[8] majorly
considered as the substitute for the Sn/Pb eutectic solders as an interconnect material in the
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traditional electronic packaging industry. This is not only because they have fewer troubles
about environmental problem (no lead is involved), but they have lower processing
temperature and more convenient processing procedures (the curing temperature of ECAs
is normally lower than the melting point of the eutectic solders, i.e. 183 °C). However, a
simple mixture of the conventional resin dispersant, such as bisphenol-A type of epoxy resin
and silver fillers such as microflakes (at 75% by weight) can often result in the electrical
resistivity of the ECA in the range of 104 Q ‘cm. As compared to the Sn/Pb eutectic solders,
the electrical conductivity of the ECAs needs to be improved to cater for general application
of electrical devices.

As a noble metal, silver suffers less from the electrochemical etching problem than many
others such as copper and nickel etc. However, ECAs filled by silver flakes still exhibit a
high contact resistance due to a variety of factors, including the contamination from the
impurities and additives of the resin dispersant (such as the free radicals from the initiator,
the organic ligands from the curing agents etc.). Moreover, silver oxide exhibits a very high
electrical resistivity (i.e. about 106 times higher than pure silver).[9] Unlike the eutectic
solders, which have a much lower melting point, the melting point of silver is 962 °C, which
makes it very difficult to be annealed or sintered by conventional processing conditions.
Early studies majored in those methods which can improve the physical contact among the
silver fillers;[10] for example, by selecting the highly contracted resins,[10] or through
applying an additional hot-laminating step after curing the ECAs.[11, 12] These strategies
were shown to be able to reduce the bulk electrical resistance of the printed ECA
irreversibly.[13]

AS PRINTED

7 Ag flakes

|__ Ag flakes build up
3D network

Fig. 3. A schematic showing the influence of the curing step of the ECAs, which is critical to
the percolation of the fillers.
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2. Recent progress of silver filler modifications

In recent years, Wong et al. conducted the researches on the self-assembled monolayer
(SAM) protecting layers to the silver fillers. By seasoning a small quantity of the organic
molecules (usually those which can form ligands with the metallic fillers) into the ECA
formulations, the electrical resistivity of the ECAs can be drastically reduced.[14] The
mechanism is rather complicated, which is supposed to be related to the red-ox process of
the silver surface. Some of the SAM molecules exhibit a certain level of reducing
property.[15, 16] There is a large range of the feasible compounds, including malonic acid
etc., which can be used for this purpose.[15, 17, 18] On the other hand, Jiang et al. studied
the effect of adding a certain ration of nano-sized silver particles to supplement the silver
micro-flake fillers. By adding 40 wt% and 60 wt% of the nanosilver and microsilver, at 80
wt% filler content level, the electrical resistivity of a modified formulation can achieve ~5 x
106 Q cm.[17] It was anticipated that the silver nanoparticles can benefit from the melting
point depression effect due to the small size. Thus the silver fillers fuse with each other and
build up a percolated network through ohmic contact.[19] Consequently, the electrical
conductivity of the composite material approaches the lower limit of the conductive-
nonconductive mixture (as shown in Fig. 3).

Yang et al. recently worked on a novel method to achieve better percolation of the silver
fillers. An iodination step is applied to the silver microflakes prior to the mixing step of the
ECAs, so that the electrical conductivity of the silver based ECAs can be significantly
improved.[20] Silver has a strong interaction with iodine and the reaction results in the
formation of silver iodide and some other compounds. Silver iodide is a semiconductive
material which has indirect band-gap; the size of the silver cations is much smaller than that
of iodide.[21] Silver cations can conveniently move around through the interstitial sites so as
to exhibit a certain superionic conductivity.[21, 22] On the other hand, the solution-based
silver microflake treatment process can eliminate the oxide layers from the silver
surface.[23] After the iodination process, those iodinated regions occupy active sites such as
the terraces and steps of the silver surface more selectively, and experience a subsequent
ripening process,[24-27] leaving the remaining part a clean silver surface due to an
electrochemical process,[26, 27] although the dynamic process still needs further
investigation.

The reaction between the solid (Ag) and solute (I») is partially determined by the diffusion
function, thus the resulting iodinated surface layer exhibits a level of nonstoichiometry. This
part appears in the form of nano-islands, which are distributed on the silver flake surface.
For example, TEM-EDS and SEM-EDS (Fig. 4) results both suggested that the nano-islands
are distributed very sparsely on top of the silver flakes, which suggests that under optimum
conditions for the best conductivity (i.e., when filled with A3) and there are excess amount
of silver inside the nano-islands. The excess silver can actively involve in the charge transfer
process and facilitates the reconstruction of the silver surfaces.[21]

As shown in Fig. 5A, four groups of samples were analyzed by TOF-SIMS: (1) bare silver
wafer, (2) sparsely covered by the nano-islands (1: Ag : I = 100 : 0.2) (resembling to the
surface of A3), (3) moderately covered by the nano-islands(2: Ag : 1 =100 : 0.4) (resembling
to the surface of A9), (4) fully iodinated surface (3: Ag:1=100 : 20), respectively. The sum of
the relative peak intensities of 197Ag,OH* and 107Ag,O* over that of the silver base peak
(107Ag*) is used as the index to demonstrate the overall oxidation level of the surface. After
experiencing the curing and purging processes, the surface oxidation level of the
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unmodified bare silver sputtered wafer samples increased 15.5%, which suggests the
oxidation of the silver surface in the curing process in the absence of Ag/Agl nanoclusters.
While the surface oxidation level of the modified silver decreased 60.4% in condition 1, and
54.3% condition 2, respectively. This is direct evidence that the Ag/Agl nanoclusters on the
silver surface prevented the silver metal surface from oxidation in curing process. But on the
sample which was fully iodinated (condition 3), the curing process incurred an increase of
the total oxidation level. Since the ratio of (17Ag,OH* + 107Ag,0+) /107Ag* is an index of the
overall oxidation level of the sample surface, it appears that the less the nanoclusters
covering the surface, the more fragment signals from the exposed silver metal surface were
collected. For those samples with low and medium coverage levels of nanoclusters
(condition 1 and 2), after curing, the overall oxidation levels were lowered by 60% and 54 %,
respectively. Considering the surfaces of these two samples were partially covered by the
nanoclusters, after the curing process, the oxidation of the silver surface (except for the
nanoclusters) was greatly inhibited. It suggests that during the curing process, the
nanoclusters influence oxygen adsorption on the silver surface and recover the part of the
oxidized surface. This phenomenon may be attributed to excess amount of silver in the
nanoclusters, which exhibit stronger reducing property than the bulk silver substrate.[28,
29]

Fig. 5B demonstrates the situation of the silver surface when it is saturated by iodine
treatment (Ag : I = 100 : 20). We tentatively partitioned the depth into two regions to
facilitate the study of this spectrum: The left side illustrates the region of the nano-islands
and the right side the region of the silver metal. In Fig. 5B, this ratio (107AglO-/107Ag)
decreases with the sputtered depth, showing that the deeper the sputtering the stronger the
collected substrate signals (i.e. 107Ag-). After curing, this ratio (107AglO-/107Ag-) increased at
the sample surface which is about several nanometers in depth. For example, at the depth of
~7 nm, it is 1.1 times higher than the ratio of the sample before cure, showing that the nano-
islands are further oxidized after cure. This is quite different from the TOF-SIMS analysis on
a control sample of pure silver iodide crystalline powder (Aldrich, [7783-96-2], 99.999%),
which shows negligible 107AglO- peak intensity (ratio AgIO/Ag = 6.3 + 0.88%). As an
unstable and naturally rare substance, the observation of a large quantity of silver
hyperiodite (107AgIO) anions in the TOF-SIMS spectra indicates that in the nanocluster
regions a large amount of oxygen incorporates into the Ag/Agl nano-islands.[24, 26, 28-30]
Comparison of the spectra before and after the mimic curing process demonstrates that the
nano-islands are reactive to ambient oxygen and the curing process can accelerate the
oxidation process. The inter-conversion between Agl and AglO, (x =1, 3) species has been
demonstrated to be a complicated charge transfer and oxidation process which is related to
many factors.[31, 32] The redistribution of the silver surface species could alter the path of
oxidation of the silver surface, which may play a key role in reducing the contact resistance
of the silver microflake network in the ECAs. Both the concentration and amount of iodine
are crucial factors in determining the coverage and morphology of the nano-islands on the
silver surface. The experimental results suggested that the coverage of these
nonstoichiometric nano-islands plays a key role in modulating the surface property of silver.
The ECA samples filled with A3 showed the highest electrical conductivity among all listed
conditions e.g., A1, A4, A5, A6, and A9, etc., as shown in Fig. 6 (this figure only shows the
resistivity data of the ECA samples lower than 102 Q-cm). The A3 filled ECA has a volume
resistivity of 5.92 x 10> Q-cm with a silver filler content of 40 wt% (6.5 v/v%). The volume
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resistivity increased to 4.81 x 104 Q - cm when the silver filler content decreased to 27.5 wt%
(3.8 v/v%). Further reduction of the filler content resulted in higher and unstable resistivity.
For example, the resistivity of the ECA filled with 70 wt% of A1 is only 1.51 x 104 Q-cm (not
shown in this figure), and filled with 60 wt% of A5 is only 2.99 x 104 Q'cm. While the
resistivity of the ECA filled with 70 wt% of A3 is 6.90 x 10¢ Q - cm, and filled with 60 wt% of
A3 is 1.13 x 10> Q-cm. When further decreasing the content of A3 in the ECAs to be lower
than 27.5 wt%, i.e., 27 wt%, 26 wt%, 25 wt% etc., from the SEM analysis of the cross sections,
sedimentations of the fillers were observed, which is due to the mismatch of the density
between silver micro-flake and the epoxy resin. These sedimentations denote that when the
silver filler content is lower than 27 wt%, the silver fillers can not form an associated
network, which is crucial for electrical percolations. Even though this sedimentation effect
may have problems in omnidirectional percolation; experimental evaluations suggest that
the ultralow filler content ECAs all exhibit excellent 2D electrical conductivity in the form of
printed thin film resistors.
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Fig. 4. A)-C): TEM-EDS analysis of the ECA cross sections. A) TEM-EDS of the nano-islands
on a sectioned ECA sample (filled with A9). (Scale bar = 200 nm) EDS spectra are
accompanied on the left. B) HRTEM image of bare silver micro-flake surface. (scale bar =2
nm) C) HRTEM image of A9 filled ECA surface, except for the nanocluster parts. (scale bare
= 2 nm) The crystal lattice of silver metal is marked in both the images of (b) and (c). (All
samples are embedded in a resin filled with 75 wt% of the filler.) D)-E): SEM-EDS analysis of
the iodinated silver flakes. D) Sample A3, the elemental ratios bentween silver and iodine
are listed in this image; (scale bar = 2.5 pm) E) Sample A9, the elemental ratios bentween
silver and iodine are listed in this image. (scale bar = 2.5 pm) (Copyright © 2010 WILEY-
VCH)
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Fig. 5. TOF-SIMS analyses of the silver sputtered silicon wafer samples. A) Silver sputtered
silicon wafers after treatment of different concentration of iodine solutions. (The cured
samples refer to those experienced a curing and post-washing process prior to this analysis.)
Conditions: 1. Ag : 1=100:0.2; 2. Ag:1=100:0.4; 3. Ag :1=100 : 20. B) Depth profile of the
surface-modified sputtered wafer sample (treatment condition: Ag : I =100 : 20; y-axis in
logarithmic scale). (Copyright © 2010 WILEY-VCH)
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D

ctrl4 (commercial tag, copper foil)
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ctrl3 (copper foil)

ctrl2 (commercial ECA, 80 wt% Ag)

Reader Anfenna
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ctrl1 (ECA, 70% bare A

Turn on Power (dBm)

Fig. 6. A) SEM images of the iodinated silver micro-flake sample (left) and original bare
silver micro-flake sample (right) (scale bar = 500 nm); B) A photographic image of a piece of
UHF RFID tag using the A3-filled ECA as the antenna material. (A3, A4, and A5 are those
silver fillers underwent different iodination conditions) C) The volume resistivity data of the
modified ECAs with selected iodination conditions and a control bare silver-filled ECA
(containing 75 wt% of silver filler). The partition lines drawn here is for comparing the
resistivity of the modified ECAs versus the control silver adhesives (olive line) and silver
metal (red line). (*This series of data of A3 filled ECAs are based on Novolac type epoxy
resin to adjust the viscosity at low filler content.) A4: Ag:1=0.5:100; A5: Ag:1=1:100; D)
Read range testing result of the RFID tags. Turn on power measurement on the A3 filled
ECA RFID tag samples (tag 1, 2, 3) and the control samples (ctrl 1, 2, 3, 4). Except for tag2
and tag3, conformance was found when measuring all other tag samples. An EPCglobal
Ultrahigh Frequency Class 1 Generation 2 RFID strap (Alien Technology Inc.) was adhered
to the center of each tag antenna and the measurement was in a UHF RFID system (CSL
CS461) in an anechoic chamber with a fixed reader-to-tag distance of 1 meter. Inset: A
photographic image showing the turn-on power test.

17 mm

20 mm

- |
82 mm

Fig. 7. Designed geometry of RFID tag antenna based on the ECA sample with 30 wt%
silver.

3. Recent progress in the environmentally benign dispersants

Besides the electrical conductivity, there are also some other considerations which
determine the overall performance of the ECAs. For example, the materials involved in the
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printed RFID must be safe to human health and environmentally benign. This issue is
especially critical to the area of food packaging and logistics at item-level. Li et al. evaluated
the performance of some biocompatible curing agents to substitute the toxic curing agents
for epoxy resins.[33, 34] However, the use of conventional bisphenol-A type of epoxy resin
still faces lots of environmental and health problems. Yang et al. recently investigated the
blocked aliphatic polyurethane (PU) as the dispersant material for preparing the ECAs for
the RFID application. Two types of the methyl ethyl ketone oxime (MEKO) -blocked
polyurethane prepolymers were used as they have been evaluated by the European Food
Safety Authority as a safe material for food can coatings recently.[35] Moreover, as the -
NCO group of the resin is blocked, the ECAs exhibit a long shelf-life than the unblocked
resins. On the other hand, their moderate viscosity (1000 cPa‘s to 3000 cPa's, dependent on
the amount of the silver filler content) is suitable for general screen-printing processes.
Bayermaterialscience Desmodur BL 4265 SN is a kind of MEKO blocked isophorone
diisocyanate (IPDI) trimer (#1) while Desmodur BL 3175 SN is a kind of MEKO blocked
hexamethylene diisocyanate (HDI) trimer (#2). Both of them can couple with polyols to
form low viscosity, transparent, long shelf-life paste for preparing light-stable colorless
flexible, colorfast and weather-stable stoving coatings. These blocked polyurethane
prepolymers are stable at room temperature when being mixed with the polyol hardener
and catalyst. After mixing the dispersant with silver microflakes, the resulting ECA paste
were screen-printed to PET films and cured. The structure of the blocked polyurethane
prepolymers is demonstrated in scheme 1.

Scheme 1. Structure of the blocked polyurethane prepolymers #1 and #2: (Copyright @ 2011
Springer Publishing House)
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Fig. 8. Resistivity of the printed resistor of the ECAs (#1 and #2) with different silver filler
contents. (Copyright @ 2011 Springer Publishing House)

Fig. 8 illustrates the electrical resistivity of the ECA antenna samples containing different
silver contents (from 30 wt% to 75 wt%), which displays a series of optional conditions for
the aimed cost-effectiveness. Here we can observe that with different content of silver fillers,
the electrical resistivity of the ECAs varies in a range from about 2 x 105 Q-cm to 2 x 103
Q-cm. [3] When the silver content is lowered down to 40% and 30%, we observed that the
resistivity reaches a plateau. This chart suggests that the conductivity of the PU based ECAs
is comparable to those ECAs based on bisphenol-A epoxy, thus they are useful to general
applications.

Fig. 9A and 9B show the changes of resistivity versus the aging time in a TERCHY MHU-
150L humidity chamber (85°C/85%RH) for up to 720 hours of the two series of ECA
samples. From these figures, we can observe that after the aging test, most of the electrical
resistances are even lower than those before aging. For the ECA samples with relatively low
filler content (30% and 40% of the filler content), the resistance even dropped about 20%. For
the other samples, the variation of the resistance value is smaller than 10%, which suggest
that these PU based ECAs having superior reliability up to 720 hours in their electrical
conductivity.

From the SEM analysis (Fig. 11) of the cross sections of the ECA samples, we can observe
that disregarding the variation of the silver content (e.g. from 30 wt% to 75 wt%), the silver
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microflakes can be homogeneously distributed in the PU dispersant. In order to evaluate the
performance of the PU-dispersed ECA in high frequency applications, we conducted the
read range examination of the ECA printed RFID tag antennas.
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Fig. 9. Reliability analysis (85°C/85% relative humidity) of the ECAs. A) Variation of the
relative resistance of the printed resistors of the ECA #1; B) variation of the relative
resistance of the printed resistors of the ECA #2. . (Copyright @ 2011 Springer Publishing
House)
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Fig. 10. Thermal cycling analysis of the ECAs. A) Variation of the relative resistance of the
printed resistors of the ECA #1; B) Variation of the relative resistance of the printed resistors

of the ECA #2. (Copyright @ 2011 Springer Publishing House)

Usually, the RFID antenna is designed based on the dipole antenna which is about half
wavelength in length, as demonstrated in Fig. 8. Since the passive tag where the power is
obtained solely from the received electromagnetic wave, the tag antenna must match the tag
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circuit to maximize the transfer of power into and out of it. We selected an Alien’s Gen 2
RFID chip which has an impedance value of 30 - 110j Q, so we designed the tag antenna
with the impedance value of 30 + 110j Q to conjugate match with the chip. In the simulation,
we considered both the resistivity of the materials, surface roughness, and configuration of
the antenna. Based on the simulation result, we designed a series of RFID tag antenna based
on #1 and #2 series. The antenna is a 82 mm-long dipole with a short line connecting two
parts, as shown in Fig. 9.[36] For example, the simulated impedance of the ECA antenna
filled with 30 wt% of silver filler is 33 + 108j at 915 MHz which well matches the Alien’s
RFID strap (30 - 110j). The calculated return loss values is -24 dB, which means over 99%
power is transmitted to RFID chip. We found that the -10 dB power transmission bandwidth
of the antenna is 60 MHz which covers the operation frequency of North American, China,
and Hong Kong standards.[37] Herein we use the minimum turn-on power of the reader as
the index of the RFID tag antenna performance. The reader is located one meter in distance
towards the RFID tag (a piece of EPCglobal Class 1 Gen 2 RFID Chip is adhered to the center
of the antenna). From the experimental result, we can observe that the minimum turn-on
power of the reader is consistent with the electrical resistivity of the ECA samples, i.e. with
the increment of the resistivity of the antenna, the reader needs a higher minimum turn-on
power to detect the tag (Fig. 12). Therefore, using the same antenna design, we can adjust
the content of silver filler in the ECA to cater to different requirement of read range. As for
the real application of RFID technique, the power out-put of the reader is often fixed to a
certain value. Controlling the resistivity of the ECA can probably be a convenient way to
cater to the different requirement of read range requirement. Apparently that by using the
low silver filler content paste the cost of RFID tags can be dramatically reduced. Meanwhile,
the environmentally benign polyurethane based ECAs take the advantage in food supply
chain and medical applications etc.

A B C D , E

#1

Fig. 11. SEM images of the cross sections of some of the ECA bulk samples. A) 30% of filler;

B) 40% of filler; C) 55% of filler; D) 70% of filler; and E) 75% of filler. (Scale bar = 10 um)
(Copyright @ 2010 Springer Publishing House)

The ECA samples with different silver content were prepared, printed into pre-designed
geometries and their performances such as electrical resistivity, adhesion strength to PET
film, and high frequency performances were studied. From the experimental results, the
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ECA with the silver content as low as 47.5% still maintain an acceptable conductivity (6.56 x
10+ and 5.96 x 104 Q-cm), which is efficient for high frequency applications. This suggests
that by adjusting the silver content, the electrical and mechanical properties of the ECAs can
be modulated. On the other hand, we observed that the silver content at 70% showed similar
conductivity to those with higher silver content, which suggests that the silver content at
this level reaches the summit of the conductivity. In a 720-hour 85 °C/85%RH aging test, we
observed that in a large range of silver contents from 30% to 75%, the electrical resistivity of
this PU based ECA was very stable. They also passed the 720-hour thermal cycling test for
electrical conductivity. After all, blocked-PU based resin has been demonstrated efficient for
fabricating the low-cost and flexible ECAs, which has also been demonstrated feasible in the
ultra high frequency RFID tag antennas.

4. Water-based ECAs

PU displays various characters such as adjustable mechanical properties, shape-memory
property, and excellent stability.[38-40] Moreover, many PU-based resins are biocompatible
and can be obtained from renewable resources such as from vegetable oils.[41-43] The
water-based PU resins exhibit even more advantages since there is no organic small
molecule involved or released during the printing process. Recently, Yang et al. investigated
the feasibility of applying the water-based PU resin as the dispersant material for the ECAs.
Here cycloaliphatic PU is prepared in the emulsion based reaction. As shown in Scheme 2,
the water-borne PU dispersant is prepared mainly in four steps: 1. polyether polyol (here is
polytetrahydrofuran 2000), dihydroxylmethylpropionic acid (DHPA), and isophorone
diisocyanate (IPDI) are mixed together for preparing the prepolymer; 2. chain extender
(butylene diol) is added until the chain propagation is terminated; 3. triethylamine (TEA) is
added to neutralize the system; 4. water is added dropwise so that the PU is transferred into
aqueous solution. Finally, the organic solvent and the unreacted chemicals are removed by
vacuum. The resulting PU emulsion is translucent bluish with long shelf-life and stable
rheological property. The structure of the PU resin prepared in this way was confirmed by
FT-IR spectrum. As shown in Fig. 13, the FT-IR spectrum of the dried film of the as-prepared
water-borne PU is investigated. The peaks at 2933 cm-! and 2854 cm-! confirm the existence
of the -CH»- group, the 1698 cm-! the carbonyl group, and 1239 cm and 1108 cm confirm
the C-O vibrations. The as-prepared PU has excellent thermal stability, which was
confirmed by using thermalgravimetric analysis (TGA). The temperature of the sample was
ramped from room temperature to 600 °C with the speed of 20 °C/min in the air (Fig. 14).
The sample lost less than 10% weight before it reached 250 °C. Further raising the
temperature resulted in the total decomposition, until the temperature reached 430 oC. This
result suggests that the PU dispersant is suitable for the general solder reflow process as
well when it is applied in the traditional packaging process.

The WBECAs were prepared by mixing the PU resin and a certain portion of the modified
silver microflakes together by using a THINKY ARE250 mixer.[20] By adjusting the ratio
between the two components we are able to achieve an optimum between the mechanical
strength and electrical conductivity. NaBHy has been considered as a very powerful
reducing agent for protecting many metals from oxidations. For example, addition of small
amount of NaBH4 has been demonstrated effective for improving the percolation among the
copper and nickel powders via an in-situ reducing process for ink-jet printing conductive
lines.[44] Here we tentatively added in 0.5% (by weight) and 1% (by weight) of NaBH, (vs.
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Ag) into the WBECAs, as an agent for preventing the oxidation issue during the processing
steps. The cross section images of the samples were studied on both transmission electron
microscopy (TEM) and scanning electron microscopy (SEM). As shown in Fig. 15, the
electrical resistivity of the printed resistor which is based on different silver content and
NaBHjy treatment condition are listed in Table 1. From Fig. 15, we can observe that the
addition of NaBHy can effectively reduce the electrical resistivity of the printed resistors
which were prepared by using the WBECAs. The improvement of the resistivity is about
one order of magnitude.

CH3
H, H,
HOwwvQH + HO—C C —OH + OCN-R-NCO —
Polyol COOH IPDI
DHPA
o (o] CH; o (o]

I I w ol H, H, l W ol
HN—C—Owwwwv0—C—N—R—N—C—0—C Cc —O—C—N—R—N—C—OW-NV‘O—C—TH
T COOH T

NCo (isocyanate terminated prepolymer) NCco
neutralization with TEA
o (o] CHj3 (o] (o] (o]
I w ol Hp H, I w ol I
HT—C—OWWW‘O—C—N—R—N—C—O—C C —O—C—N—R—N—C—OWWW‘O—C—TH
llz COOH N(CH.Hs)3 T
NCO H,0 NCO
H,NCH,CH,NH;(ethylene diamine)
(o] o (o] CH3 (o]
[ I W ol Hy Hp Il W ol
HN—C—Ovwwvvw0—C—N—R—N—C—0—C C —O—C—N—R—N—C—OvwvvwwwO0—C—NH
COOH'N(CHzHs)3
Waterborne Polyurethane
HiC CH,
R=
CH3

*

Scheme 2. Preparation route of the water-borne PU dispersant.

The measurement of the variation of electrical resistivity of the printed ECA samples were
conducted in a TERCHY MHU-150L humidity chamber (85°C/85% relative humidity) for 60
days for the temperature-humidity testing (THT) (Fig. 16). As shown in Fig. 16, we can observe
a trend of decrease of the electrical resistivity over the period of time. The reasons of the
decrement of the electrical resistivity of all the samples are related to the following points: 1)
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the water-borne PU dispersant is intrinsically an emulsion which contains both the
hydrophilic part and the hydrophobic part; water molecules trapped in the interstitial sites are
eliminated during the aging process or thermal curing process which renders shrinkage of the
total size; 2) since the glass transition temperature (Tg) of the water-borne PU dispersant is
much lower than room temperature (~-20 °C), the creeping of the hydrophobic polymer chain
enhances the phase separation of the hydrophobic/hydrophilic regions, which results in a
stronger interaction among the polymer chains by hydrophobic interaction and hydrogen
bond as well. These two factors take effect both in the thermal curing process (if there is any)
and the aging process as well. Thus we observed kind of variation of the electrical resistivity.
After all, we did not observe any increase of the electrical resistivity of all samples after the
aging test, which suggests sufficient reliability for real applications. Since many rubbery
substrates are very sensitive to the high temperature (due to their extremely low Ty), they can
be used as the stretchable circuit boards and fabricated at room temperature by using the
WBECAs as the circuits and interconnects.
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Fig. 12. Minimum turn-on power of the reader in detecting the RFID tags with the antenna
printed using the ECAs. (Copyright @ 2011 Springer Publishing House)

The relation between the silver content and the tensile property of the WBECA thin film
samples were investigated on an Advanced Rheometric Expansion System (ARES) (TA
instruments, USA). The specimens were prepared on a piece of smooth low density
polyethylene (LDPE) substrate, so that they could form an even and flat thin film. When
they were naturally dried, they were peeled off carefully from the substrate and then cut
into small strips with the dimension near 40 x 3 x 0.1 mm3 (each was accurately confirmed
by a caliper), and mounted onto ARES by a thin film tensile test fixture. The measurement
was conducted at 25 oC with a 2000 g-cm transducer. The extension speed was 0.2 mm/s
in a strain-controlled mode. As shown in Table 1, we can observe that the Young’s
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modulus of all the three samples does not change significantly along with the different
silver content level. This suggests that the addition of NaBH; does not have significant
influence to the mechanical strength of the WBECA samples.

Compared to the other traditional dispersants for the ECAs, such as epoxy, polyester, and
polyacrylates etc., water-borne PU as the resin dispersant displays a few advantages: 1. the
resin is dispersed in water, thus the printing process does not involves toxic volatile
materials and the residues can be conveniently removed by water; 2. the PU materials can be
prepared from a large variety of sources such as from plants, thus PU has better
environmental benign character and adjustable mechanical strength; 3. the urethane bond is
relatively strong, thus the materials have a high reliability for general electronic packaging
applications; 4. the curing step for the ECAs can take place at even room temperature (of
course a higher temperature may help accelerate the process) thus it saves energy; 5. the
WBECAs have adjustable rheological property thus they are suitable for many types of
printing process such as screen printing, gravure printing, and roll-to-roll printing etc.

In summary, by sensitizing a small amount of NaBH,, the electrical conductivity of the
WBECAs can be effectively improved of about one order of magnitude; the percolation
threshold of the silver filler is reduced as well. The lowest electrical resistivity ever
measured in this material was in the order of 105 Q - cm. The mechanical strength of the thin
films of the free-standing WBECAs improves along with the PU dispersant amount. These
WBECAS can be applied in the general printing process for general applications as ordinary
ECAs can do, while they display many unique properties, such as amenity for processing,
environmentally benign, excellent shelf-life and reliability in long-term storage and
applications, water-proof, and the mechanical property can be adjusted by choosing
different prepolymers.
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Fig. 13. FT-IR spectrum of the dried film of the water-borne PU.
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Young's modulus 60% silver 70% silver 80% silver 85% silver
(MPa)
no treatment 0.291 0.322 0.311 0.309
0.5% NaBH4 0.289 0.338 0.364 0.358
1% NaBH,4 0.297 0.319 0.347 0.339

Table 1. A table showing the Young's modulus of the WBECA thin film samples including
the untreated, 0.5% of NaBH, treated, and 1% of NaBHyj treated ones.

5. Conclusions

In summary, the authors introduced the recent progress of the silver microflake-filled
ECAs as a candidate for the RFID tag antenna applications. ECAs exhibit many
advantages such as printability and low-temperature processability as compared to the
conventional antenna preparation methods, which render them significant in both the
conventional Complementary Metal Oxide Semiconductor (CMOS) based and the organic
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all-printed ones. However, their electrical, mechanical, and environmental performances
are still undergoing intensive investigations. In this chapter, the authors gave several
simple introductions about how to improve the electrical conductivity of the ECAs and
introduced some PU based resin dispersants for ECAs. By adjusting the balance between
the electrical conductivity and the materials cost, ECAs could find a larger market in both
far field and near field applications. Any significant advancement of the materials would
enhance the widespread uses of the tags, which is benefit from both the lower cost and
higher performances. The examples given in this article have their merit and limitations;
we expect that they may give elicitations for developing techniques for manufacturing
low-cost, flexible ubiquitous information terminals.
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1. Introduction

Bar codes and Radio Frequency Identification (RFID) both belong to a group of technologies
called Automatic Identification and Data Capture. People have all become very aware of bar
codes as they have permeated our existence in the last 25 years. In fact, it is tough to buy
something in a store that does not use bar codes these days. But bar codes have four
disadvantages: you have to be able to see them, the bar code cannot be written on or
defaced, you cannot change the data once they are printed, and they take up space on the
object they are printed on. To eliminate those disadvantages, RFID is the solution. RFID is a
means of capturing data about an object without using a human to read the data. Along
with Smart cards, and Magnetic Stripe technology and a host of others, this is a method of
automating our need for data. Recently, the technique of RFID grabs people’s attention
because it captures data about an object without using a human to read the data.

Individual RFID tags must be cost-efficiency for these applications (usually less than one to
two cents). The cost of antennas is a crucial factor in the mass production of antennas. To
reach this goal, emphasis has been placed on the development of printed electronics
technologies to enable the manufacturing of RFID tags in an economically competitive way
(Hodgson, n.d.; Bjorninen, et al., 2009). Various printing processes has been or is currently
being used for producing a number of electronic components such as printed circuits,
displays, RFID antennas, batteries, etc. Printing techniques such as flexographic, offset and
gravure are suited for mass production, while screen printing and ink-jet printing have been
identified as processes that could be employed for printing the antennas in order to bring
down the cost of RFID tags (Sangoi, 2004; Subramanian, 2005). Screen printing enables very
thin printing and also very thick films. It has been used for a long time to print circuits and
remains interesting for electronic printing. In the future, different printing methods are
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likely to co-exist in the printed electronics market. The choice of printed electronics
technologies will base on the normal parameters such as run length, feature size and
variable data requirements (Blayo & Pineaux, 2005; Parashkov, et al, 2005).

Three requirements of printed electronics are resolution, accuracy of position, and amount
of material deposited (i.e., thickness and content of active particles). Although the
achievable resolution with screen printing (usually under 50 lines per centimeter) is not
sufficient for high-performance electronics, it is still applicable to print gates for TFTs,
dielectrics, and semiconductors. In printed electronics, silver particles are often used to form
the conductive layer. Thin conducting layers are preferred to maintain low manufacturing
costs while maintain good radiation efficiency (Parashkov, et al, 2005; Bjorninen, et al., 2009).
Therefore, the amount of silver and the thickness of the conductive layer need to be well
defined. Previous works have shown that decreasing conductor thickness increases losses
and thereby decreases efficiency and results to weaker backscatter from the tag. Gao and
Yuen’'s paper (2009) exam the effects of printing thickness on the performance of UHF RFID
tags and found out that the 10 pm thick RFID antenna exhibits relatively good radiation
efficiency. Koptioug et al.’s paper on “On the Behavior of Printed RFID Tag Antennas,
Using Conductive Paint” indicated that with conductive layers of thickness beneath 10 pm,
a commercially available silver-based paint with finite conductivity showed low radiation
efficiency at high frequency. The thinner printed silver paste RFID tag antenna is a potential
solution for low cost RFID tags. However, the print quality needs special attention when
RFID tags are printed using very thin conducting layers.

1.1 Needs of the study

RFID technology has been around for many years, but it is only in the past few years that we
have seen a surge in its acceptance and a massive growth in its use. However, RFID has not
been able to replace the current bar code system yet because of the high production cost of
RFID tags, especially the cost of printing RFID tag antennas. Printing the antennas is the
most critical part of producing an RFID tag. The high production cost problem of printing
RFID tag antennas can be eliminated if the conventional screen printing process can be
applied to perform the printing tasks effectively. According to literatures, screen printing
technology can be used for RFID tag printing, providing significant time and cost savings
compared to traditional etching technology. Therefore, there is a great need to investigate
the possibility of applying screen printing method to print RFID tag antennas to perform the
task of automatic identification and data capture.

1.2 Purposes of the study

This study was a true experimental research in nature and aimed to investigate the process

consistency and accuracy of printing RFID tag antennas via the screening printing method

with a conductive ink, silver-based (Ag) ink, on PET, PVC, and Wet Strength paper. The
target values of RFID frequency in this study were set at 13.56 MHz (HF). The purposes of
the study were triple fold:

1. to establish the specifications of antenna ink film thickness and ink density,

2. to compare the solid ink density, ink film thickness, and impedance differences in
process consistency and capability of printing RFID antennas on the three different
substrates, and

3. to determine the optimal substrates for RFID tags using screen printing technology with
conductive inks, in terms of process capability.
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The reason of selecting PET and PVC as substrates is that they have high transparency and
rigidity. Currently, PET and PVC have been frequently used as substrate materials of RFID
tags. The reason of choosing Wet Strength paper is that it is commonly used in the package
industry, and its low cost is also suitable for mass production of RFID tags.

1.3 Limitations and assumptions of the study

The following limitations must be considered when interpreting the results of this study:

4. The RFID antenna used in this study was not randomly selected; instead it was
specially designed for the study.

5. The company taking part to help the screen printing production for the study had their
own experienced printing crews; the authors did not actually perform the printing
process in every detail. This study assumes that there were no operator effects on solid
ink density and ink film thickness, although only one experienced operator ran the
press during the experiment.

6. The make, ages, and physical conditions of the press machine used to run the
experiment were not studied. Their effects on the results were therefore not discussed.

7. The type of Ag inks, three substrates, and chips were held as constants. This research
did not investigate the consistency of the materials; and therefore, their effects on the
results of this study were not explored.

8. Since the pressroom temperature and relative humidity were well controlled, their
effects on the experimental results were not studied. It is assumed that there were no
temperature and humidity effects on the results of the study.

2. Methodology

This study was a true experimental research in nature and aimed to investigate the process
consistency and capability of printing RFID tag antennas via the screening printing process

Screening printing using Ag ink with target
solid ink density of 0.27, ink film thickness of
10um, and Frequency of 13.56 MHz

A 4

Independent variable

PET
PVC
Wet Strength Paper

A 4

Dependent variable

Ink film thickness (Y)
Solid ink density (Y,)
Impedance (Y3)

Fig. 1. Research framework
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with a conductive ink, silver-based (Ag) ink, on PET, PVC, and Wet Strength paper. The
research framework is displayed in Figure 1. The three factors were PET, PVC, and Wet
Strength paper. The dependent variables were the solid ink density (SID), ink film thickness
(IFT), and impedance (IMPED) of the printed RFID tag antennas.

2.1 The test form
A single color test form for the tag antenna was designed for this study (as shown in Figure
1). The test form is 45mm x 76mm in size and was designed for the frequency of 13.56MHz.

&\\

S

Fig. 2. Antenna design (13.56MHz, 45mm x 76mm) for the study

2.2 Experimental materials

This section describes the experimental procedures for the study. It consists of the screen
printing plate materials (see Table 1), substrates (see Table 2) and press setting (see Table 3)
for the experiment.

Materials Description
Fabric Material PET
Mesh Counts 300 meshes /inch
Mesh Angle 45 degree
Screen Tension 25 N/cm
Thickness of Sensitized Emulsion 25pm

Table 1. Screen plate-making material used for the experiment

Substrates Manufacturer Specification
NAN YA Plastic . .
PET (Polyethylene Terephthalate) Corporation Thickness: 200pm
. . NAN YA Plastic .
PVC (Polyvinyl Chloride) Corporation Thickness: 300pm
Wet Strength Paper HO Zone Paper Inc. gsm: 80
Silver-based (Ag) Ink, Flint Conductive Ink for Screen Printing

Table 2. Substrates and ink used in the study
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Item

Description

Press (semi-automatic)

Liang-Chen Mechanical Company

Screen Printer

Mini-Angel Company in Taipei

Press Operator

Mr. Lou

Relative Humidity 46~50%
Temperature 25°C
Blade hardness 70 degree
Squeegee Angle 75 degree
Squeegee Speed 30 m/min

Table 3. Screen printing press setting for the study

After receiving the test form, the participating screen printer was asked to print the test
form based on their in-house standard operating procedures and conditions. During the
press runs, the research team was present all the time to monitor the whole operation
process to make sure that the press run was well-controlled.

2.3 Experimental procedure
Two print tests were run with the first operation serving as a pilot test to familiarize the
press operator with printing the test form, while the second operation served as the actual
printing experiment where printed RFID tag antennas were sampled. After the first press
run, the press was shut down and cleaned, the run counter was set to zero, and the desired
materials and conditions were made ready for the next run.

METWORK AMALYZER

_.-"'- q“""\_“
o= _=
=
ooo =
= nnnDOn =
= ooo oo
o ooo =]
O O o oo
- g9 0 0o o0
-I Q o '-F"

CABLE

Fig. 3. The diagram of antenna impedance measurement
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One hundred printed tags were collected for each press run after the press was determined
to be at equilibrium and the desired solid ink density of .27 and ink film thickness of 10
microns (pm) (according to the practical experience of the participating screen printer of the
study) were achieved. Consequently, a total of 300 printed tags were gathered for the three
runs; and then, 50 printed tags were systematically sampled for each of the three substrates
for a total sample size of 150 (3*50). Finally, an X-Rite® 530 reflective spectrodensitometer
using Murray-Davies equation (n=1) was applied to measure solid ink density (SID) of the
printed tags for this study. It is important to note that each specific measured area on the
sampled tag was read five times to reduce the measuring error. Thus, the final data entered
onto computer for the analysis was a mean of five readings from the X-Rite® 530. The ink
film thickness of the printed antennas was measured by a high-accuracy digimatic indicator.
The impedance of the printed tag antennas was read using a HP 8714ET RF Network
Analyzer (T/R) (300 kHz to 3 GHz) (see Figure 3. below). The target frequency to be
achieved was 13.56 MHz. Finally SPSS 14 and Minitab 14 statistical software packages were
used for data analyses.

3. Results and findings

This section describes the overall results and findings obtained through data analyses. The
first sub-section exhibits the descriptive statistics for all the measurements. The second sub-
section shows the analyses of variance to test the hypotheses whether there was a significant
difference in solid ink density, ink film thickness, and impedance of the antennas among the
three substrates of the study. The last sub-section analyzes the process consistency and
capability for printing RFID antennas on PET, PVC, and Wet Strength paper, respectively.

3.1 Descriptive statistics

Solid ink density (SID) refers to the light-stopping power of color on substrates, measured
through the complementary-colored filter. In conventional printing workflows, the setup of
solid ink density is a vital factor to achieve an optimum print. Once the right amount
of solid ink density is determined, the RIP software automatically optimize the steps for
the target linearization, that is, enables a printer to deliver ink on a particular media
optimally so that an image’s tones can be correctly reproduced. Different linearization
settings and profile combinations will affect the final prints. Solid ink density measurement
provides an effective means of monitoring and controlling ink film thickness (Tritton, 1997,
pp-95-96).

Ink film thickness (IFT) is the most significant of the process variables and the one most
easily adjusted during printing: it can be seen affect many print attributes such as tone
transfer and print density (Tritton, 1997, pp.141-142).

Impedance is a measure of opposition to a sinusoidal alternating electric current. The
concept of electrical impedance generalizes Ohm's law to AC circuit analysis. Unlike
electrical resistance, the impedance of an electric circuit can be a complex number, but the
same unit, the ohm, is used for both quantities. (Wikipedia, Wikipedia. Retrieved February
26, 2007, from http://en.wikipedia.org/wiki/Electrical_impedance#Definition_of
electrical _ impedance)

Table 4 shows the SID, IFT, and impedance basic statistics (mean, standard deviation,
minimum, maximum, and 95% Confidence Interval of the mean) of the PET, PVC, and Wet
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Strength paper. The overall average SID value of the PET was .266 with a standard deviation
of .006, .280 for PVC with a standard deviation of .005, and .266 for Wet Strength paper with
a standard deviation of .005. The average IFT value of PET was 8.860pm with a standard
deviation of .783, 11.300 for PVC with a standard deviation of .741, and 8.670 for Wet
Strength paper with a standard deviation of .688. As for the antenna impedance, the average
number was 27.690 ohm with a standard deviation of 1.687 for PET, the average was 26.135
with a standard deviation of 1.142 for PVC, and the average was 27.428 with a standard
deviation of 1.183 for Wet Strength paper. It is important to note that the 95% confidence
intervals (95% C.I.) of the means of SID, IFT, and impedance for the three substrates are
listed in the very right-hand side column of Table 4. However, Table 4 could be used for the
specifications for screen printers to print RFID tag antennas using Ag ink.

ii’;‘;ﬁz‘: N | Mean SDf"]' Min. Max. | 95% C.L of Mean

PET_SID 50 0.266 | 0.006 0255 |  0.280 (0.264, 0.267)
PVC_SID 50 0.280 | 0.005 0270 | 0.290 (0.279, 0.282)
wet_SID 50 0.266 | 0.005 0260 | 0275 (0.264, 0.267)
PET_IFT 50 8.860 | 0.783 7250 | 10.500 (8.638, 9.082)
PVC_IFT 50 | 11300 | 0741 | 10.000 | 13.000 (11.090, 11.510)
wet_IFT 50 8.670 | 0.688 7500 | 10.250 (8.475, 8.866)
PET_IMPED 50 | 27.690 | 1.687 | 24.858 | 31.034 (27.211, 28.170)
PVC_ IMPED 50 | 26135 | 1142 | 25719 | 30.960 (25.810, 26.460)
wet_ IMPED 50 | 27428 | 1813 | 25051 | 31.034 (26.913, 27.944)

Table 4. Descriptive statistics of solid ink density, ink film thickness, and antenna
impedance on the different substrates

3.2 Hypothesis testing

In this section, One-way ANOVA and Box-plot statistical procedures were employed to
determine whether the differences in solid ink density (SID), ink film thickness (IFT), and
impedance readings of the RFID tag antennas printed using screen printing with Ag ink on
the PET, PVC, and wet strength paper were significant. The hypothesis being tested was
whether the reading difference among the substrates was equal to zero. The significant level
(o) was set at .05 for all tests. The results for the SID, IFT and impedance are exhibited in
Table 5, Table 6, and Table 7, respectively.

Hypothesis testing on the SID difference for the three substrates
The hypothesis for testing the SID reading difference on the three different tag antennas is:

Ho: Hopr sip = Hpve sip = Huyet_sip

Ha:/'lPET,SID i/’ll’VC,SID’ Orll'lPET,SID ¢/'lwe¢,SID’ Or/'lPVC,SID iﬂwel,SID
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As shown in Table 5, the significant value of p is .000 < .05 (a) and therefore the ANOVA
suggests that Ho be rejected, i.e., at least one pair of the mean SID values is significantly
different at .05 level. Examining the bottom part of Table 5 (95% Confidence Interval for
Mean) in detail, one can conclude that there existed significantly different SID readings
between the pair of PET and PVC tags and the pair of PVC and Wet Strength paper tags. In
addition, the differences in SID readings were not significant at .05 level between PET and
Wet Strength paper tags.

Source DF SS MS F P
Factor 2 0.007 0.004 120.090 0.000
Error 147 0.004 0.000

Total 149 0.011

S=0.005420 R-Sq=62.03% R-Sq(adj) = 61.52%
Individual 95% CIs For Mean Based on Pooled StDev

Level N Mean StDev - -4--------- R EEEEEEEEE R
PET_SID 50 0.26560 0.00586 (--*--)
PVC_SID 50 0.28010 0.00539 (--*--)
wet_SID 50 0.26550 0.00497 (--*--)
O hCREE Homemmeo- oo Homomme-
0.2650  0.2700  0.2750  0.2800

Pooled StDev = 0.00542

Table 5. Hypothesis testing on the SID difference among the three substrates

Likewise, the two straight lines originated from PVC_SID box in Figure 4 (the box plot of
SID readings for the three substrates) indicate the two pairs substrates with significantly
different SID reading were (PET, PVC) and (PVC, Wet). Among the three substrates, PVC
has the highest SID mean values than the other two substrates have.

Boxplot of PET_SID, PVC_SID, wet_SID
0.29+ |
0.28 ﬁ
~ |
8 0.271
0.26' ‘
0.251 . . .
PET_SID PVC_SID wet_SID

Fig. 4. Box plot of SID readings for the three substrates
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Hypothesis testing on the IFT difference for the three substrates

The hypothesis for testing the IFT reading difference on the three different tag antennas is:

Ho: Hopr et = Hove it = Huet v

Ha : ﬂI’ET,IFT * /’ll’VC,IFT’ OrﬂPET,IFT * /’Iwel,IFT’ OrﬂPVC,IFT * ﬂwet,IFl"

Source DF SS MS F P
Factor 2 215.110 107.555 197.450 0.000
Error 147 80.075 0.545

Total 149 295.185

S = 0.7381 R-Sq = 72.87% R-Sq(adj) = 72.50%

Individual 95% CIs For Mean Based on Pooled StDev

Level N Mean StDey ----4--------- R E TR R oo
PET_IFT 50 8.860 0.783 (--*-)
PVC_IFT 50 11.300 Q.741 ()
wet_IFT 50 8.670 0.688 (-*--)
R SRR oo fommmmmnon fomm-
8.80 9.60 10.40 11.20

Pooled StDev = 0.738

Table 6. Hypothesis testing on the IFT difference among the three substrates

Boxplot of PET_IFT, PVC_IFT, wet_IFT

o o Ne

PET_IFT PVC_IFT wet_IFT

Fig. 5. Box plot of IFT readings for the three substrates

As shown in Table 6, the significant value of p is .000 < .05 (a) and therefore the ANOVA
suggests that Ho be rejected. That means that at least one pair of the average IFT values is
significantly different at .05 level. If we examine the bottom part of Table 6 (95% C. I. for



160 Current Trends and Challenges in RFID

Mean), we can conclude that there were significantly different IFT readings between the pair
of PET and PVC tags and the pair of PVC and Wet Strength paper tags. Moreover, the
differences in IFT readings were not significant at .05 level between PET and Wet Strength
paper tags.

The same conclusions could be drawn if we examine Figure 5 in detail: the two straight lines
originated from PVC_IFT box in Figure 5 (the box plot of IFT readings for the three
substrates) indicate that the IFT readings of PET and PVC were significantly different at
.05]level, and those of PVC and Wet Strength paper were also significantly different. Among
the three substrates, PVC has the highest IFT mean values than the other two substrates
have.

Hypothesis testing on the impedance (IMPED) difference for the three substrates
The hypothesis for testing the IFT reading difference on the three different tag antennas is:

Ho: HMeer_mveep = Heve iveep = Huvet_vpep

Ha ﬂPET,IMPED * /'IPVC,IMPED’ OrﬂPET,IMPED * /’lwei,IMPED/ Or/'lPVC,IMPED # /’lwe(,IMPED

Source DF SS MS F P
Factor 2 69.33 34.66 13.98 0.000
Error 147 364.57 2.48
Total 149 433.90

S =1.575 R-5q = 15.98% R-Sq(adj) = 14.84%
Individual 95% CIs For Mean Based on Pooled St

Dev
Level N Mean StDev ---4--------- EEEEE R LR -
PET_IMPED 50 27.690 1.687 (------ Feees )
PVC_IMPED 50 26.135 1.142 (----- Foeooos )
wet_IMPED 50 27.428 1.813 (----- Feemn )

B oo Hommmaoe- oo
25.90 26.60 27.30 28.00

Pooled StDev = 1.575

Table 7. Hypothesis testing on the IFT difference among the three substrates

As shown in Table 7, the significant value of p is .000 < .05 (a) and therefore the ANOVA
suggests that Ho be rejected. That means that at least one pair of the mean IFT values is
significantly different at .05 level. Examining the bottom part of Table 7 (95% C. L. for Mean)
more closely, we can conclude that there were significantly different impedance readings
between the pair of PET and PVC tags and the pair of PVC and Wet Strength paper tags. In
addition, the differences in impedance readings were not significant at .05 level between
PET and Wet Strength paper tags.

The same conclusions could be drawn if we examine Figure 6: the two straight lines
originated from PVC_IMPED box in Figure 6 (the box plot of IFT readings for the three
substrates) indicate that the impedance readings of PET and PVC were significantly
different at .05level, and those of PVC and Wet Strength paper were also significantly
different at .05 level. Among the three substrates, PVC has the lowest impedance mean
values than the other two have. It is important to note that the box plot of PVC_IMPED in
Figure 6 shows that the impedance variation (the height of the box in the middle of the
PVC_IMPED) of PVC was extremely small compared with that of the other two substrates.
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3.3 Capability study

The section is to discuss the process consistency and capability of the observed attributes for
the three types of substrates. The tools used to analyze the consistency for each variable are
Individual Control Chart (I Chart), Moving Range Charts (MR Chart), and Capability
Analysis.

Interpretation of the relative PCR (Cp or Pp)

In capability analysis, overall capability depicts how the process is actually performing
relative to the specification limits. Potential capability depicts how the process could
perform relative to the specification limits, if shifts and drifts could be eliminated. The
difference between the two represents the opportunity for improvement. Without both
overall and potential estimates, it is hard to identify the size of the opportunity. Process
capability is a measure of how capable a process is of meeting specifications. A Cp index
(PCR) of 1 means that a process is exactly capable of meeting specifications, while less than 1
means that it is outside specification limits. Ideally, one would like to see a Cp much larger
than 1, because the larger the index, the more capable the process. Some practitioners
consider 1.33 to be a minimum acceptable value for this statistic, and few believe that a
value less than 1 is acceptable (Ryan & Joiner, 1994).

Determination of the lower specification limits (LSL) and upper specification limits
(USL)

Due to the lack of historical parameters of LSL and USL for the observed attributes (SID,

IFT, and impedance) for RFID tag antennas using screen printing with Ag ink on the three

substrates, a method of determining the proper LSL and USL is necessary. In this study, the

LSL and USL for each attribute are determined based on the following procedures (Hsieh,

2003; Montgomery, 1997, pp. 180-229):

1. Construct the trial I and MR control chart of each attribute for the four plates.

2. Examine every control chart; if it is in control, then use the lower control limit (LCL)
and upper control limit (UCL) as the LSL and USL. If it is in out-of-control condition
(for most cases), reconstruct the control chart after eliminating all out-of-control points
in the initial charts to obtain the revised values for mean, LCL, and UCL.

3. For each attribute, the difference between revised LCL and UCL of each plate obtained
in the previous step is computed and named 60ievised, i.€., UCLrevised - LCLrevised =
601evised- Then 30revised Of each plate is computed for the purpose of obtaining the
“average 30revised” Of the four plates, 35 revisea Namely, i.e.,

3Srevised = (Sorevised/[’ET"' 30'revisecl/PVC + 30revised/wet) / 3.

4. For each attribute, the final LSL and USL are obtained by subtracting from and adding
to the 3S;evised, the revised mean of each plate, i.e.,

LSLfinal = Meanrevised - 3Srevised
USLﬂnal = Meanrevised + Sérevised

5. The LSLgina1 and USLgina were then used to assess the relative Process Capability Ration
(PCR) for the revised individual measurement control chart (I-Chart) of each attribute
for the three substrates.

The revised control limits (UCLsevisea and LCLyevised) for the three attributes (SID, IFT,

IMPED) of the three substrates are displayed in Table 8. Table 9 shows the 3S,evisea Of the

attributes computed from Table 8 by taking the average Orevisea Of the three substrates. The

LSLfinat and USLgina of the attributes for the three substrates are then computed and

exhibited in Table 10.
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PET PVC Wet Strength Paper
LCLrevised | UCLrevised | LCLrevised | UCLrevised | LCLrevised | UCLrevised
SID 0.249 0.282 0.266 0.294 0.253 0.278
IFT 6.960 10.760 9.455 13.145 6.811 10.529
IMPED 23.080 32.300 25.624 26.080 22.100 32.760

Table 8. The revised control limits of the attributes for the substrates

3 Srevised

(30revised7PET751D +30revised7PVC781D +30revised7wet781D) / 3
= (0.017 +0.014 +0.013) / 3
=0.015

SID

(30revised PET_IFT +30revised PVC_IFT +30revised wet 1FT) / 3
= (1.900 + 1.845 +1.859) / 3
=1.868

IFT

(30revised_PET_IMPED +30revised PVC_IMPED *+30revised wet IMPED) / 3
= (4.610 + 0.228 + 5330) / 3

=3.389

IMPED

Table 9. The 3S,evised Of the attributes computed from Table 8

PET PVC Wet Strength Paper
LSLfinal USLfinal LSLfinal USLfinal LSLfinal USLfinal
SID 0.251 0.281 0.265 0.295 0.251 0.281
IFT 6.992 10.728 9.432 13.168 6.802 10.538
IMPED 24.301 31.079 22.463 29.241 24.041 30.819

Table 10. The LSLinar and USLgna of the attributes for the substrates
Capability analysis for solid ink density (SID)

The capability analyses of solid ink density for the substrates are exhibited in Figure 7,
Figure 8, and Figure 9. As shown in those figures, PVC has the highest relative PCR value
(Cp =1.04), followed by the Wet Strength paper (Cp = 1.02), and PET (Cp = .95). Therefore,
this study concludes that the PVC and Wet Strength paper are barely acceptable substrates
for printing consistent ink density because their relative PCR are only slightly higher than
1.00. Figure 7 also implies that PET is not an acceptable substrate for printing consistent SID
for RFID tags due to the low Cp value (Cp = .95).
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Boxplot of PET_IMPED, PVC_IMPED, wet_IMPED
314 %
30 %
29+
©
§ 28
27
26+ =
25
T T T
PET_IMPED PVC_IMPED wet_IMPED
Fig. 6. Box plot of impedance readings for the three substrates
Process Capability of PET_SID
LSL USL
Process Data — Within
LSL 0.25100 — — Overall
Target *
uUSsL 0.28100 Potential (Within) Capability
Sample Mean  0.26560 Cp 095
Sample N 50 CPL 0.93
StDev (Within)  0.00525 CPU  0.98
StDev(Overall) 0.00589 Cpk  0.93
CCpk 0.95
Overall Capability
/:J N Pp 085
X PPL  0.83
PPU  0.87
Ppk  0.83
y \ Cpm *
=~
=1 —— T T T ==
0.252 0.258 0.264 0.270 0.276
Observed Performance Exp. Within Performance Exp. Overall Performance
PPM < ILSL  0.00 PPM < ISL  2702.74 PPM < ISL  6582.74
PPM > USL 0.00 PPM > USL 1671.78 PPM > USL  4459.92
PPM Total  0.00 PPM Total  4374.52 PPM Total  11042.67

Fig. 7.
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Process Capability of PVC_SID
LSL USL
Process Data |— Within
LSL 0.26500 — — Overall
Target * - — —
usL 0.29500 Potential (Within) Capability
Sample Mean  0.28010 Cp 104
Sample N 50 CPL 105
StDev(Within) ~ 0.00479 EPE fgj
StDev (Overall) 0.00542 P :
( ) Y CCpk 1.04
[ N Overall Capability
Pp 0.92
PPL  0.93
PPU 0.92
y \ Ppk 0.95
Y Cpm
~
| — ——
T T T T T T T T T T T
0.265 0.270 0.275 0.280 0.285 0.290 0.295
Observed Performance Exp. Within Performance Exp. Overall Performance
PPM < LSL  0.00 PPM < LSL 811.63 PPM < LSL 2665.66
PPM > USL 0.00 PPM > USL 935.60 PPM > USL  2985.25
PPM Total 0.00 PPM Total 1747.23 PPM Total 5650.91
Fig. 8.
Process Capability of wet_SID
LSL USL
Process Data —— Within
LSL 0.25100 ] — — Overall
Target * ] - — —
usL 0.28100 Potential (Within) Capability
Sample Mean  0.26550 Cp 102
Sample N 50 - CPL 0.9
StDev(Within)  0.00490 CPU  1.06
StDev(Overall) 0.00500 Cpk 099
CCpk  1.02
Overall Capabili
Sy pability
\\ Pp 1.00
PPL 0.97
PPU  1.03
Ppk  0.97
Cpm *
I o e B ELAE B s pe o p e |
0.252 0.256 0.260 0.264 0.268 0.272 0.276 0.280
Observed Performance Exp. Within Performance Exp. Overall Performance
PPM < LSL 0.00 PPM < ISL  1531.38 PPM < LSL 1865.35
PPM > USL 0.00 PPM > USL 773.82 PPM > USL 967.33
PPM Total 0.00 PPM Total 2305.20 PPM Total 2832.69
Fig. 9.

Capability analysis for ink film thickness (IFT)

The capability analyses of ink film thickness for the substrates are shown in Figure 10,
Figure 11, and Figure 12. As shown in those figures, PET has the largest relative PCR (Cp =
1.10), followed by the PVC (Cp = 1.01), and wet strength paper (Cp = .98). Therefore, this
study concludes that the PET was the most acceptable substrate for printing consistent ink
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film thickness among the three substrates in terms of relative PCR. Due to the small Cp
value (.98) of Wet Strength paper, the study concludes that Wet Strength paper might not be
an acceptable substrate for printing consistent ink film thickness. However, the Cp value of
PET (1.10) is smaller than 1.33; that means that PET is only acceptable, but not necessary
satisfied, as the substrate for printing consistent ink film thickness.

Process Capability of PET_IFT

LSL USL
Process Data — Within
LSsL 6.99200 — — Overall
Target * = — =
usL 10.72800 Potential (Within) Capability
Sample Mean 8.86000 Cp 1.10
Sample N 50 CPL 1.10
StDev (Within) 0.56689 CPU 1.10
StDev(Overall)  0.78672 Cpk 110
CCpk 1.10
Overall Capability
/ \ PP 0.79
/ PPL 0.79
\ PPU  0.79
/ \ Ppk 079
Va Cpm *
N
T T T T T T T T T
7.2 8.0 8.8 9.6 10.4
Observed Performance Exp. Within Performance Exp. Overall Performance
PPM < LSL 0.00 PPM < LSL 491.78 PPM < LSL 8788.74
PPM > USL 0.00 PPM > USL 491.78 PPM > USL 8788.74
PPM Total 0.00 PPM Total 983.57 PPM Total 17577.48
Fig. 10.
Process Capability of PVC_IFT
LSL usL
Process Data —— Within
LsL 9.43200 ] — — Overall
Target * . — =
usL 13.16800 Potential (Within) Capability
Sample Mean  11.30000 Cp 101
Sample N 50 CPL 1.01
StDev (Within) 0.61646 CPU 101
StDev(Overall)  0.74438 Cpk 1.01
CCpk 1.01
Overall Capability
Pp 0.84
PPL 0.84
PPU  0.84
Ppk 0.84
Cpm *

T T T T
9.6 10.4 11.2 12.0 12.8

Observed Performance Exp. Within Performance Exp. Overall Performance
PPM < LSL  0.00 PPM < LSL  1221.94 PPM < LSL 6045.32
PPM > USL 0.00 PPM > USL 1221.94 PPM > USL  6045.32
PPM Total 0.00 PPM Total 2443.88 PPM Total 12090.65

Fig. 11.
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Process Capability of wet_IFT
LSL USL
Process Data — Within
LSL 6.80200 ] — — Overall
Target * - — —
usL 10.53800 Potential (Within) Capability
Sample Mean 8.67000 cp 0.98
Sample N 50 CPL  0.98
StDev(Within)  0.63681 CPU  0.98
StDev(Overall)  0.69131 Cpk  0.98
/ —2 CCpk_0.98
A\ Overall Capability
Pp 0.90
PPL  0.90
PPU  0.90
Ppk 0.90
Cpm *
N\
=
— —
e e A B p e e e e
7.2 7.8 8.4 9.0 9.6 10.2
Observed Performance Exp. Within Performance Exp. Overall Performance
PPM < LSL 0.00 PPM < LSL 1676.53 PPM < LSL 3445.08
PPM > USL 0.00 PPM > USL 1676.53 PPM > USL  3445.08
PPM Total 0.00 PPM Total 3353.06 PPM Total 6890.16
Fig. 12.
Capability analysis for impedance (IMPED)
Process Capability of PET_IMPED
LSL USL
Process Data —— Within
LSL 24.30100 — — Overall
Target * - — —
USsL 31.07900 Potential (Within) Capability
Sample Mean  27.69049 Cp 075
Sample N 50 CPL  0.75
StDev(Within) ~ 1.51142 CPU 075
StDev(Overall)  1.69591 Cpk 075
CCpk 0.75
Overall Capability
Pp 0.67
PPL  0.67
PPU  0.67
Ppk  0.67
7 Cpm *
L=
T T T T T T T T T T
24.0 25.6 27.2 28.8 30.4
Observed Performance Exp. Within Performance Exp. Overall Performance
PPM < LSL 0.00 PPM < LSL 12461.94 PPM < LSL  22824.72
PPM > USL 0.00 PPM > USL 12482.74 PPM > USL 22855.81
PPM Total 0.00 PPM Total 24944.68 PPM Total 45680.53

Fig. 13.
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Process Capability of PVC_IMPED
LSL USL
Process Data —— Within
LSL 22.74600 ] — — Overall
Target * = — —
uSL 29.52400 Potential (Within) Capability
Sample Mean  26.13517 Cp 096
Sample N 50 CPL  0.96
StDev(Within)  1.17907 CPU  0.96
StDev(Overall)  1.14833 Cpk  0.96
CCpk 0.96
Overall Capability
Pp 0.98
PPL 0.98
PPU  0.98
Ppk 0.98
] Cpm *
— T T T T T T T 7
22.8 24.0 25.2 26.4 27.6 28.8 30.0 31.2
Observed Performance Exp. Within Performance Exp. Overall Performance
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The capability analyses of impedance of the printed antennas for the substrates are shown in
Figure 13, Figure 14, and Figure 15. As shown in those figures, PVC has the largest relative
PCR (Cp = .96), followed by the PET (Cp = .75), and wet strength paper (Cp = .65).
Therefore, this study concludes that the PET, PVC, and wet strength paper are all
unacceptable substrates for printing RFID antennas to achieve consistent impedance
because their relative PCR are all smaller than 1.0. The worst substrate to deliver consistent
impedance of the antenna is Wet Strength paper (Cp = .65).

4. Conclusions and recommendations

Substrate is definitely a dominant variable affecting the printability of printing antenna of
RFID tags. The results of study can assist the printing industry in determining the optimal
substrates for printing RFID tags using screen printing technology with conductive ink. It is
wise to apply screen printing technology to print the antennas of RFID tags to reduce the
production time and cost. Based on the experience of the study, screen printing is an
optimum printing method, in terms of process consistency and capability, to save money
and simplify the manufacture process for RFID tags. The key issue is to choose proper
materials for the substrate.

To sum up, the specifications of antenna ink film thickness and ink density to achieve HF
(13.56 MHz) frequency were reported respectively when the RFID antennas were printed on
PET, PVC, and Wet Strength paper using screen printing. In addition, the consistency and
capability of the three processes were analyzed and compared. It is hoped that the study can
assist screen printers in determining the optimum substrates for printing RFID tag antennas.
This study evaluated the consistency and capability performance on solid ink density, ink
film thickness, and impedance of printed antennas for three commonly adopted RFID tag
substrates in Taiwan. The overall specifications of the solid ink density (SID), ink film
thickness (IFT), and antenna impedance (IMPED) for PET, PVC, and Wet Strength paper are
displayed in Table 4. These real-world specifications could be incorporated into RFID tag
production process as an evaluation mechanism to ensure the screen printers in Taiwan
meet required quality levels.

PET PVC Wet Strength Paper
Cp Pp Cp Pp Cp Pp
SID 0.95 0.85 1.04 0.92 1.02 1.00
IFT 1.10 0.79 1.01 0.84 0.98 0.90
IMPED 0.75 0.67 0.96 0.98 0.65 0.62

Note: 1 Cp denotes the potential capability; Pp denotes the overall capability
2.Underlined Cp values denote the largest Cp in the group.

Table 11. Summarized Relative PCR (Cp Value) of the attributes for the three substrates

Based the presentation of Figure 7 to 15, Table 11 summarizes the capability performance of
the substrates, in terms of relative Cp indexes, in solid density (SID), ink film thickness




Key Factors Affecting the Performance of RFID Tag Antennas 169

(IFT), and antenna impedance (IMPED). As shown in Table 11, the PVC and Wet Strength
paper appear to be barely capable of yielding consistent SID because their SID Cp values are
just over 1.00 (1.04 for PVC, 1.02 for Wet Strength paper). As to PET, its Cp value is .95
(<1.00) and that means PET is not an acceptable substrate for printing RFID tag antennas in
terms of process consistency. According to Table 11, this study concludes that the Wet
Strength paper is not a suitable substrate to print consistent IFT and impedance attributes
for RFID tags because it had smallest IFT and IMPED Cp value among the three substrates,
and its Cp values for IFT and impedance attributes are both smaller than 1.00. This study
therefore concludes that the Wet Strength paper is the least capable substrate of producing
consistent results in ink film thickness and antenna impedance. Table 11 also indicates that
the PET is the most capable substrate for printing consistent ink film thickness among the
three substrates in terms of relative PCR.

However, as shown in Table 11, none of the three substrates was capable of producing
consistent antenna impedance. Therefore the study recommends that a further research be
necessary to investigate the possible special variations in the screen printing process to print
PET, PVC, and Wet Strength paper using Ag ink, based on the low Cp values of the antenna
impedance for the three substrates.
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1. Introduction

Radiofrequency Identification (RFID) is a technology that is being rapidly developed and
that uses radiofrequency (RF) signals for the automatic identification of objects or persons.
Although the first article regarding modulated electromagnetic backscattering (basic
principle of passive RFID) was published in 1948 (Stockman, 1948) it has been a long way to
progress for reaching today levels (Rao, 1999; Finkenzeller, 2004; Pozar, 2004). Nowadays
RFID finds many applications in logistics, supply chain management, access control,
electronic toll systems, targets identification, vehicle security, animals tracking and patients’
identification in hospitals.

An RFID system is composed of a reader, a reader antenna (usually circularly polarized
patch antenna), RFID ‘tags’ or transponders and a middleware or subsystem of data
processing. A passive RFID tag consists of an antenna and an application specific integrated
circuit (ASIC) chip. IC chips have complex input impedances, and their impedances vary
with frequency. A key point for tag antenna design is that it must be conjugately matched
with the desired IC chip for the maximum power transfer (Gevi, 2004; Rao et al, 2005).

The different types of RFID systems are distinguished by two major characteristics: the
power source of the tag and the frequency of operation. With regards to the power source of
the tag, they can either be active (powered by battery), passive (powered by the reader field)
or semi-passive (battery assisted backscatter). According to the frequency of operation the
RFID systems are generally distinguished into four frequency ranges; i.e., low frequency
(LF) (125-134.2 kHz), high frequency (HF) (13.56 MHz), ultra high frequency (UHF) (433,
860-960 MHz) and microwave frequency (2.45, 5.8 GHz). In addition, the standards of the
UHEF RFID are different for each country: 866-869 MHz in Europe, 902-928 MHz in America
and 950-956 MHz in Asia. The communication frequencies used depends to a large extent on
the application. Regulations are imposed by most countries (grouped into 3 Regions: US,
Europe and Asia) to control emissions and prevent interference with other Industrial,
Scientific and Medical equipment (ISM).

The higher the frequency band the faster the speed of tag reading and also the larger the
information storage capacity. This is the reason why UHF RFID has gained popularity in
many applications and it can be expected that the same will happen in the near future with
microwave RFID.

In a typical application tags are attached to objects (or persons). Each tag has a certain
amount of internal memory (EEPROM) in the chip in which it stores information about the



172 Current Trends and Challenges in RFID

object (or person), such as its EPC (electronic product code) or unique identification (ID)
serial number and some other data depending on the application, i.e. manufacture date and
product composition, (or personal information for access control or health care matters).
A passive back-scattered RFID system operates as follows: a modulated signal with periods
of unmodulated carrier is transmitted by a reader and is received by the tag antenna. Then
the RF voltage developed on antenna terminals during unmodulated period is converted to
dc. The chip is powered up with this dc voltage and sends back the information by varying
its front end complex RF input impedance. The modulation of the back-scattered signal is
carried out by toggling the impedance between two different states, i.e., conjugate match
and some other impedance (Rao et al, 2005)
The tag antenna, together with the chip sensitivity, plays a key role in the RFID system
performance, such as the reading range (VanBladel, 2002) and compatibility with the tagged
object. In sum, the requirements for RFID tag antennas are the following (Foster & Burberry,
1999):
¢  Good impedance matching for receiving maximum signals from the reader to power up
the chip;
¢ Insensitive to the attached object to keep performance consistent;
e  Required radiation patterns (omnidirectional, directional or hemispherical);
e Small enough and low profile to be attached to or embedded into the specified object
(Rao et al, 2005);
¢  Robust in mechanical structure (since they could be bent in some applications);
e Low cost in both materials and fabrication.
Antennas do not operate independently of nearby objects. On the contrary, these objects can
ruin the radiation properties of the antenna to different extent. In RFID systems, the material
of the objects the tags are attached to should have minimum effect on tag antenna
behaviour, so that the reading performances of tags, such as readable range and reading
stability, do not change. However, the performance of a tag antenna varies when it is
mounted on different objects (Dobkin & Weigand, 2005; Clarke et al, 2006). On the one hand
if the object surface is made of a dielectric material, then the readable range is decreased due
to frequency shift of the resonance frequency. On the other hand, metallic objects which are
usually tagged in RFID applications seriously degrade the terminal impedance matching,
bandwidth, radiation efficiency and readable range of the tag antenna. This is such a critical
problem that global deployment of passive UHF RFID systems is being hindered by the
performance degradation of tag antennas placed nearby metallic objects. As it has already
said, in the vicinity of conductors, the antenna radiation parameters are modified; for
example radiation efficiency is decreased. In addition, a metallic surface typically decreases
the input impedance of the antenna (which makes that lower or not enough power can be
supplied to the IC chip, so the reading range is reduced or even the tag is not read at all) and
varies its resonance frequency. The electromagnetic wave is greatly reflected by the
conductor surface yielding a significant reduction of the RFID tag operating distance or its
total malfunctioning (Dobkin& Weigand, 2005; Clarke et al, 2006; Rao et al, 2005). These
negative effects are increased at higher frequencies and so, RFID operation in the SHF band
with tags attached to metallic objects presents an even more critical problem to be solved.
To overcome these problems and to obtain RFID tags usable with metallic objects,
researchers have proposed different approaches:
e To design novel antennas rather than dipole based antennas (with the inconvenient of
large thickness or with shorting planes). As for example patch antennas (Ukkonen et al,
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2006) that already have a metallic ground plane but they show some shortcomings as
narrow bandwidth and not negligible thickness. Another possibility that has been
already explored are tag antennas using a planar inverted-F structure (Hirkonen et al,
2004; Kwon & Lee, 2005) that can operate well on metallic objects, since they already
have large ground planes, but they have several important drawbacks such as high cost
and difficulty in manufacturing, because they require multiple shorting pins and a large
ground plane, as well as thick dielectric substrates.

e To use dipoles separated A/4 from the metallic object (for example using foam, which
leads to thick antenna designs and more complex manufacturing process)

e The adoption of ferroelectric material to insulate the tag from metal (which is rather
expensive).

e To use Perfect Magnetic Conductors (PMCs) since they have a +1 reflection coefficient
with magnitude of 1 (in the ideal lossless case) and a phase of 0°. So, they show in-phase
reflection, which seems to be a proper solution to the destructive interference problem
when the antenna is placed very close to the metallic plate. Thus, the PMC can be used
as a barrier between the antenna and the metallic plate in order to electromagnetically
insulate the antenna from the disturbing metallic plate effects. For this reason, this
approach is going to be analyzed in this chapter. In addition, other advantages such as
enhanced efficiency can be obtained as a reward for the use of PMCs. PMCs do not exist
in nature and so they have to be synthesised. For this reason they are known as
Artificial Magnetic Conductors (AMCs) and behave as PMCs over a certain frequency
band.

2. Design of AMC structures for different RFID frequency bands

An Artificial Magnetic Conductor (AMC) is dual to a Perfect Electric Conductor (PEC) from
an electromagnetic point of view. For design and analysis purposes, AMC condition is
indicated by a reflection coefficient with magnitude of 1 (in the ideal lossless case) and a
phase of 0°. The reflection phase on the AMC plane varies continuously from -180° to 180°
related to the frequency and is zero at the resonance frequency. The useful bandwidth of
AMC performance is defined in the range from +90° to -90°, since in this range, the phase
values would not cause destructive interference between direct and reflected waves
(Sievenpiper, 1999; Sievenpiper et al, 1999). The surface impedance of an AMC is very high
in its bandwidth of AMC performance, so they are also known as High Impedance Surfaces
(HIS).

A commonly used technique for AMCs implementation consists in using two-dimensional
periodic metallic lattices patterned on a conductor-backed dielectric surface, known as PEC-
baked metallo-dielectric Frequency Selective Surfaces (FSSs) and also called Electromagnetic
band-gap (EBG) surfaces, as they have one or multiple frequency band-gaps in which no
substrate mode can exist. However, in the absence of via holes, the AMC and EBG frequency
bands do not always coincide (Goussetis et al 2006). Their unique properties have been
applied to design antennas with a better gain and efficiency, lower sidelobes and backlobe
level (Mosallaei & Sarabandi, 2004; Feresidis et al, 2005; Mantash et al, 2010a, 2010b). Several
narrow band antennas, such as Microstrip patches and dipoles have been mounted on these
periodic structures in previous works (McVay et al, 2004; Liang & Yang, 2007; Zhu &
Langley, 2009). With the aim of obtaining AMC designs that can be easily integrated in low
profile antennas and microwave and millimeterwave circuits, recent research efforts focus
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on the development of planar unilayer EBGs (in contrast to the use of multilayered FSS
(Monorchio et al, 2002)) that do not need vias (Yang et al, 1999; Zhang et al, 2002; McVay et
al, 2004; Kern et al, 2005). The main drawback of using unilayer FSSs over a metallic ground
plane is the very narrow AMC operation bandwidth, due to EBGs’ inherent resonant nature.
In addition, designing compact AMCs for frequencies below 1GHz as those required in UHF
RFID applications is by itself quite challenging and specially when intended to be used for
RFID tags due to their size and thickness restrictions.

Each AMC unit-cell can be seen as implementing a distributed parallel LC network having
one or more resonant frequencies. The resonance frequency is where the high impedance
and AMC conditions occur and for a parallel LC circuit is equal to 1/ (27:@) , while in-
phase reflection bandwidth is proportional to ,/L/C .The resonance frequency and the
bandwidth of an AMC depend on the unit-cell geometry together with substrate’s relative
dielectric permittivity and thickness. So, it is necessary to increase L and reduce C in order
to obtain a wider AMC operation bandwidth. Lower frequency applications require higher
L and/or C values. L can be increased using a thicker dielectric substrate and also including
in the geometry narrow and long strips (lines). C can be reduced by reducing substrate’s
relative dielectric permittivity e, and increasing the gap between the metallization edge and
the unit-cell edge (and so the gap between adjacent unit-cells). In order to obtain both
compact size and broad AMC operation bandwidth a trade-off solution regarding &, and
substrate thickness has to be adopted.

With the aim of searching the frequency band in which the periodic structure behaves as an
AMC, its reflection coefficient for a uniform incident plane wave is simulated, using Finite
Element Method (FEM) together with the Bloch-Floquet theory, modelling a single cell of
the structure with periodic boundary conditions (PBC) on its sides, resembling the
modelling of an infinite structure (Sievenpiper et al, 1999; Yang & Rahmat-Samii, 2003). The
periodic surface is chosen as the phase reference plane. Normal plane waves are launched to
illuminate the periodic surface using a waveport positioned a half-wavelength above it. The
phase of the reflection coefficient of the AMC plane is compared to that of a PEC plane taken
as reference, in the same way as in (Sievenpiper et al, 1999).

The aim of this section is to show an AMC structure design proper to be used for European
UHF RFID frequency band tags and for 2.4GHz and 5.8GHz SHF RFID frequency band tags,
using the same geometry for the AMC unit-cells and just changing the dielectric substrate
and/or the unit-cell size. AMC structures for other UHF RFID bands can be easily obtained
just by scaling the unit-cell metallization from the European UHF unit-cell design, and/or
slightly scaling the whole unit-cell.

Unit cell size W (mm) Thickness h (mm) & BW (%) Reso. freq (GHz)
16.93 (N/20) 2.54 (N\/136) 25.0 4.63 0.864
16.93 (\/7) 1.27 (\/98) 10.2 5.24 2.480
11.52(A/5) 0.81 (\/64) 3.38 7.20 5.820

Table 1. AMC Unit-cell design parameters and resulting resonance frequencies and
bandwidths of AMC performance.

Table 1 shows the unit-cell dimensions and the dielectric substrate parameters to achieve the
indicated resonance frequencies and bandwidths of AMC performance. The three AMC
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designs use commercial dielectric substrates: Transtech MCT-25 with relative dielectric
permittivity =25 and loss tangent less than 0.001, Rogers RO3010 with &=10.2 and loss
tangent 0.0035 and RO4003C with &=3.38 and loss tangent less than 0.0027.
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Fig. 1. Simulation model and Reflection phase of the simulated AMC prototypes

The simulated reflection phase of normally incident plane wave (field strength 1 V/m) on
the AMC surface versus frequency for the designed unit cell geometry with the three
different dielectric substrates is shown in Fig. 1. The bandwidth of AMC performance
increases with the thickness of the dielectric substrate but decreases as the relative dielectric
permittivity gets higher values. The three presented designs (see Fig.1 and Table 1) show
broad bandwidth using neither via-holes nor multilayered structures, which simplifies
manufacturing process and reduces the costs.

It is remarkable that the broad AMC operation bandwidth of this specific unit cell geometry
makes possible its combination with an antenna without significantly reducing the antenna
bandwidth, which is the common drawback pointed out when dealing with AMC structures
due to their inherent narrow bandwidth.

Another major concern on AMCs operation is related to their angular stability (Simovski et al,
2005). This can be analyzed from two different points of view: the first analysis is performed
with regards to AMC operation under normal incidence condition when the polarization of
the incident field is varied. The second analysis is focused on the AMC performance under
oblique incidence. Both of them are very important because when combining the AMC with
the antenna, the angular stability of the AMC will influence the antenna radiation performance
and this will have direct impact on the angular reading range of the final RFID tag depending
on the position of the reader with respect to the tagged object. Following this, an AMC design
with as higher angular stability as possible is desirable.
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As pointed out in section 1, the negative effects of metallic objects in RFID tags are increased
at higher frequencies and so the following discussions are going to be focused on an AMC to
be used on 5.8GHz SHF RFID frequency band tags.

The reflection phase of the designed AMC surface has been simulated for different incident
field (Einc) polarization angles (¢). The unit cell design symmetry makes possible the AMC
to operate identically for any polarization of the incident field (assuming normal incidence),
as shown in Fig. 2. This also means that reflection phase of both TE and TM polarizations of
the incident wave will be identical for normal incidence.

Regarding AMC operation under oblique incidence, it can be extracted from Fig. 3 that
resonance conditions are met within an angular margin of 0j,c= £58° (due to the unit cell
design symmetry) for TE polarization. In this range the deviation of the resonance frequency
is less than 1%. For higher incident angles the resonance frequency shifts to another band. It
is also remarkable that the AMC operation bandwidth decreases from 7.20% to 3.39% as the
incident angle i, is increased from 0° to +58°. However, the 5.8GHz frequency of interest is
within the AMC operation bandwidth for all the incident angles in the 0j,c= #58° angular
margin. This means that there is almost a 120° angular margin in which the structure
performs as an AMC at 5.8GHz. For TM polarization, the angular margin reduces to Binc=
+40°, the deviation of the resonance frequency is 6.83% and the AMC operation bandwidth
is preserved. So there is a 80° angular margin in which the structure performs as an AMC at
5.8GHz for both Te and TM polarizations of the incident wave, which can be considered as a
very stable AMC structure.
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Fig. 2. Simulated Reflection phase of the AMC surface for different incident field (Einc)
polarization angles ¢=0° 15°, 30°, 45°, 60° and 90°.

It is important to point out that angular stability under oblique incidence depends not only
on the unit cell design geometry but also on the thickness of the dielectric substrate and on
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the unit cell size (periodicity) compared to the dielectric substrate thickness (Hosseini et al,
2006; Simovski et al, 2005).
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3. Antenna on AMC to be used in 5.8GHz SHF RFID tags over metallic objects

Firstly, a miniature printed CPW-fed slot antenna (Lin et al, 2005) for operating in the
5.8GHz frequency band has been designed (see Fig.4) using RO4003C, with &=3.38, loss
tangent less than 0.0027 and 0.813mm thickness, as dielectric substrate. A slot antenna has
been chosen because it will provide wider bandwidth making easier the combination with
the narrower bandwidth of AMC performance. There is no metallic layer under the antenna
dielectric substrate. This antenna has a simple structure with only one layer of dielectric
substrate and metallization.

The antenna dimensions together with simulated return losses for the antenna are shown in
Fig. 4. The simulated operating bandwidth of the antenna (range of frequencies with S11<-
10dB) is 1.48GHz (22.0%).
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Fig. 4. Return loss of the antenna; Geometry and dimensions; Manufactured prototype.

The simulated antenna gain at 5.8GHz is 5.0 dB with very small variation along the antenna
bandwidth (see Fig 5). The simulated E and H-plane radiation pattern in polar form for the
antenna at 5.8GHz are shown in Fig.5. Both the CP and the XP components are represented.
The E-plane radiation pattern is broadside and bidirectional. The H-plane radiation pattern
is almost omnidirectional.

Regarding the AMC arrangement with respect to the antenna, several ideas have been
considered. The first one is that the AMC used as antenna ground plane would
electromagnetically insulate the antenna from the metallic object, without disturbing the
antenna performance. The second is to minimize the size of the final prototype and to
facilitate manufacturing process.

Two AMC arrangements having respectively 5x5 and 5x4 AMC unit cells have been
combined with the CPW-fed slot antenna and the resulting prototypes (see Fig. 6) have been
tested in terms of return loss. In both cases the antenna is fixed to the AMC structure by a
0.1mm double sided non-conducting adhesive tape.
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Fig. 5. CPW-fed slot antenna simulated radiation pattern (normalized, in dB) CP (green) and
XP (red) components for E plane (up, left) and H plane (up, right). Three-dimensional
simulated radiation pattern (down, left). Simulated antenna gain (down, right)
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Prototypes of the antenna and the antenna on AMC have been manufactured using laser
micromachining. The return losses of each manufactured prototype have been measured. As
it can be observed in Fig.4, the measured operating bandwidth of the slot antenna is 1.5GHz
(24.0%), which is wider than the 1.48GHz (22.0%) obtained by simulation. The difference in
bandwidth and the frequency shift could be due to manufacturing tolerances.

From the measurements results shown in Fig. 6 it can be concluded that although the
antenna on 5x5 AMC shows better return loss results than the antenna on 5x4 AMC at some
frequencies, both prototypes have the same operating bandwidth and the return loss of the
antenna on 5x5 AMC is also proper. So the increase of the prototype size due to the use of
5x5 unit cells is not profitable from the performance point of view. Taking this into account,
the 5x4 AMC has been selected to be combined with the CPW-fed slot antenna.

The selected AMC arrangement in terms of a trade-off between performance and size is the
one shown in Fig.7. The dimensions of the final structure, antenna on AMC (Fig. 7)), are
Lp=57.60mm and Wp=46.08mm. The thickness is 1.626mm in the part corresponding to the
antenna on the AMC and 0.813mm in the part corresponding only to AMC unit-cells.
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Fig. 6. Manufactured prototypes of the antenna on 5x5 cells AMC, the antenna on 5x4 cells
and the antenna (up). Return loss of the Antenna, the antenna on 5x5 cells AMC and the
antenna on 5x4 cells (down).

As it could be expected, when placed on a metallic plate the antenna resonance frequency
has been shifted out of the SHF RFID band leading to its total malfunctioning (see Fig.4.).
However, from Fig.7, it can be extracted that the antenna on AMC combination keeps the
antenna operating properly in the whole antenna bandwidth, even when placed on a
metallic plate, as the AMC electromagnetically insulates the antenna from the metallic plate.
The measured input return loss for the antenna on AMC prototype shows two resonances:
the first one is due to the joint operation of the antenna and the AMC, since the AMC
operation bandwidth starts at 5.625GHz (See Fig.1). Whereas the second resonance is due to
an antenna resonance out of the AMC operation bandwidth, since there is an additional
RO4003C metal-backed layer below the original antenna.

According to the measurements, metallic plates do not affect the resonance frequency of the
antenna on AMC. In addition, the metallic plates do not degrade the bandwidth of the
antenna on AMC.
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Fig. 7. Measured input return loss for the antenna and the antenna on AMC on a metallic
plate; manufactured prototype.

The radiation pattern of the manufactured prototypes has been measured in anechoic
chamber (see Fig. 8). The prototypes are placed in the XY plane. The measured antenna
radiation pattern is in very good agreement with the simulated one, as can be concluded by
comparing Fig 5 and Fig 10.

As can be observed in Fig 9, when the antenna is placed on the AMC, the maximum of the
radiation pattern is displaced (the direction of maximum radiation changes). However when
the antenna on AMC prototype is fixed over a metallic plate, this maximum is preserved
with respect to the antenna on AMC prototype. As could be expected, the back radiation of
the antenna on AMC is reduced with respect to the antenna prototype due to the in phase
reflection properties of the AMC. So despite the small AMC structure, the antenna on AMC
has a relatively low back radiation. Radiation pattern properties of the Antenna on AMC for
RFID application are still preserved even when placed on a metallic plate.

Prototype Gain (dB) Pattern(jngt1V1ty Efficiency (%)
Antenna 42 6.3 59.8
Antenna on AMC 22 7.0 32.0
Antenna OI'l AMC over 38 10.0 97
metallic plate

Table 2. Measured gain, directivity and radiation efficiency of the manufactured
prototypes.
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Fig. 8. Measurement set-up in anechoic chamber. Antenna measurement (left) and antenna
on AMC over metallic plate measurement (right).

Y

-30

Fig. 9. Three-dimensional representation of the normalized measured radiation pattern for
the three manufactured prototypes: antenna (left), antenna on AMC (center) and antenna on
AMC over metallic plate (right)

In addition, the gain of the antenna on AMC fixed over a metallic plate almost preserves
with respect to the gain of the antenna alone as it is shown in table 2, which represents a
significant achievement.

In general, when placing an antenna on an AMC radiation properties such as gain and
radiation efficiency are enhanced with respect to the antenna alone. This is due to the fact of
using the AMC as a ground plane for the antenna substituting a conventional metallic
ground plane i.e. antenna topologies that already have a metallic ground plane under the
antenna metallization, such as microstrip patch antennas. As pointed out in section 1, these
antennas can perform well with metallic objects but have narrow bandwidth and not
negligible thickness. Other approaches combining antennas without metallic layer under the
dielectric substrate (such as CPW-fed antennas) with AMCs for gain enhancement purposes,
separate the antenna from the AMC by using an additional layer of foam. This also increases
the antenna thickness which is not convenient in RFID applications. However, the slot
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Fig. 10. Measured radiation pattern (normalized, in dB) of antenna, antenna on AMC and
antenna on AMC over metallic plate. Planes ¢ = 90° (YZ-plane) and ¢ = 0° (XZ-plane).

antenna presented here has no metallic layer under the dielectric substrate and so when
placing the AMC directly under the antenna to electromagnetically insulate the antenna
from the metallic object, the antenna performance is slightly disturbed to some extent in
terms of gain and radiation efficiency (see table II), whereas the obtained prototype exhibit
proper operation over metallic objects and the gain is almost preserved compared to the
antenna operating alone. All these properties are suitable for RFID application.

Another possibility tested to try to obtain enhanced efficiency (or at least preserved it) is to
remove the AMC’s unit cells below the antenna but this significantly reduces the antenna
bandwidth as can be seen in Fig. 11 and the resonance at 5.8GHz disappears. For this reason
the use of this arrangement has been declined. The only resonance that appears is at
6.45GHz and it is due to antenna having and additional dielectric substrate layer and a
metallic ground plane bellow this dielectric substrate layer.

Also the antenna could be centred on the AMC arrangement which might preserve and/or
enhance the radiation properties of the antenna, but this would require changing the
antenna feeding increasing the complexity of the prototype and also its cost. The aim of this
chapter it is to show that it is possible to obtain a compact, low profile and low cost antenna
on AMC combination proper to be used over metallic objects.

4. Conclusion

A novel CPW-fed-slot antenna on AMC combination prototype suitable to be used in 5.8
GHz RFID tags on metallic objects has been presented. It has been shown that metallic plates
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Fig. 11. Measured input return loss for the antenna and the antenna on AMC when the unit
cells under the antenna are removed.

do not affect the resonance frequency of the antenna on AMC. In addition, the metallic
plates do not degrade the bandwidth of the antenna on AMC.

As a reward for the AMC addition, the manufactured prototype, using a thin and low
dielectric permittivity commercial substrate, exhibits proper operation both alone and when
placed on a metallic plate.

The presented CPW-fed-slot antenna on AMC combination meets most of the RFID tag
antennas requirements pointed out in section 1. Further research is being carried out to
obtain a prototype in a bendable dielectric substrate.

By using the other presented AMC designs for UHF and 2.4GHz SHF with antennas
operating at those frequency bands, problems related to RFID tags operation with metallic
objects can be overcome.
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1. Introduction

The need of a traceability system implemented at item level is becoming more and more
essential in many business processes and, among the different potential enabling
technologies, passive Radio Frequency Identification (RFID) (Finkenzeller, 2003) is
undeniably the most adequate candidate. Indeed, its simplicity of use as well as its very
attractive cost-benefit ratio, give a strong appeal to RFID.

Among the many application sectors, the pharmaceutical supply chain, with millions of
medicines moving around the world and needing to be traced at item level, represents a
very interesting test-case. Furthermore, the growing counterfeiting problem raises a
significant threat within the supply chain system. Moreover, several international
institutions (e.g. Food and Drug Administration, European Medicines Agency, European
Federation of Pharmaceutical Industries and Associations) are encouraging the use of
innovative solutions in healthcare and pharmaceutics, to improve patient safety and
enhance the efficiency of the pharmaceutical supply chain.

In order to select the most adequate hardware solution, though, several aspects must be
compulsory taken into account, including the working frequency, the near or far field
empowering methods, but also the differences among the various RFID-based checkpoints
of a generic supply chain (De Blasi et al., 2009; Uysal et al., 2008).

The choice between the two main RFID solutions, High Frequency (HF) or Ultra High
Frequency (UHF), can be aided by several recent works, which highlight how passive UHF
RFID systems provide better performance than passive HF ones, see for example (Uysal et
al., 2008). Hence, UHF seems to be the most promising technology for item-level traceability
on the whole supply chain. The success of UHF can be mainly attributed to the assertion of
the EPCglobal (Thiesse et al., 2009) international standard. Furthermore, UHF has several
advantages over HF and LF technologies: the capability to enable multiple simultaneous
readings of tags, the capacity to offer very high read rates, in addition to the much longer
reading distance.

Unfortunately, performance of UHF systems depends on several parameters (Bertocco et al.,
2009), which are strongly related to environment, design and setup choices. For example, it
is well known that a supply chain is composed of several steps that have different
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characteristics in terms of traceability procedures (e.g., distance between reader antenna and
tag antenna, speed of moving objects, quantity of tags to be read, etc.). In such scenarios, the
choice of an RFID tag solution, able to guarantee high performance in each step of the
supply chain and in any operating condition, is certainly a hard challenge.

Some approaches proposed in literature, are based on the use of general-purpose Far Field
(FF) UHF tags (Rao et al., 2005; Catarinucci et al., 2010) applied on the secondary package of
the product. Several studies, in fact, have shown that the use of FF UHF tags guarantees
better performance than Near Field (NF) ones in every step of the supply chain. Indeed, as
most of FF UHF tags are provided with an inner loop that short-circuits the tag chip
technology (hybrid tags), they exhibit good performance even in near field conditions. In
fact, this strategy allows an efficient coupling with the magnetic field generated by NF
reader antennas (Catarinucci et al., 2010).

In addition to the RFID checkpoints peculiarities, another important aspect is the effect on
the tag performance of the platform where the tag is attached. Unfortunately, commercial FF
UHF tags still suffer of many drawbacks (Nikitin & Rao, 2006). First of all, they suffer of
performance degradation in presence of electromagnetically hostile materials, such as
metals and liquids (Catarinucci et al., 2010; De Blasi et al., 2010). Another issue regards the
strong dependence of the system performance on the mutual position between reader
antenna and tag antenna, which may vary randomly for each item. Consequently, from the
electromagnetic (EM) point of view, very strict requirements must be satisfied by the tag
antenna.

The sum of the requirements to be met by a single tag, functioning properly in every step of
the supply chain, will be extended in the next sections.

Consequently, the first part of this chapter describes the main features of the pharmaceutical
scenario, mainly focusing on item-level tracing systems, RFID devices performance, related
works and experimental measurement campaigns of commercial UHF RFID tags.

Taking into account the analysis of such aspects, the main causes of performance
degradation are individuated and a guideline for the design of a new kind of RFID tag,
working properly in each step of the pharmaceutical supply chain and regardless of the
kind of traced product, has been drawn in the second part of this chapter. Moreover, a new
enhanced tag has been realized by following the guideline, tested, and finally results have
been discussed.

2. Related works

The current vision of the RFID market shows, in addition to UHF FF tags already widely
used, also the presence of UHF NF tags. These last are based on inductive rather then
radiative coupling and usually are energized by specific NF reader antennas, appositely
designed to minimize the radiated field. The tag antenna is usually a simple loop, whose
diameter is calculated in order to guarantee the resonance at the desired frequency —a few
centimeters in the UHF band —, but also more complicated shapes do exist. The short range
of both NF reader antennas and small loop antennas restrict the NF tags reading range to
only a few centimeters. Nevertheless, the smaller size of NF tags and the higher tolerance to
the scenario —inductive field penetrates through liquids and dielectrics — make them useful
in some applications where the size is crucial and marked items are electromagnetically
complex.

It is important for the scientific community to understand the capabilities and limitations of
the emerging passive UHF technology, and just as importantly, to understand where
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researchers may contribute to face problems and challenges that currently are limiting a
large-scale deployment of this technology. Main barriers are: (i) hardware technology
current weaknesses (Catarinucci et al.,, 2010) (e.g. data reliability, read rate in critical
conditions, lack of unified standard for interoperability), (ii) software weakness (Barchetti et
al.,, 2010) (e.g. scalability, single-point of failure, integration with information systems), (iii)
relatively high costs of tags, software customization and systems integration, (iv) security
issues (Staake et al., 2005, Mirowski et al., 2009), (v) lack of scientific literature on the
evaluation of potential effects of RFID exposure on molecular structure and potency of
drugs (Acierno et al., 2010).

There is a rich literature about developing and evaluating UHF RFID solutions.

(Aroor & Deavours, 2007), for instance, evaluates performance of several commercial
passive UHF tags under critical operating conditions (e.g. presence of liquids and/or
metals) by using an experimental approach. In order to simplify both measurements and
result analyses, an end-user metric has been chosen. In particular, performance of tags is
measured in terms of maximum reading distance in a given environment. The tests have
demonstrated that no commercial FF UHF tag can be properly read when it is directly
applied to metal. Further results have shown that the water presence degrades the tag
performance significantly. The tests have also demonstrated that larger tags guarantee better
performance. In the same work, a series of experiments has also been carried out by using
some NF UHF tags. The results have clearly demonstrated that NF UHF tags do not solve
the problem associated with the presence of neither the metal nor the water. On the
contrary, it has been highlight that the presence of metal or water has even much more
drawbacks in NF rather than FF UHF tags.

(Bertocco et al, 2010) experimentally investigates the relationships between the EM field
levels at the tag antenna and the overall performance of a UHF RFID system. The results
have underlined the importance of preliminary measurements in the setup of the system, in
the evaluation of the maximum distances between tags and reader antenna, and in the
estimation of a correction factor to be used in theoretical analyses.

(Ramakrishnan & Deavours, 2006) describes a benchmark suite useful to give good
indications about how well UHF solutions work in real world scenarios. These benchmarks
are able to compare the reading performance of different tags in terms of distance, quality,
and real rates in various situations.

(Fuschini et al., 2010) is another work that aims at investigating the main benefits and
performance of NF UHF tags in item-level tagging systems. This study exploits an
electromagnetic analysis based on both theoretical evaluations and measurements carried
out on real UHF RFID devices. Four different commercial tags (i.e. Alien Squiggle, Texas
Instruments, Impinj Button, and Impinj Satellite) have been tested mainly in terms of the
system Path Gain, defined as the ratio between the power absorbed by the tag and the
available power at the reader. The results have demonstrated no particular electromagnetic
benefits in performance in favour to NF UHF tags.

(Tae-Wan Koo, et al., 2010) is a very interesting work focused on the need to improve the
performance when an UHF tag is applied on a metallic object.

(Bertocco et al., 2009) highlights the importance to evaluate the performance of UHF RFID
systems in real-world conditions by using suitable test bed to perform the experiments. In
particular, the system efficiency is considered. This work asserts that there are many
parameters that should be known and tuned to maximize the efficiency even in critical
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conditions. Some measurements have demonstrated that the deployment of multiple
antennas might be totally useless. On the contrary, better results can be obtained using
reflecting surfaces, or deploying reading-paths, avoiding reading-gates.

(De Blasi et al.,, 2010) is focused on the use of passive UHF tags, in order to analyze a
performance comparison between near field and far field UHF RFID systems in every of the
pharmaceutical supply chain. Some different commercial passive UHF tags (i.e. Impinj Thin
Propeller, Impinj Paper Clip, and RSI Cube2) have been tested in an item-level system,
simulating each step of the pharmaceutical supply chain in a controlled test environment.
Results allow to analyze the advantages and disadvantages of using NF and FF UHF tags
for item-level tracing in each step of the pharmaceutical supply chain. Experimental results
show that the use of passive FF UHF tags represent a well suitable solution to guarantee
both high performance and item level tagging in the whole supply chain. This work
highlights also that the pharmaceutical supply chain is characterized by very critical
operating conditions where tag improvements are strongly needed in order to guarantee
acceptable performance.

3. Test environment to emulate a pharmaceutical supply chain

3.1 Reference scenario

The pharmaceutical supply chain, shown in Fig. 1, is a complex scenario with millions of
pharmaceutical products moving around the world each year. Three are the most significant
actors of such a supply chain: (i) the manufacturer who produces the package of
pharmaceuticals, (ii) the wholesaler who buys and resells big quantities of medicinal
products, and (iii) the retailer, which in general is a pharmacy or hospital.

sssms

Manufacturer Wholesaler Pharmacy Retailer
Fig. 1. An abstract vision of the pharmaceutical supply chain.

The item-level traceability of drugs starts just after the packages are filled during the
manufacturing process. In this step, each tagged product is individually scanned on the
conveyor belt and then cased to be sent to the wholesalers. The wholesalers separate the
products according to their identifiers and place them onto the shelves. Wholesalers receive
orders from retailers. Such orders often refer to small quantities of many products; they may
contain a large number of items. The products in the orders of the retailers are picked and
put into some large envelope bags that are scanned and confirmed before their distribution.
Upon receipt, the pharmacy retailer scans the contents of each bag without opening it.

In order to select the most adequate RFID hardware solution, though, several aspects must
be compulsory taken into account, including the working frequency, the near or far field
empowering methods, but also the differences among the various RFID-based checkpoints
of a generic supply chain.

In fact, depending on the considered step of the supply chain, at least three different RFID
checkpoints are commonly used. They differ each other in terms of interrogation distance,
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number of items to be read, reader antenna typology and scanning speed. It is worth
pointing out that the tag marking an item must work properly in all checkpoints.

More specifically, one of the possible checkpoints is given by the so-called items line, where
the tagged product must be singularly scanned by using NF reader antennas. Whatever tag
is used for the item-level traceability, it should guarantee good performance even in near
field conditions.

A second kind of checkpoint is given by the so-called cases line, where a case containing a
number of homogeneous items packed together, passes through a NF tunnel in order to
read all the items in one shot. Consequently, the RFID tags used to assure reliable item-level
tracing systems should work correctly even at medium distance from the interrogator
antennas. Moreover, the problem of the multiple readings of tags and of the tag overlapping
should be considered.

A third kind of checkpoint is given by the so-called border gate. When a pharmacy retailer is
restocked it becomes necessary to simultaneously read all the different tagged items
contained in a box or in a plastic bag. The border gate, equipped with FF reader antennas, is
designed for such a purpose.

Besides the RFID checkpoints peculiarities, another important aspect is the effect on the tag
performance of the platform where the tag is attached. UHF tags, more than HF ones, are
influenced by the presence of electromagnetically hostile materials, such as liquids and
metals; this aspect is crucial because in several scenarios, as the considered pharmaceutical
one, metals and liquids are massively present.

3.2 Test bed components

The controlled test environment, shown in Fig. 2, has been realized in order to simulate the
main steps of the pharmaceutical supply chain. Such a test environment, in fact, makes it
possible to carry out effective experimental campaigns to evaluate the performance of UHF
RFID-based tracing systems, even in particularly stressed operating conditions.

The test environment, based on the three main components above described (items line,
cases line and border gate), makes possible unbiased and repeatable comparisons among
technologies.

More specifically, the items line consists of a conveyor belt whose speed can be tuned in the
range from 0.00 to 0.66 m/s, in order to guarantee real requirements to be met by
pharmaceutical manufacturing processes. The conveyor belt has a double containment edge
to keep products in the same position along the belt. In the middle of each containment
edge, a near field reader antenna has been installed and connected to a high performance
UHF RFID reader compatible with the EPC Class1 Gen2 standard. The following devices
have been used: two Impinj Mini-Guardrail reader antennas and one Impinj Speedway UHF
reader.

Similarly, the cases line consists of a conveyor belt, equipped with a line speed regulator in
the range from 0.00 to 0.66 m/s, a double containment edge to keep cases in the same
position along the belt, one Impinj Speedway reader, and two roller conveyors. In the
middle of the line, four small near field reader antennas (Impinj Brickyard) have been
placed inside a metallic tunnel. Each reader antenna is in the centre of each tunnel side. The
width of the tunnel is equal to 0.6 m. Further characteristics are: 50 Q of impedance, 6 dBi as
maximum far field gain and -15 dB as Return Loss.

Finally, the border gate uses a single UHF RFID reader (Impinj Speedway) and four far field
UHEF reader antennas.
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Fig. 2. Test environment composed of an items line (left), a cases line (middle), and a border
gate (top right).

In order to effectively simulate the pharmaceutical supply chain, it is very important to take
into account real heterogeneous drugs, so to significantly represent the global market of
drugs, that is characterized by a wide heterogeneity of products, which differ for several
factors as, for instance, medicine state (i.e. solid, liquid, gas, etc.) and material of the primary
package (e.g. glass, metal, plastic, etc.). A complete taxonomy of most popular drugs may be
done by considering these factors.

The first classification, which takes into account only the medicine state, splits all
pharmaceutical items into four main categories:

e  Solid: tablets capsules, granules, etc.

e Semi-liquid: creams, suppositories, etc.

e Liquid products: syrups, oral liquids, solutions, etc.

e  Gas: pressurized gasses.

Another useful classification can be done in terms of material of the primary package.
Plastic is the most widely diffused material because of the large use of bottles, blister packs,
and film layers. Nevertheless, even the use of metal is fairly common: aluminium blister
packs and sachets are possible examples. Another common material for pharmaceutical
products is glass that is very valuable especially for the liquid products. Classical
applications of glass packaging are bottles for liquids, ampoules, and vials.

Based on the above information and discussions, Table 1 summarizes a simple taxonomy of
pharmaceutical products according to their physical properties.

It is worth observing that this classification is very important to perform significative tests
because different materials interact with RF waves differently. In particular, liquids cause
the RF waves attenuation by absorbing their energy, whereas metals do not let RF waves
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pass through by reflecting them. Moreover, in both cases, the impact on the radiating
properties of RFID tag antennas is relevant. The reported taxonomy, hence, becomes a
compulsory instrument to select the most adequate drug for the specific laboratory test, so
as to evaluate the impact of hostile materials on the performance of the RFID systems in the
UHF band.

Package Material
Product Type
| Metal || Glass || Plastic |
| Tablets in Blister | X | | |
. | Tablets in a Bottle | | [ X |
Solid
| Granules in Sachets | X | | |
| Powders in a Bottle | | | | X || |
Semi-liquid || Cream I x | X ]
| Syrup [ [ |
Single injectable X
solution in syringe
Liquid Multiple injectable X
solution in syringes
| Oral solution | | | X |

| Ophthalmic solution | X [ |
| Gas | Bomb Spray | X |

Table 1. Classification of pharmaceutical products

3.3 Description of the working conditions

An effective evaluation of RFID reliability in a pharmaceutical supply chain cannot neglect
the effects on the performance caused by hostile factors such as: the potential misalignments
between tag antenna plane and reader antenna plane, multiple reading of tags, distance
between tag antenna and reader antenna.

The misalignment problem is mostly relevant in the items line. To test such a misalignment
impact, four different operating conditions should be tested. They are characterized by a
mutual orientation between the plane where the tag antenna lies and the plane where the
reader antennas lie: 0°, +90°, -90° and 180° are considered. In particular, this last represents
the worst case and allows the performance evaluation under unfavourable conditions. Vice
versa, the 0° case is the ideal condition. Finally, the -90° case is characterized by the contact
between tag and conveyor belt. Instead, in the +90 ° case the tag is attached to the up-side of
the item, so that the potential interference with the conveyor belt is avoided but the distance
with the reader antennas depends on the size of the item.

Another problem to be analyzed deals with the collisions among tags, impacting both the
cases line and the border gate. For the cases line both homogeneous cases (consisting of a
single product type) and heterogeneous cases (containing products of different types)
should be tested. Moreover, also the configuration of the cases plays an important role. In
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order to simulate realistic conditions, three different configurations have been adopted for

each case:

e  Configuration I: the case was prepared placing the items with their tag antenna oriented
toward the reader antennas and avoiding the overlapping of tag antennas.

o Configuration II: the case was prepared placing the items with their tag antenna
oriented toward the center of tunnel (i.e. opposite to the reader antennas) and trying to
obtain the overlapping of tag antennas.

e  Configuration III: the case was prepared considering four different random dispositions
of items. These dispositions were alternated in progress during the test bed.

In order to better clarify the compositions of cases, in Fig. 3, the configurations I, IT and III

are schematically reported. The overlapping of two different tags is represented by a double
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Fig. 3. Some examples of case compositions.

Further tests related to cases line and border gate should be carried out also on sets of
heterogeneous drugs. More specifically, cases filled with a mix of 50 items in the cases line
and mix of 200 items in the border gate will be considered in out measurements. Three
different combinations of items into the case (cases line test) and into the plastic bag (border
gate test) have been prepared considering the following percentages:

e  MIX1: 40% solids, 40% liquids, and 20% semi-liquids;

MIX2: 50% solids, 30% liquids, and 20% semi-liquids;

MIX3: 60% solids, 20% liquids, and 20% semi-liquids.

4. Experimental results of commercial RFID UHF tags

4.1 Commercial RFID tags
In order to carry out an effective performance comparison among commercial RFID tags,
able to evaluate the current limits in item level tracing systems in the whole supply chain, a
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preliminary technological scouting is very important. Note that for item-level tagging
applications, the choice of the tags is affected by different requirements as: small size of the
tag itself, compatibility with EPCglobal standard, high scanning speed, low cost, and high
stress of tag label during product life cycle. As already stated, particular attention is focused
on passive UHF tags that can be split into two sub-sets: NF and FF tags. In this chapter,
experimental results derived by testing eight different types of passive UHF tags, six FF and
two NF, are reported. All preselected tags are characterized by the same memory (96 bit),
operating frequency (860-960 MHz) and compliance with the standard EPC Class1Gen2. On
the contrary, the main differences are on antenna geometry and on the size of tag. The
layout antenna of the eight preselected RFID tags is reported in Fig. 4.

) FnnnnuCownn

Impinj Paper Clip UPM Short Dipole UPM Dog Bone Impinj Thin Propeller
%
RSI Cube 2 UPM Web Impinj Jumping Jack Alien Squiggle

Fig. 4. Layout of the eight preselected commercial passive UHF RFID tags.

More in detail, the following types have considered:

e RSI Cube 2: it is a small near-field tag, whose size is 25.4 x 25.4 mm, with the NXP
Ucode G2XL chip, designed for pharmaceutical and applications where small form
factor is required;

e Impinj Paper Clip: it is a small near-field tag with the Impinj Monza3 chip, whose size is
19.0 x 12.7 mm, designed for pharmaceutical and applications where small form factor
is required;

e Impinj Thin Propeller: it is a far field tag with the Impinj Monza3 chip and with an
antenna, whose size is 8.0 x 95.0 mm, that is a high-performance dipole configuration. It
guarantees large working bandwidth and is designed for warehouse, logistics, case,
carton, and garment applications.

o Impinj Jumping Jack: it is equipped with the Impinj Monza3 chip, a high-performance
FF antenna and a NF antenna. Its size is 44.5 x 88.9 mm and it is designed for long-
range, multi-orientation warehouse, logistics, carton, baggage, and garment
applications.

e UPM Dog Bone: it is a high performance tag for a wide range of RFID Supply Chain
Management RFID Apparel and RFID Transportation applications. It is equipped with
the Impinj’s Monza3 chip. Its size is 27 x 97 mm.

e UPM Web: it is a high performance tag for RFID item-level use, whose size is 34 x 54
mm. Reliable reads/writes when tags are in close proximity to each other. It is
equipped with the NXP U-Code G2XL chip.

e UPM Short Dipole: it is equipped with the NXP U-Code G2XL/G2XM chip. It is
designed for a wide range of RFID Supply Chain Management. Its size is 15 x 97 mm.

e  Alien Squiggle: it is equipped with the Alien Higgs-3 chip. It is designed for a wide
range of RFID Supply Chain Management. Its size is 12.3 x 98.2 mm.



196 Current Trends and Challenges in RFID

4.2 Results in ideal conditions

The first part of the experimental campaigns is focused on a performance comparison
between NF and FF commercial UHF tags applied on different drug types in each step of the
supply chain. The following RFID tags have been used: RSI Cube 2 and Impinj Paper Clip as
NF tags, while, Impinj Thin Propeller, Impinj Jumping Jack, and UPM Dog Bone as FF tags.
In the first test, the most favourable working conditions in the items line are reproduced.
Indeed, the mutual orientation between the plane where the tag antenna lies and the plane
where the reader antennas lie is 0°. Results reported in Fig. 5 show that the NF tag Cube 2
ensures optimal performance for every drug type, even in presence of critical materials such
as liquid and metal. Likewise, also the two FF tags have given good results, even though a
slight effect due to the presence of metal and liquid, above all in the bomb spray and
ophthalmic solution cases, is observed.
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Fig. 5. A performance comparison on the items line by varying the drug type and the tag
type considering normal operating conditions (mutual orientation 0°).

In a second test, the worst conditions are reproduced: a mutual orientation between the tag
plane and reader antenna plane of +180° has been considered. This has been done by
switching off one of the two reader antennas and by applying the RFID tag on the package
face opposed of the active reader antenna. The experimental results, reported in Fig. 6,
clearly show that FF UHF tags perform better than NF ones. The results where even the Dog
Bone tag is not characterized by a successful read rate of 100%, have been obtained mainly
in presence of granules in aluminum sachets, ophthalmic solution in aluminum sachets,
syrup, and bomb spray. For these cases, though, the Cube 2 tag has shown very poor
performance, reaching values of successful read rates near to 0%.

In order to evaluate the reliability in presence of multiple reading of tags at the same time,
several experimental campaigns have been carried out. More specifically, eight different
types of product, chosen among the four categories previously defined, have been used to
perform tests on homogenous (single type of product) and heterogeneous (mix of products)
cases (see section 3.3).

Homogenous cases have been analyzed considering a random disposition of items within
the case. In particular, the type of case composition is the Configuration III previously
described. Fig. 7 shows the experimental results obtained by testing again the NF Cube 2 tag
and the two FF, Thin Propeller and Dog Bone, tags. The histogram clearly demonstrates that
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the performance of FF UHF tags is better than the NF Cube 2 tag. Furthermore, this test
shows that all the analyzed tags are not able to guarantee good performance in presence of
materials that are hostile to electromagnetic propagation. In particular, the experimental
results show very poor successful read rate when the homogenous case is composed of
items such as bomb spray or ophthalmic solution.
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Fig. 6. A performance comparison on the items line by varying the drug type and the tag
type and considering extreme operating conditions (mutual orientation +180°).

Further tests allowed the evaluation of the performance, also in this case in presence of
multiple reading of tags, but considering the heterogeneity of drugs. In particular, Fig. 8
shows a performance comparison in the cases line by varying the configuration of the case
in terms of drug types. The three different and previously described realistic compositions
have been considered (MIX1, MIX2 and MIX3). The experimental results clearly show that
optimal performance (100% of successful read rate) can be obtained using the two types of
commercial UHF tag.
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Fig. 7. A performance comparison on the cases line by varying the drug type and the tag
type considering homogeneous cases and a random disposition of the items within the case
(Configuration III).
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Finally, the last test for the first part of the experimental campaigns is aimed to evaluate the
reliability of commercial UHF tags in the border gate. An adequate number of 200
heterogeneous items contained in a big plastic bag has been considered. For this test, the
same three previous different compositions, in terms of drugs type, have been considered.
The experimental results of Fig. 9 show that a NF UHF solution is definitely not suitable for
item-level tracing systems in this step of the supply chain.

ECube2 ®Thin Propeller .'Dog Bone
100 —

90 —

80

70

60

50

40

30

Successful read rate %

20

MIX1 MiIX2 MIX3

Fig. 8. A performance comparison on the cases line by varying the tag type and the
composition of the case containing heterogeneous drugs.
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Fig. 9. A performance comparison on the border gate by varying the tag type and the
composition of the plastic bag containing heterogeneous drugs.

The first part of the experimental campaigns has demonstrated that the use of commercial
UHEF RFID tags represents a well suitable solution for the traceability at item level at least in
presence of non-critical operating conditions.
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4.3 Results in critical conditions

As above stated, when the operating conditions do not present particular criticalities, all the
selected FF tags work properly. Nevertheless, the performance degradation observed when
the tags have been tested on products containing relevant quantities of liquid or metal is
evident. For such a reason, this section focuses on the tag performance evaluation under
more severe operating conditions. The products resulted as the most critical in the
previously conducted tests, the bomb spray and the ophthalmic solution, have been
considered. As previously stated, in fact, when the item to be traced is composed of metal
and/or liquid, the tag performance could decrease considerably. This is substantially due to
the fact that the horizontal-plane radiation pattern of the tag antenna, that is almost
omnidirectional in free space conditions, varies significantly because of the presence of such
materials.
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Fig. 10. Horizontal radiation pattern in free space condition (continuous line) and in
presence of metal (dot line) of the Alien Squiggle Tag.

In Fig. 10, for instance, the horizontal plane radiation pattern of the Alien Squiggle RFID tag
both in free-space conditions and in presence of metal are reported. It can be observed that,
for many directions, the potential link between tag and reader is not possible anymore when
the tag is attached on the bomb spray case. This effect becomes relevant when there is a 90° f
misalignment between the planes individuated by the reader antenna and the tag
respectively.

The results reported in Fig. 11 and in Fig. 12, for instance, are referred to the successful read
rate measured in the items line respectively for the ophthalmic solution case and the bomb
spray case. In order to stress the misalignment problem, tests have been carried out by
considering the three different operating conditions previously described and characterized
by a mutual orientation between tag antenna and reader antenna equal to 0°, +90° and -90°
respectively.
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Results are quite relevant: despite the very good values obtained in case of alignment, in
general it emerges that no tag guarantees satisfactory performance levels in both cases and
for each orientation.
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Fig. 11. A performance comparison on the items line by varying tag type and the tag-reader
antenna misalignment in presence of liquids and metals (ophthalmic solution).

Even more interesting are the results obtained by testing the tags in the cases line. As an
example, Fig. 13 and Fig. 14 reports the successful read rate evaluated by packing together
36 secondary packages of ophthalmic solution and 14 of bomb spray respectively, in the
three configuration previously described and named respectively Configuration I,
Configuration II, and Configuration IIL It can be observed that the strong presence of metal
and liquid substantially inhibits the communication between reader and the NF tags.
Moreover, also when FF tags are considered, very low performance are obtained in each
configuration, demonstrating once more that general purpose commercial tags are not
appropriate for the implementation of complex item level tracing systems. It is substantially
due to the fact that such tags have been designed not taking into account the peculiarities of
the scenario where they must be utilized.
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Fig. 12. A performance comparison on the items line by varying tag type and the tag-reader
antenna misalignment in presence of metals (Bomb spray).
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Fig. 13. A performance comparison on the cases line by varying tag type and the
homogenous case composition in presence of liquids and metals (ophthalmic solution).

In the next section, a requirement analysis for a tag appositely designed to work in a
complex supply chain, such as the pharmaceutical one, are individuated and described and
are used to drive the development of a new high performance UHF RFID tag.

5. Requirements and guidelines in tags design

On the basis of the results shown in the previous sections, the realization of a tag designed
ad-hoc for the specific supply chain scenario is a must. Consequently, this section focuses on
the analysis of the pharmaceutical supply chain peculiarities and on the individuation of the
properties that a tag should own in order to guarantee high performance in all supply chain
steps, even when used to track items containing electromagnetically critical materials, such
as liquids and metals. It is worth observing, though, that the pharmaceutical sector is only
one of the many scenarios where a similar study could be of interest.
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Fig. 14. A performance comparison on the cases line by varying tag type and the
homogenous case composition in presence of metals (Bomb spray).

One of the sources of performance degradation in the items line is given by the potential
misalignment between the NF reader antenna and the tag attached to the secondary package
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of an item. In fact, by means of a conveyor belt, the tagged item passes through two NF
RFID antennas.

Nevertheless, it is possible that the item surface on which the tag lies and the plane on
which the reader antennas lie are mutually orthogonal. Now, as depicted in Fig. 10, despite
the almost omnidirectional tag radiation pattern in free space condition, the presence of
metal or liquid inside the item strongly modifies the radiating properties, even inhibiting, in
some cases, the communication with the reader.

It can be deduced, hence, that a well performing tag should guarantee at least two main
lobes on the radiation pattern in every working condition, above all when it is used to trace
items containing hostile materials.

Another reason of reading-failure in the items line is due to the use of a FF tag antenna with
a NF reader antenna. Although NF reader antennas are used in the items line, NF UHF tags
cannot be used because they would not work properly in the subsequent supply chain steps,
where FF reader antennas are adopted. Therefore, a well performing tag should exhibit
good performance both in the NF and the FF.

On the items line step, the packages are read one by one and no multiple-readings related
problem arises; on the contrary, they will occur in the cases line and in the border gate. In
such cases, shielding effects due to the presence of plenty of items as well as the potential
overlapping of tags, could lead to a strong performance collapse. Furthermore, also in these
cases, problems due to a potential misalignment of tag and reader antennas can arise.
Consequently, a well performing tag should take into account such issues. Therefore, the tag
should be designed in order to avoid the complete tag overlapping and, moreover, it should
guarantee (also in this case) multiple radiation pattern lobes.

6. Design of new passive RFID UHF tags: the prototypal enhanced tag

The designed and realized Enhanced tag (patent pending number TO2010A000493) is
substantially based on a dual-lobe (collapsing in a particularly oriented one-lobe) conformal
label-type antenna, adaptable to the different shapes of the various item packages and easy to
be integrated in them. The shape of the antenna has been modeled in order to make the
complete tag overlapping highly improbable. Moreover, the common design solution, based
on the use of an inner loop around the microchip, has been adopted in order to guarantee
good performance also in NF condition. The antenna has been realized in copper tape. Cost
and size are comparable with canonical general-purpose UHF tags. Unfortunately, because of
the patent-pending status, no details can be given on the shape and on the electromagnetic
solutions adopted in order to reach the prefixed goal. Nevertheless, this is not even
fundamental because the primary purpose of this work is, on the contrary, to demonstrate that
an ad-hoc design of tags is able to effectively solve many of the performance degradation
problems affecting general-purpose UHF tags.

In Fig. 15 is reported the comparison, in terms simulated horizontal plane radiation pattern,
between the Enhanced tag (Fig. 15a) and the commercial Thin Propeller tag (Fig. 15b), when
the tags are attached to a cardboard-made secondary package containing a metallic cylinder.

It can be observed that the radiative behavior of the two devices is radically different.

In the Thin Propeller tag case, the radiation pattern is not omnidirectional anymore and the
link with the reader is possible only if the reader antenna is faced with the tag itself.

On the contrary, in the Enhanced tag case, an almost 45° oriented radiation pattern is found,
resulting from the combination of two mutually orthogonal lobes. This way, also reader
antennas orthogonal to the tag-plane can communicate with the tag.
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Fig. 15. Simulated horizontal radiation pattern of the a) Enhanced tag, and b) Thin Propeller
tag, when they are applied on a cardboard package containing a metal block.

7. Experimental results of the enhanced RFID UHF tag

In order to evaluate the effectiveness of the designed Enhanced tag in the pharmaceutical
supply chain, several experimental campaigns have been performed. In particular, a
performance comparison of the Enhanced tag with some of the above described commercial
UHF tags has been carried out in terms of successful read rate. In particular, taking into
account the performance analysis carried out on commercial FF and NF UHF tags, the
following four tag types with higher performance have been chosen in the comparison with
the Enhanced tag: Jumping Jack, Cube2, Dog Bone, and Thin Propeller. One for the NF
group and the others for the FF group.

Experimental campaigns have been mainly focused on particular operating conditions of
two steps of the pharmaceutical supply chain: the items line and the cases line. As
previously reported, these steps are particularly adequate to carry out an effective
validation of novel RFID tags.

In all tests, the speed of the conveyor belt has been set to 0.66 m/s and 0.33 m/s respectively
for the items line and cases line. The transmission power of the reader RFID has been set to
1W. Furthermore, the RFID tag is applied on the secondary package (made of cardboard) of
the medicine product. Two different types of products have been used: ophthalmic solution
in aluminum sachets and metallic bomb-spray.

The first part of the experimental campaign has been carried out on the items line. In this
test, the misalignment problem has been stressed. In particular, the three different operating
conditions (i.e. 0°, +90°, and -90°), previously described, have been considered.

The second part of the experimental campaign has been focused on the cases line. In such a
test, each case was composed off homogeneous items. In particular, the bomb-spray case
was prepared with 14 items on one layer, whereas the ophthalmic solution case was
prepared with 36 items on three layers.

All the results, reported in this paper, are characterized by a confidence level equal to 95%
with maximum relative error of 5%.
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Fig. 16 presents the performance comparison when a single item of ophthalmic solution,
enclosed in aluminum sachets, (i.e. liquid and metal) is scanned on the items line. The graph
clearly shows that the Enhanced tag is able to reach the optimal performance, i.e. a
successful read rate equal to 100%, in every critical operating conditions. More in detail, the
graph shows that although the performance of all tested tags are comparable under optimal
conditions (orientation equals to 0°), in critical conditions (orientation equal to -90° and
+90°) the performance of commercial tags decreases so abruptly to achieve in most cases a
percentage of successful read rate equal to 0%. Instead, the Enhanced tag reaches, also in
these conditions, 100% of successful readings. The results clearly show also that the NF UHF
tags are not able to solve performance problems in critical operating conditions (e.g.
presence of misalignment).
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Fig. 16. A performance comparison between high-performance commercial tags and the
Enhanced tag on the items line by varying the tag-reader antenna misalignment in presence
of liquids and metals (ophthalmic solution).

In Fig. 17, the same performance comparison, using metallic bomb-spray, is shown. The
graph confirms the excellent performance achieved by the Enhanced tag in all operating
conditions on the items line. In this case, however, the performances obtained by some
commercial tags are comparable to those reached by the realized tag (100% of successful
read rate).
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Fig. 17. A performance comparison between high-performance commercial tags and the
Enhanced tag by varying tag type and the tag-reader antenna misalignment in presence of
metals (Bomb spray).



High Performance UHF RFID Tags
for Item-Level Tracing Systems in Critical Supply Chains 205

Vice versa, the second part of the tests is aimed at comparing the tags performance in
another challenging step of the supply chain: the cases line. Fig. 18 shows the performance
comparison, in terms of successful read rate, of the Enhanced tag with the four commercial
tags (i.e. one for NF and three for FF) by varying the composition of the ophthalmic solution
case (i.e. Configuration I, Configuration II and Configuration III). It is worth noting that,
commercial tags have never reached successful read rate higher than 70%, while in all the
configurations the Enhanced tag has achieved the maximum performance. The results have
also demonstrated the very poor performance of the NF UHF tags when used in a cases line.
Finally, Fig. 19 shows the performance comparison when the case is composed of 14 items of
bomb-spray. In this case, only one commercial FF UHF tag (i.e. Jumping Jack) presents good
performance especially in Configurations I and III. On the contrary, other commercial tags
have shown very low performance. This permits to assert that, also in this case, the
Enhanced tag guarantees successful read rates better than the other tags.

B Configuration| ¥ Configuration Il 'Configuration Il
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Successful read rate %
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Fig. 18. A performance comparison on the cases line between high-performance tags and the
Ehnanced tag by varying the homogenous case composition in presence of liquids and
metals (ophthalmic solution).

In order to further emphasize the Enhanced tag robustness also in even more critical
applications, an additional test has been performed. In particular, packages of milk have
been considered. They are characterized by an external package made in Tetra Pak, where
the percentage of metal is relevant, and by the presence of liquid. To test the effectiveness of
the Enhanced tag, a performance comparison with one of the most powerful commercial
tags (i.e. Dog Bone tag) has been carried out.

Also in this case, the measurement campaign has been carried out by considering both the
items line (configurations 0°, +90° and -90°) and the cases line (only the configuration I with
a 3 x 3 disposition of the single milk items).

Table 2 summarizes in detail the performance comparison between Enhanced tag end Dog
Bone tag in the items line and in the cases line steps considering the Tetra Pak milk package.
Also in this case the results are impressive: in the items line the Enhanced tag exhibits
always 100% of successful read rate regardless of the package orientation. The commercial
Dog Bone tag, instead, shows good results only in the optimal condition. In all other cases it
cannot be read.

Even in the cases line the Enhanced tag is much more robust than Dog Bone. In fact, as can
be observed in the same Table 2, the Dog Bone is never read, whereas the Enhanced tag
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achieves a successful read rate higher than 60%. This clearly demonstrates the qualities in
terms of robustness and reliability of the proposed Enhanced tag even in contexts different
from those the tag has been designed for.
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Fig. 19. A performance comparison on the cases line between high-performance commercial
tags and the Enhanced tag by varying the homogenous case composition in presence of
metals (Bomb spray).

Items line Cases line
0° +90° -90° Conf. I
Enhanced tag 100% 100% 100% 61%
Dog Bone tag 93% 0% 0% 0%

Table 2. Performance comparison between Enhanced tag and Dog Bone tag applied on Tetra
Pak package.

8. Conclusion

In this chapter, the problem of the effective RFID-based traceability performed at item
level has been addressed. The pharmaceutical supply chain has been considered and its
criticalities, in terms of kinds of goods to trace and peculiarities of the checkpoints RFID,
have been individuated and discussed. The inadequateness of the use of commercial
general purpose tags has been proved through an exhaustive performance evaluation
campaign, aimed at evaluating the successful read rate in each step of the supply chain for
numerous tagged products. Six different commercial Far Field UHF tags and two Near
Field UHF tags have been tested; these last are the less reliable, but also the Far Field ones
exhibit strong limits when used to trace products containing metals or liquids.
Consequently, by taking into account the traceability scenario, the requirements that a tag
should own in order to overcome such limits have been individuated and, on such basis, a
new enhanced tag has been realized. Its performance has been rigorously evaluated and
the obtained impressive results demonstrate that, if the tag is designed considering the
peculiarities of the specific tracing system, a successful read rate of 100% can be obtained,
regardless of the supply chain step, the composition of the traced product, and the
operating conditions. Finally, a very severe test has been carried out, aimed at evaluating
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the performance of our Enhanced tag on Tetra Pak packets containing milk. This
application is one of the most challenging because of the very massive presence of both
metal and liquids without any air in the middle. Very surprisingly, the performance are
quite good also in this case, undoubtedly demonstrating once more that when a tag is
designed by taking into account the peculiarities of the tracing systems, high performance
can be obtained even in particularly critical conditions.
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1. Introduction

In this chapter, we present a demodulation structure suitable for a reader baseband receiver
in a passive Radio Frequency IDentification (RFID) environment. RFID refers to a
technology which uses radio communications to contactlessly identify a tagged physical
object [1-2]. An RFID system may include a plurality of electronic tags on objects, animals,
and other things having unique identification information and a reader for reading or
writing information from or to the tags. RFID systems can be variously classified into the
inductively coupled and electromagnetic schemes according to the communication method
employed between an RFID reader and a tag, into an active type and a passive type
according to whether the tag operates using its own power or not, and into long wave,
medium wave, shortwave, ultrashort wave, and microwave depending on the frequency of
the electric waves used for the communication [1-2]. Essentially, a passive RFID system
consists of a reader and a passive tag without a battery. The International standard, ISO
18000-6C, defines the communication protocol and Ultra High Frequency (UHF) band
between the reader and the passive tag [3]. Many studies have been conducted in the field of
UHF RFID, as described in [4-14]. In the case of passive UHF RFID technology, the reader
must provide the tag with continuous radio power, while the tag sends its information to
the reader via a backscatter modulation. The tag encodes the backscattered signal as either
FMO (bi-phase space) or Miller modulation of subcarrier at the given data rate [3]. Recently,
UHEF Passive RFID has a trend of extending its domain to the application of an item-level-
tagging (ILT) from that of a conventional pallet/case-level-tagging. In the ILT RFID
environment, tags can be attached on the objects composed partially of a metal or liquid and
can be placed at a nearby complicated surrounding in which the metallic objects exist. As a
result, if undesired large signal reflected from the complicated surrounding is received at
the reader receiver during receiving a desired backscattered tag signal, the performance of
the identification for the reader can be easily degraded due to the reflected large signal
which can leak to the reader receiver (Fig. 1(a)). In addition, if insufficient isolation is
guaranteed between the transmitter and receiver, the transmission power (Tx power)
created by the reader transmitter can leak to the receiver (Fig. 1(a)) [2]. A reflected power
larger than the backscattered tag signal which is generated by the return loss (S11) of the
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antenna can also leak to the receiver via the circulator (Fig. 1(a)). Because of these unwanted
leakage components in the reader receiver, the DC-offset phenomenon can occur in the
baseband of the reader receiver.
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Fig. 1. Description of leakage components (a) and the corresponding DC-offset phenomenon
(b) in a passive RFID communication environment

As a result, the received baseband signal can be corrupted by the DC-offset phenomenon
(Fig 1(b)). For example, Fig. 1(b) shows the Miller subcarrier signal highly affected by the
DC offset phenomenon in our reader receiver measured using an Agilent Logic Analyzer.
Due to the unwanted DC-offset phenomenon, the reader baseband receiver may not
determine the valid bit data with sufficient reliability. There have been several researches to
reduce the originally generated leakage components in advance, as reported in [4-6].
However, it may be difficult to perfectly and adaptively eliminate the leakage components
in the ILT RFID field, in which the performance of the reader receiver can be adversely
affected by the unwanted large reflected signals. Therefore, although the received baseband
signal is contaminated with the DC-offset phenomenon, we attempt to further remove the
DC-offset phenomenon from the distorted received signal in the baseband receiver. In the
earlier study, we proposed a demodulation structure composed of an edge signal generator,
an edge extractor and a signal reconstruction block for the FMO signal distorted by the DC-
offset phenomenon [14]. In this chapter, a similar concept is also applied to the reliable
reconstruction of the Miller subcarrier signal not suffering from the DC-offset phenomenon
by using the phase inversion information instead of the amplitude information. In order to
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accomplish this, we detect the valid information from the corrupted signals by making use
of a demodulation structure composed of a peak signal generator, a peak detector, and a
signal reconstruction block, in order to successfully decode the received baseband signal
distorted by the DC-offset phenomenon. According to the proposed demodulation method,
the peak signal is created at the position of phase inversion within the Miller subcarrier
signal sequence using the phase inversion information. Therefore, although a certain
amount of DC-offset noise can be appeared in the baseband of the reader receiver, the
proposed method is allowed to supplementally deal with the DC-offset phenomenon once
more in the baseband receiver.

This chapter is organized as follows. In Section 2, we describe in detail the demodulation
structure and method used to extract meaningful information from the distorted Miller
subcarrier signal suffering from the DC-offset phenomenon. In Section 3, we show the
simulation and implementation results. Finally, we draw our conclusions in Section 4.

2. Demodulation algorithm

In this section, we introduce the demodulation structure and algorithm suitable for the
reconstruction of the Miller subcarrier signal distorted by DC-offset noise.

2.1 Demodulation of the Miller subcarrier-encoded signal
The Miller modulated sequence contains exactly two, four, or eight subcarrier cycles per bit,
depending on the M value (M = 2,4,8) specified in [3]. Namely, if M has a value of 2, the
Miller basis signal is multiplied by a square-wave at 2 times the symbol rate (1/ (M-T,) ),
resulting in a Miller subcarrier signal with M = 2, as shown in Fig. 2. For the reliable
reconstruction of the Miller subcarrier signal under the DC-offset environmnet, Fig. 3 shows
the proposed demodulation architecture, which includes a peak signal generator, a peak
extractor, and a signal reconstruction block, similar to the FM0 demodulation structure [14].
As shown in Fig. 3, the received signal, r(t) is composed of an in-phase channel (I-channel)
signal, ,(t), and a quadrature-phase channel (Q-channel) signal, ,(t) including DC-offset
noise, 1, , and the complex additive noise, n(t), which is a sample function of a white
Gaussian process with power spectrum N, /2 watts/hertz. At this point, the DC-offset
noise (1, ) can be expressed as follows [14]:

n,(t)=A, e’ ) )

where A, is the initial DC-offset value, e™ and ¢™ represent the damping term and

oscillation term of the DC-offset noise, respectively, and e" is the initial phase of the DC-
offset noise. By adjusting the parametrs A, , B, and w, related to the DC-offset noise to
proper values, any kind of DC-offset phenomenon in the area of passive RFID can be
established.

In order to generate the peak signal with respect to the received baseband signal r(t) which
is sampled at a sampling rate of 1/T,, the initial peak signal r,(¢) is designed using the
predefined s,,o(t) and s, (f) as follows:

rpl(t) = [LpF{rl(t) - rO(t)}],t:(k-Ts )k=0,1,2,... (2)

'm0
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where 71,(t)is the output signal using s,,(t) via the I and Q channels and is defined as

follows:

1= |10 85.0] + [0 ©5.0)] |, ©

I-channel Q-channel

where, A is the normalized gain, and #(f) is the output signal using s,,,(¢) via the I and Q

channels and is defined as follows:

1
n(t)=—| 1) @5, + [10(t) @5, (1) @)
5Bl
I—channel Q—channel

S,,0(t) has the same form as data-0 of the Miller subcarrier and s, (f) has the same form as
data-1 of the Miller subcarrier [3]. If M is four, then s,,,(t) and s,,;(t) can be described by
Fig. 4. In our method, the low pass filtering of the difference signal between r,(t) and 7 (¢)
is required for the generation of the desired peak signal.
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Fig. 2. Configuration of the Miller subcarrier signal with M = 2

In the second step, the created initial peak signal r,,(#) is reconstructed by removing the
low level noise included in the specific level of the initial peak signal. This operation is
implemented in the level decision block by using a reference level r, , (Fig. 3). The reference
level for the level decision is fixed at a value of 0. This is because the two orthogonal basis
functions s,,,(f) and s,,(t) participate in building the peak signal through Eq. (2), while
only one basis function is used for the generation of the edge signal for the case of the FM0
signal [14]. Therefore, the demodulation method of the Miller subcarrier signal has the
advantage that there is no need to find the optimal decision level, unlike the adaptive level
decision method in the case of the FMO signal. Then, the final peak signal can be obtained
after the level decision by using the fixed reference level and the initial peak signal as
follows:

®)

7,,(t)

[ra®, 1 21,(=0)
0 ;T < rmf(: 0)
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In the next step, from the final peak signal, r,,(t), the peak extractor (Fig. 3) finds the

positions of the peaks using a peak detection algorithm which is identical to that of the edge
extractor in Fig. 5 [14]. Finally, in the signal reconstruction block (Fig. 3), the basedband
signal without DC-offset noise is regenerated by a state diagram which is also identical to
that of the signal reconstruction block in Fig. 6 [14]. Therefore, the procedure for the
proposed Miller subcarrier demodulation algorithm can be summarized as shown in Fig. 5
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Fig. 3. Proposed demodulation structure for the purpose of reconstructing the Miller
subcarrier signal distorted by DC-offset noise
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2.2 Determination of the low pass filter specification
In our method for the demodulation of the Miller subcarrier signal, the difference signal
between r(f) and 7,(f) must be reformed using a low pass filter (LPF), as mentioned in
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Generate initial peak signal ( 7,(¢)) for

Step il e Miller subcarrier signal via Eq. (2)

Y
Regenerate the final peak signal (r,,(¢))
Step2:| by using both the initial peak signal and
the fixed reference level via Eq. (5)
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Extract the %»eak positions for the peak

Step3:| signal, 7,3(¢), using the peak detection
algorithm

Y
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Step4:| extracted peak positions using the state
diagram

Y

Decide the bit data from the reconstructed

Step3: baseband signal of Step 4

Fig. 5. Flowchart illustrating the Miller subcarrier demodulation method

Section 2.1. Fig. 6(a) shows the spectral response of the difference signal of the Miller
subcarrier signal with M = 4 before the LPF, and Fig. 6(b) represents the spectral response of
the initial peak signal r,,(t) after the LPF. To obtain the peak signal from the difference
signal before the LPF, the second harmonic component of the difference signal (Fig. 6(a))
must be attenuated below a certain level, as shown in Fig. 6(b). We observe in Fig. 7 that, as
the attenuation level Att;; is increased, the error rate performance (p,) for the Miller
subcarrier signal is improved. However, the computational complexity for the design of the
filter is also increased. This is because the order of the designed filter is increased to obtain
the high level of the Att;; . Meanwhile, when the Att;; increase to a value larger than about
70dB, there is no noticeable improvement of the error rate performance. From the result
shown in Fig. 7, we found that a level of attenuation Att;; ranged from 70dB to 80dB can
provide a suitable tradeoff between the computational complexity and the error rate
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performance for the demodulation algorithm. The result in Fig. 6(b) was obtained using a
39th order LPF with an attenuation level of 70dB and the magnitude response of the
designed LPF is shown in Fig. 8
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Fig. 6. Spectral responses of the difference signal before LPF (a) and the initial peak signal

after LPF (b) (320kHz-Miller subcarrier signal with M = 4)

3. Simulation & experimental results

For the first example, we consider the operation of the proposed demodulation structure
when the received baseband signal is the distorted Miller subcarrier-encoded signal with
DC-offset noise (A;,.= 5 B =T,/T,-100, and w,;= 1/(T,-100)). Fig. 9 shows the
demodulation result of the Miller subcarrier signal with M = 2. Case 1 of Fig. 9(a) and Case 2
of Fig. 9(b) represent the output signals 7,(t) in Eq. (3) and r(f) in Eq. (4), respectively.
From the results, we observe that both output signals, r,(f) and r(t), are robust to the
variation of the amplitude, although the I- and Q-channel received baseband signals are
severely distorted by DC-offset noise. Fig. 9(c) represents the difference signal between 7 (t)
and r,(t) and the corresponding initial peak signal after the LPF. A 54th order LPF is
designed for the generation of the initial peak signal r,(t), in order to attenuate the
amplitude response of the filter to about 80dB. The spectral responses of the difference
signal before the LPF and the initial peak signal after the LPF, and the magnitude response
of the designed 54th order LPF are shown in Fig. 10. Fig. 9(d) represents the final peak
signal 7, (t) using the fixed reference level of 0 and the initial peak signalr,(f). Note that
the generated peaks of r,,(¢) are placed at every position at which a phase inversion occurs
within the Miller subcarrier signal sequence. Finally, as shown in Fig. 9(e), the reconstructed
baseband signal without the DC-offset noise is obtained using the peak extraction algorithm
of the peak extractor and the state diagram of the signal reconstruction block. The resulting
signal in Fig. 9(e) has the same form as the Miller basis signal, which is obtained by
removing the rectangular subcarrier signal from the Miller subcarrier signal, as shown in
Fig. 2. This is because the peak signal r,,(t), which appears at a position having phase
inversion, is used to reconstruct the Miller baseband signal.
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For the second example, the Miller subcarrier signal with M = 4 is considered for the signal
reconstruction, as shown in Fig. 11. The descriptions of Fig. 11 are explained as follows:

Case 1: the output signal 7(t) in Eq. (3) using s,,,(t)

Case 2: the output signal x;(t) in Eq. (4) using s,,,(¢)

Case 3: the difference signal between r,(t) and r,(t) before the 39th order LPF having an
attenuation level of 70dB

Case 4: initial peak signal r,,(t) after the 39th order LPF

Case 5: final peak signal 7,,(t) using the fixed reference level and the initial peak signal
1y (¢

Cp;s(e)& Reconstructed Miller baseband signal without DC-offset noise
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In the next example, we implemented the proposed demodulation structure as a hardware
device FPGA (Field Programmable Gate Array) and then the operation of the demodulation
structure is observed using the commercial DSP design tool, Xilinx System Generator which
provides hardware co-simulation, making it possible to incorporate the demodulation
design running in an FPGA directly into a MATLAB Simulink simulation [15]. Fig. 12 shows
the designed hardware co-simulation model of the proposed demodulation structure using
a Black Box and JTAG Co-Sim library block provided by the System Generator. The Black
Box library block allows a designed HDL (hardware description language), such as VHDL
and Verilog, to be brought into the Simulink design model and enables us to easily observe
the corresponding simulation behaviour in MATLAB Simulink.

In order to execute the designed Simulink model of the demodulation structure in Fig. 12, the
following hardware co-simulation environment should be considered as shown in Table 1.
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Fig. 12. Hardware co-simulation model with Black Box and JTAG Co-Sim library block
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Items Descriptions
MATLAB MATALB 2008a
System Generator Xilinx System Generator 10.1
HDL design tool Xilinx ISE 10.1
HDL simulation tool ModelSim SE 6.2b
FPGA (Digital hardware board) Xilinx SPARTAN-3 XC354000FGG676-5G
JTAG Cable Xilinx USB cable
Simulink system period [sec] 3.90625e-7 (1/2.56 MHz)

Table 1. Hardware co-simulation configuration for the verification of the demodulation
structure

Meanwhile, the Black Box HDL can be co-simulated with MATLAB Simulink using the
System Generator interface to either ISE simulator or the ModelSim simulation software
from Model Technology, Inc. Fig. 13 shows the operation result of the demodulation
structure using the latter method through ModelSim when the measured Miller subcarrier
signal (Fig. 2(b)) is considered. The operation result (Scope 2) using the former method
through ISE simulator is also shown in Fig. 14
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Fig. 13. Simulation result showing Black Box output through ModelSim for the proposed
demodulation structure
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Fig. 14. Simulation result showing Black Box output through ISE simulator for the proposed
demodulation structure

Next, Fig. 15 shows the hardware co-simulation result in Scope 3 when the same measured
Miller subcarrier signal (Fig. 2(b)) is considered.
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cted Signal

Fig. 15. Simulation result showing JTAG Co-Sim block output for the proposed
demodulation structure

To obtain the JTAG Co-Sim library block (Fig. 12) for the demodulation structure, the
hardware and software required to run the hardware co-simulation on the FPGA board
(Table 1) should be installed and set up in advance [15]. Therefore, once the System
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Generator has successfully finished compiling the HDL design into the FPGA bitstream, it
automatically creates the JTAG Co-Sim library block as shown in Fig. 12. As a result, in
comparison with Fig. 14, we observe that the timing simulation result of Fig. 15 is nearly
identical to the functional HDL simulation result of Fig. 14.

Finally, the measured operation results obtained using Agilent Logics Analyzer equipment
are described in Fig. 16. From the results of Figs. 13, 14, 15, and 16, we observe that the
proposed method can successfully reconstruct the Miller baseband signal, even though the
received Miller subcarrier signal is distorted by the DC-offset phenomenon. Although we do
not show the corresponding demodulation results, the demodulation structure and
algorithm described in Section 2 can be directly used to reconstruct a distorted Miller
subcarrier signal with M = 8.
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Fig. 16. Experimental results of the proposed Miller subcarrier demodulation structure
(320kHz-Miller subcarrier signal with M = 4)

3. Conclusion

In this study, we propose a reader baseband receiver structure for the demodulation of the
Miller subcarrier signal described in the international UHF RFID standard, 18000-6 Type C,
under the DC-offset phenomenon. In order to perfectly remove the DC-offset noise caused
by the leakage components in a passive RFID environment, the proposed structure for the
passive RFID reader baseband receiver primarily includes the peak signal generator, the
peak extractor, and the signal reconstruction block for demodulating Miller subcarrier
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signals. The phase inversion information is used to generate the peak signal and the
resulting reconstructed signal is the Miller baseband signal removed both the DC-offset
noise and the rectangular subcarrier signal simultaneously. To verify the operation and
functionality of the proposed demodulation structure, we implemented both the HDL co-
simulation using the Black Box library block and the hardware co-simulation using the
JTAG Co-Sim one simultaneously. The results show that the proposed demodulation
method can successfully extracts the valid information from the signal corrupted by the DC-
offset noise which can occur in a passive RFID configuration.
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1. Introduction

Previous work (Gelinotte et al., 2006; Vuza et al., 2007; Vuza et al., 2009) presented the
contribution of the present authors to the development of readers for communication with
tags according to the FDX protocol. Readers produced so far by Frosch Electronics were
classified as voltage-driven and current-driven (Vuza et al., 2009), according to which circuit
variable is controlled by the reader and which is controlled by the tag (and sensed by the
reader). A voltage-driven reader powers the antenna with an AC voltage of constant
amplitude. The FDX tag transmits data by load modulation, which causes the variation of
the voltage at the tap point (the junction between the antenna coil and the tuning capacitor).
The reader senses the latter voltage and extracts the baseband signal that contains the data.
A current-driven reader powers the antenna with an AC current of constant amplitude.
Again, the FDX tag transmits data by load modulation, which this time modulates the
voltage across the whole antenna circuit. The reader extracts the data from the latter voltage,
the tap point connection being not needed in this case. Recently, Frosch Electronics decided
to add a new feature to the existing readers, providing them with the possibility of
communicating with tags that use the HDX protocol, of interest in applications such as
animal identification, so that the same reader could cover a larger variety of applications. In
FDX, the tag is continuously powered by the reader. In HDX, the tag is first charged by an
RF pulse of limited duration from the reader, and then it transmits the data using the energy
stored during the first step, by driving its coil with an AC voltage whose frequency toggles
between two values fc = 134.2 KHz and frow = 123.7 KHz prescribed by the HDX standard.
After a brief reminder on the two types of FDX readers in section 2, we present in sections 3
and 6 circuit topologies achieving the HDX extension for each of the mentioned classes of
readers. The topologies are different for the two classes according to whether the tap point is
accessible or not. For voltage-driven readers, the schematic is based on the usage of the
TMS3705 circuit as a bit decoder. For current-driven readers, we consider the option of bit
decoding by either a dedicated IC or by building a custom decoder from discrete hardware
components supplemented by a software component, which could in principle offer more
control over the decoding process.

In section 4 we discuss the important issue of transients, which has to be taken into account
when striving for data integrity, and hence reliability. Transient effects have been discussed
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in (Vuza et al., 2009) for FDX load modulation and have to be discussed again in the HDX
setting, since transients manifest themselves when the tag changes the frequency and may
have deleterious effects on data integrity if their duration is too long. The results obtained
here are compared with those previously obtained for FDX and recommendations for reader
design are drawn.

In section 5 we expose the principle of low coupling approximation that allows, in the case
of low coupling between tag and reader antenna which is usually the case in real situations,
to replace the tag with a voltage source in series with the reader antenna for the purpose of
circuit analysis. We will make use of this principle in the analysis of transients and of the
procedure of bit equalization.

Because the reader antenna circuit is tuned to the nominal frequency fc, the two signaling
frequencies used by the tag may induce voltages in the reader circuits whose amplitudes
differ in a significant way. Such an inequality in amplification may increase the probability
of bit error, especially at higher reading distances when the signal is weak. We present in
section 7 a method for equalizing the bit amplification based on the one-pole model of the
opamp and the related gain-bandwidth product, which does not require any additional
component in order to achieve the required effect.

The material discussed so far has emphasized the importance of the correct choice of the
components in the antenna and amplifier circuits in order to ensure that the duration of
transients agrees with the bit time and that equalization of bit amplification is achieved as
much as possible. The choice is to be made in the design phase and fine-tuning will be
needed in the test phase. Both mentioned phenomena are connected to the transitions
between the two signaling frequencies employed by the tag. One needs therefore means for
generating such transitions in a reproducible and convenient way. Using real tags for testing
does not provide the most convenient way. Observing the frequency transition is not easy
on a scope, as the frequency difference is rather small. The transition is gradual because of
transients, making difficult to estimate when the transition actually started. For this reason it
is preferably to rely on simulators. In section 8 we propose a hardware tag simulator for
tuning and testing. In order to be able to estimate the parameters of transients, it is
necessary to know precisely the moment of transition onset, which cannot be deduced from
the gradual system response. The simulator provides the means for generating transitions
together with a signal for the transition onset that can be used as a trigger for the scope on
which the system response is recorded. The transient is hidden in the signal and only its
negative effects on the latter are immediately visible. Displaying the transient itself require
an indirect method. We propose in section 9 two such methods aiming at providing a
graphical display of transients, allowing thus to estimate their parameters such as duration
and magnitude and to assess their effects on the received signal: a software simulation
procedure based on PSpice, which can be used in the design phase, and a method based on
the usage of the simulator that can be used in the testing and tuning phases.

2. Voltage-driven and current-driven readers for FDX tags

A voltage-driven reader (figure 1) powers the antenna with an AC voltage of constant
amplitude at a carrier frequency fc of 125 KHz or 134.2 KHz. The FDX tag transmits data by
opening and closing the switch SWW, which, due to the magnetic coupling M, modulates the
current through the antenna. The variation of the current antenna causes the variation of the
voltage Vrap at the tap point (the junction between the antenna coil and the tuning
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capacitor). The reader senses the latter voltage and extracts the baseband signal that
contains the data.

TRISTATE

VOLTAGE SOURCE DRIVER
195 KHz OR 134 7 KHz %> LT
\ l

: D

CT

VTAF' T DEMODULATOR
Fig. 1.Voltage-driven reader

A current-driven reader (figure 2) powers the antenna with an AC current of constant
amplitude. Again, the FDX tag transmits data by opening and closing the switch SW, which
this time modulates the voltage across the whole antenna circuit. The reader extracts the
data from the latter voltage, the tap point connection being not needed in this case.

A RT
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Fig. 2. Current-driven reader

It is to be observed that for the voltage-driven reader, the drivers that provide the amplified
voltage to the antenna can be set into high Z mode via the tristate input during the interval
when the antenna is not driven. This will be of importance for the extension to HDX tags.
The high Z mode is implicit for the current-driven reader, as the (near) ideal current source
presents high impedance to the antenna.

The formulas to be presented in the next sections are derived from the following general
circuit model of the interaction between reader and tag.

n= =
W1 L M > L2 72

Fig. 3. Model of coupling reader-tag
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Consider the circuit of figure 3, in which the two coils are linked by the magnetic coupling
M= km . Let I; be the current sourced by voltage source V; and let I> be the current
flowing into impedance Z». Elementary circuit analysis gives the results below, in which s
denotes the Laplace variable.

Il (S) — (LZS + Z2 )‘/l (s) 5 = (1)
(Ls+Z,)(L,s+2Z,)-k’LL,s
1(s)= kL,L,sV(s) )

(Ls+Z)(L,s+2Z,)—kL,L,s*

3. Adding the HDX protocol to the FDX voltage-driven reader

In FDX, the tag is continuously powered by the reader and transmits data by load
modulation. In HDX, the tag is first charged by an RF pulse of limited duration from the
reader, and then it transmits the data using the energy stored during the first step. The tag
drives its coil with an AC voltage whose frequency toggles between two values: according
to the standard (International Organization for Standardization, 2007), each data bit
comprises 16 cycles of the AC voltage, the nominal frequency fc = 134.2 KHz being used for
a zero bit and the frequency fiow = 123.7 KHz for a one bit.

For the voltage-driven reader (figures 4, 5) we consider the usage of a dedicated integrated
circuit (IC) such as TMS3705 produced by Texas Instruments (Texas Instruments, 2003). The
manufacturer provided the IC with its own antenna drivers so that a minimal design of an
HDX reader could consist of only the IC and a micro-controller. However, in our design we
continue to use the drivers of the existing reader in order to keep the FDX functionality. In

TMS3705 )

e (o
}_.

ATS1SAMT 564

DATA
CMD

&
|

ADDED HOX FURCTICMNALITY

UTC) FOX DEMODULATOR

Fig. 4. Adding the HDX protocol to the voltage-driven reader

the schematic of figure 4, we first observe the MOS transistor Ms with low on-resistance that
is used as a switch. When the reader is used in FDX mode, Ms is cut off allowing the
antenna to be powered by the reader drivers. The same is true during the charge phase of
the communication with an HDX tag. After the charge phase, the reader stops driving the
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antenna and the drivers are tristated. The reader micro-controller (uC) then turns on Ms,
establishing thus a low resistance path through which the antenna circuit is closed. The
resistor Ra includes the AC resistance of the antenna as well as any additional resistor
added in order to limit the antenna current and to damp the transients during
transmission/reception; more on this topic in the next section. There is a resistor Rys in
series with Ms, the role of which will also be explained later. It is to be observed that only
positive voltages are present at the drain of Ms when cut off, which avoids any unwanted
conduction through the parasitic diode of the transistor, represented here explicitly in
parallel with the latter.

Fig. 5. The voltage-driven FDX reader produced by Frosch Electronics (left) and the reader
with the plug-in for the HDX extension (right).

The tag starts the transmission a short delay after the interruption of the power flow from
the reader. Meanwhile the uC has informed the decoder IC via the command line that a new
decoding cycle is to begin. In our schematic, the tag is represented as a voltage source Vr
with output impedance Zr that drives the tag coil Lt. The voltage source produces an AC
voltage of constant amplitude whose frequency toggles between the nominal frequency fc to
which the reader antenna is tuned and the frequency fiow. The current in the tag coil induces
a frequency-modulated voltage in the reader antenna circuit that is sensed at the tap point
by the decoder IC. The tap voltage is amplified by an opamp internal to the IC, which is part
of an inverting amplifier configuration together with two external resistors provided by the
user. The IC extracts the bit information from the frequency modulation and transmits it
serially to uC via the data line.

4. Effect of transients on data reception

The effect of transients for the FDX protocol has been discussed in (Vuza et al., 2009). A
similar analysis may be carried for the HDX protocol. Consider a circuit described by the

linear system
% =SX(t)+Y(t) 3)

where X(t) is the state vector and Y(¢) is a periodic input. In most cases we may assume that
Y is continuous but we may also allow for a discontinuous input such as a square wave. In
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the latter case we shall assume that Y is integrable on each finite interval, that X is
continuous and almost everywhere derivable, and that (3) holds almost everywhere; the
periodicity of Y will be understood in the sense that there is T > 0 such that Y(t + T) = Y(¢)
almost everywhere in ¢, each such number T being called a period of Y. Assume that the
circuit is stable, that is, the characteristic roots of matrix S have strictly negative real parts.
There is a unique periodic solution Xp(t) for (3), which we shall call the periodic solution for
input Y. The general solution of (3) is the sum between Xp and a solution of the
homogeneous system

dx(t) _

T SX(t). 4)
The existence and uniqueness of the periodic solution are readily established. We consider
here only the case when Y is not constant, the proof being easily adapted to the other case.
Since Y is periodic and not constant, it has a smallest period T such that any other of its
periods is a multiple of T. Let X be any solution of (3); such a solution always exists, for
instance the one given by X(f)= exp(St)J.;exp(—ST)Y(T)dr. The matrix exp(ST) - I is
invertible as S is stable (I being the identity matrix). The function

X, (t) = X(t) +exp(St)(exp(ST) 1) (X (0) - X(T))

is also a solution of (3) satisfying Xp(0) = Xp(T). As Y has the period T, the function X(t) =
Xp(t+T) is again a solution of (3). Hence X3(f) = Xo(f) - Xp(t) is a solution of (4) that
vanishes at t = 0. But such a solution must vanish everywhere; hence Xp must admit T as a
period. Let now Xp; be another periodic solution of (3) and let T be its period. Since T is
also a period for the derivative of Xpy, it follows from (3) that it is a period for Y; hence T
must be a multiple of T and therefore a period for Xp. Consequently Xp(f) - Xp(t) is a
solution of (4) with period T». But since S is stable, all solutions of (4) must approach 0 as ¢
goes to infinity, implying that the mentioned periodic solution must vanish identically
and hence Xp> = Xp.

Consider now two periodic inputs Y1, Y> (possibly with different periods) and let Xp1, Xp> be
the respective periodic solutions. Suppose that up to moment ty, the circuit received input Yy
and its state vector evolved according Xp;. At ty, the input changes from Y7 to Y. How the
state vector will change? After to, the state vector can be written as the sum of the periodic
part Xpy(f) and a transient part TR(f) that is a solution of (4) uniquely determined by its
initial value at fo. The latter value is in turn determined by imposing the continuity of the
state vector at tp, expressed by the equality Xpi(ty) = Xpa(t)) + TR(to). Since, because of
stability, every solution of (4) tends to O for large values of f, it follows that as times goes
past to, the state vector will approach the periodic solution Xp; for input Y>. Thus, the change
of input at moment t results in changing the evolution of the system from one periodic
solution to another, but has also the side effect that a transient solution will manifest itself
for some time after the change. The time constants of these transients are determined by the
characteristic roots of S. As well known from Laplace transform theory, if one is interested
in the time constants of the transients that affect an output of the system, one has to look for
the roots of the denominator of the transfer function from the driving input to that output
and take the inverses of the real parts of those roots, provided that the degree of the
denominator equals the order of the system.
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YTAP \—

Fig. 6. Model for studying the effect of transients

We apply the above remarks to the case of the HDX reader of section 3. The inverting input
of the opamp internal to the decoder IC is a virtual ground. Hence one may use the
simplified schematic of figure 6 for analyzing the transients that are induced whenever the
tag switches from a frequency to another during data transmission to reader. In this
schematic, Rs is the total resistance in series with the antenna, which in this case is the series
combination of R4 and Ry in figure 4. Let Z4 be the impedance seen by the reader antenna.
According to (2), the antenna current is given by

kL,L,sV,(s)

I.(s)= .
4(9) (L,s+Z)L,s+Z,)—KkL,L,s’

©)

We consider the case of weak coupling, as in real situations values around 0.01 for k are
common. It is therefore reasonable to approximate the above formula by

_ kyL,L,sV,(s)
L) = vz s+ Z) (©)

The tap voltage equals the above current multiplied by the parallel impedance of Ca and Rp.
Define the series quality factor Qs = Lawc/Rs and the parallel quality factor Qp = RpCawc,
where @c = 27fc and fc is the nominal frequency to which the antenna is tuned. Introducing
also the normalized Laplace variable x = s/ oc, we have for the tap voltage

VTAP(S): P K LALTSVT(S) ’ (7)
(s / @) (Lys + Z,(s))

where P,(x)=x"+(Q;' + Q' )x + Q,'Q;" + 1.
When the tag changes frequency, Vrap will be affected by transients whose time constants
are computed by finding the roots of the denominator of the transfer function in (7).
Specifically, for any such root sp, =1/ Res, will be the time constant for a transient. In the
limit of weak coupling, the denominator is the product of two factors, one of them
depending exclusively on the tag and the other depending only on the reader antenna
circuit. The reader designer has no control over the first factor and may only assume that the
time constants related to it have been taken care of in the adequate way by the tag producer.
The reader designer shall therefore take care of the time constants related to Pa(x) and
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ensure that the corresponding transients will be short enough in order not to disturb the
data decoding. Provided that ‘Q;l - Q;.l‘ <2, which is usually the case, the roots of Pa(x) will
be complex conjugated and will produce the time constant 2(Q;' +Q;')" /..t is
reasonable to ask that the 90% - 10% decrease time of the corresponding transient, equal to
2.2 times its time constant, should be less than half of the shortest duration Tp of a bit. It
results that the following inequality should be imposed on the quality factors:

L0 44

SrQE ®

During the charge phase, the opamp of the decoder IC will be saturated because of the high
voltage at the tap point and its inverting input will no longer function as a virtual ground.
Protection diodes at the inverting input prevent the opamp to be damaged by the high
voltage. In order not to exceed the current rating of the diodes, it is advisable to choose a
high value for Rp, resulting in a high Qp. Inequality (8) will then be satisfied if we impose
nfcTs/4.4 as an upper bound for Qs. In the case of HDX protocol, Tp equals 16/fc so 11.4 is
an upper bound for Qs.

Let us compare the above situation with the case of the reader in figure 4 working in FDX
mode. Now the voltage source Vr is on the reader side as in figure 1 and the tag transmits
data by modulating the load Zr. The voltage at the tap point is obtained with the aid of (1):

_ (Lys + Z,(s)V, (s)
P/ @ )(Lis+Z,(s) - K’La's*(Q, +5 / @)

VTAP (S) (9)
where Pa(x) is as above. In the limit of weak coupling, the denominator is again
approximated by the product of two factors, one determined by the tag and the other by the
reader. Transients occur when the tag changes the value of Zr. Similar considerations as
above lead to the upper bound nfcTp/4.4 for Qs, where this time T is the shortest bit
duration for the FDX protocol. The latter is in general two times larger than the bit duration
for HDX, resulting in a two times higher upper bound for Qs.

The current for a tuned antenna circuit is given by

1 =Ve Qe
R, Lo,
A higher antenna current means that the tag can be at a larger distance from the antenna
and still receive the amount of power required for the activation of its internal circuits.
Higher Qs means a higher antenna current. Since the upper bound on Qs is higher for FDX
compared with HDX, it makes sense to use a lower Rs for FDX. This is the reason for using
the resistor Russ in figure 4. When the reader works in FDX mode, transistor Ms is cut off,
Ryms does not play any role and Qs is determined by Ra, adjusted to fulfill the upper bound
for Qs in the FDX case. In the charge phase of HDX, Ms is also cut off and the current is
again determined by Ra. Choosing the minimal allowed value for the latter would ensure
the largest possible activation distance for the HDX tag. Finally, during reception of HDX
data, Ms is turned on and Rys is now in series with Ra, lowering thus Qs in order to agree
with the upper bound for HDX. A mean for increasing the antenna current without
exceeding the upper bound for Qs is to decrease Ls, with simultaneous decrease of R4 (to
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maintain the same Qs) and increase of C4 (to maintain the tuning). However, the reader
designer should be aware that, as shown by (7), decreasing La while maintaining the quality
factors constant would decrease the tap voltage and hence reduce the signal received by the
decoder. It is to be observed that in the FDX case, the modification in question does not
change the tap voltage and the signal received from the tag at all, as proved by (9).

5. The principle of low coupling approximation

We have seen above in passing from (5) to (6) that, in the limit of low coupling k, the transfer
functions conveniently factor into a product of three terms, namely a transfer function that
depends only on tag parameters, a transfer function that depends only on reader parameters,
and the constant k\/L,L, . This is in fact a consequence of a general principle that we state and
derive in this section. In section 7 we shall have another opportunity to apply it.

Consider the interaction between the reader antenna and an HDX tag as represented in the
upper left side of figure 7. The principle of low coupling approximation states that in the
limit of low coupling k, the tag may be replaced with a voltage source in series with the reader
antenna coil, the Laplace transform of the voltage produced by that source being given by

k\L,L,sV,(s)

(10)
Ls+Z,

For the derivation we start by replacing the coupled coils L4 and Lt by the equivalent circuit
consisting of the leakage inductance (1 - k?)Ls, the magnetizing inductance k2L4 and the
ideal transformer with voltage ratio k\/L, /L, :1.
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Fig. 7. Steps in deriving the principle of low coupling approximation
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In the second step we reflect to the left of the transformer everything found to its right. In
this way the voltage source Vr gets multiplied by the transformer voltage ratio, the
impedance Zr gets multiplied by the square of the latter ratio, and we get rid of the
transformer. In the third step we replace that part of the circuit enclosed in the rectangle by
its Thevenin equivalent, consisting of a voltage source in series with an output impedance.
In the original circuit we had a voltage source in series with a voltage divider formed by two
impedances k2L4 and k2(La/L1)Zt. The new voltage source produces the voltage at the open-
circuited output of the voltage divider, while the new output impedance is the parallel
combination of the impedances forming the divider, and hence equals k2 times the parallel
combination Zp of L and (La/L7)Zr.

All transformations so far were equivalent transformations and no approximation was
made. The low coupling approximation comes at this final step, and consists in replacing,
for low k, (1 - k2)La by La and ignoring k2Zp. In this way we arrive at the approximate circuit
in the lower left side of figure 7.

6. Adding the HDX protocol to the FDX current-driven reader

As already mentioned, the tap point connection is no longer available in the current-driven
reader. The voltage-driven reader is connected via a three-wire cable to the end points and
to the tap point of the antenna circuit, while the current-driven reader is connected via a
two-wire cable only to the end points of the antenna circuit. Consequently, a different HDX
topology is needed for the current-driven reader, which is presented in figure 8.
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Fig. 8. Adding the HDX protocol to the current-driven reader

One remarks first that the newly added part of the schematics is connected to the existing
part via two MOS transistors with low on-resistance. The transistors have their sources tied
together with their parasitic diodes back-to-back so that the unwanted conduction through
them is eliminated. The reader is powered from a positive source VCC and a negative
source VSS. The voltage present on the antenna, which is sensed by the reader for decoding
the data sent by the tag, is confined to the range from VSS to VCC. Therefore, in order to cut
off both transistors, it is enough to apply the most negative voltage VSS to their gates tied
together. For this reason, unlike to the voltage-driven reader where the gate of the MOS
switch can be driven directly by uC, a gate driver is needed here to provide the positive
voltage for turn on and the negative voltage for cut off. When the reader works in FDX
mode, the transistors are cut off so that the HDX part of the schematic is isolated and plays
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no part. The transistors are also cut off during the charge phase of the HDX protocol, when
the reader drives the constant amplitude current at the nominal frequency fc through the
antenna. At the end of the charge phase, the reader stops driving the antenna and turns on
the MOS transistors; since the current source presents high impedance to the antenna circuit,
the latter is now closed through the transistors. The voltage induced by the tag on the
antenna is amplified by the opamp connected in the inverting configuration, with a much
higher gain than in the voltage-driven case since now we lack the amplification that was
provided by the tap point. There is a high pass filter at the output of the opamp, with the
purpose of eliminating any DC component in the signal; such a DC component may occur
because the high gain that is used may amplify any non-ideal characteristic of the opamp
such as input offset voltage.

There are now two options for decoding the amplified and filtered signal. One of them is to
use the same decoder IC as in figure 4.
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Fig. 9. Analog to digital interface for a bit decoder

Another option is to build a custom decoder that splits the task of data retrieving between a
hardware part, built with discrete components as in figure 9, and a software part, included
in the uC program. The input is limited by diodes D1 and D2 and then shifted by the high
pass filter formed by RFILT and CFILT to an AC voltage with a DC component equal to the
reference provided by voltage source VCC/2. The output of the filter together with the
reference voltage is applied to the comparator. Shifting the AC voltage is necessary since the
comparator admits only positive voltages at its inputs. The output of the comparator is a
square wave whose frequency toggles between two values, as determined by the tag. This
signal goes to an input line of uC, which is connected to an internal timer. The timer is
programmed to run at a certain frequency, 24 MHz in our case. Each raising transition on
the input line causes the value of the running counter of the timer be stored in a register and
then the counter be reset. At the same time, the transition triggers an interrupt to uC. The uC
interrupt routine reads the value of the register and stores it in memory. After the whole
record is stored, the uC uses the stored values as estimates of the period of the signal
coming from the tag and divides the record into intervals of high, respectively low
frequency, according to whether the values are below, respectively above a certain
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threshold. Ideally, an interval of high frequency containing N values should correspond to a
sequence of exactly N /16 zero bits in the tag response. In practice, there are errors caused by
noise, so that correction algorithms should be used. The performance of these algorithms is
one of the factors on which the reading distance depends. This is one reason for preferring
the custom-built decoder to the decoder IC: the latter is a black box to the reader designer
and one has no control over its internal decoding algorithms.

7. Using the gain-bandwidth product in the equalization of HDX bit
amplification

Because the reader antenna circuit is tuned to the resonant frequency fc, the two signaling
frequencies used by the tag may induce voltages whose amplitudes differ in a significant
way. Consider the transition between a zero bit and a one bit. The zero bit is transmitted at
the resonant frequency fc of the antenna circuit and hence the resulted signal at the reader is
of high amplitude. The tag then shifts to the lower frequency frow that is outside resonance,
resulting in a signal of lower amplitude. The transients that are triggered by the transition
have a frequency close to fc and in general start with an amplitude close to that of the signal
before the transition. If the signal after the transition has significantly lower amplitude, the
transients will have a greater chance to disturb the decoding of the latter signal (figure 12);
this effect is especially manifest at higher reading distances when the whole signal is weak,
imposing thus a limitation on the reading distance if not taken care of properly.

We present a method for equalizing the bit amplification based on the one-pole model of the
opamp and the related gain-bandwidth product (Gray & Meyer, 1993). The one-pole model
assumes that the transfer function between the differential voltage at the input and the
voltage at the output of the opamp is given by

A

1+°
P

A(s) =

(11)

By definition, the gain-bandwidth product is the product between the DC gain Ag and the 3
dB frequency p1/2r. Consider the opamp in the inverting configuration as in figure 10.
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Fig. 10. Inverting amplifier

Assuming that there is no current into the inverting input, the current law gives (V; -
Vx)/Z1 = (Vx + A(s)Vx)/ Z». Solving for Vo = -A(s) Vx gives, taking into account (11),
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Because Ay is in general high, we may neglect 1/A in the above formula. Using the notation
acp for Agpy, that is, 2 times the gain-bandwidth product, we obtain
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Let us again consider interaction between reader and tag represented in the left side of
figure 11 in the limit of weak coupling, in which situation we may apply the approximation
principle of section 5 and replace the tag by a voltage source with Laplace function (10) in
series with the reader antenna, as in the right side of figure 11. We may then use (12) in
which we set Z; = Las + Rs + 1/Cas and Z; = Ry, where Rs denotes the total resistance in
series with the antenna, that is, R4 in series with Ry in figure 8.
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Fig. 11. Replacing the tag by the equivalent source in the limit of weak coupling
The output voltage Vour can be written as the product between the voltage Vr of the source

in the tag and the gain functions Gr and Gg, with the remark that the dependence of s = jo
had been moved from the numerator of (10) to the numerator of Gg:

VOUT = GRGTVT 4
) k{L,L, o,
G, (jo) = Liorz '
O+ Z,
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We want Vour to have the same amplitude for @ = oc and ® = @wrow (= 27frow), which
translates into the equality of absolute values | Vour(ac)| = | Vour(orow) |- We assume that
Vr keeps constant its amplitude when switching between wc and wrow, hence | Vr(ac)| =
| Vr(orow) |- We also assume that by design, the quality factor of the tag is low enough to
neglect the variation of the absolute value of Gr when ® varies around wc; however, we still
have to consider the variation with frequency of the factor s = jo in the numerator of (10)
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whose presence accounts for the magnetic coupling and for this reason we have moved it to
the numerator of Gr. We now make the following approximations for Gg. First, since o takes
values around wc and we shall assume @cp much larger than wc, we may neglect the term
Lijo/w@cp in comparison with La. Second, the required high gain asks for a resistance R»
much higher than Rs, so that we may neglect Rs in the sum Rs + Rz. We arrive at following
approximation of the gain Gr

G - - R,jo [/ @,
(LA+ 2 Jja)+Rs+

GB

(13)

1
+ .
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in which the inductance La appears as augmented by the quantity R»/@cs, Rs as augmented
by 1/Camcs while the capacitive term 1/Cajo is not changed. Consequently, the resonant
frequency of the compound circuit antenna plus amplifier appears as diminished with
respect to the nominal resonant frequency fc of the antenna circuit. We now have to
determine R; so that the two signaling frequencies fc and fiow employed by the tag are
equally amplified by the above transfer function. This brings us to the general problem that
given a transfer function of the form jo/Z(j®), where Z(jo) = j(Lo - 1/Cw) + R is the
impedance of a series LRC circuit, find the condition for two frequencies w1, > to be equally
amplified by the function, that is, |@1/Z(jo1)| = |w2/Z(joz)|. If we had not jo in the
numerator, the condition would be, as well-known, w12 = @, = 1/LC, @, being the resonant
frequency of the LRC circuit. However, because of that numerator, the condition is here
different and to find it we start by squaring the moduli and inverting the fractions, which

leads us to
2 2 2 2
L- 12 +R—2: L- 12 +R—2.
Co, , Co, ,

Then some straightforward algebra gives the required condition as
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where Q = Lw,/R is the quality factor. Applying the above condition to (13) yields for the

choice of R
L 1 2 2
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where Qs = Lawc/Rs is the quality factor of the antenna circuit. For the present choice, the
amplifier gain is reduced from its maximal value of R»/Rs corresponding to an infinite gain-

bandwidth product, to the value
2\-1/2
R2 1 +( R2 a)C }
R'S R'S wGB
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where R's = Rs + 1/Cawcs. In our design we use the LT1224 opamp for which a gain-
bandwidth product of 45 MHz is specified. For L4 = 1 mH and Qs = 21, (14) gives a
resistance of 25.4 KOhms and an amplification of 294. The results in figure 12, based on a
simulation to be described in section 9.1, make use of these values and confirm the
theoretical prediction; truly the employed Qs is in excess of that recommended by (8) but it
was nevertheless used in order to clearly display the effect of inequal bit amplification that
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Fig. 12. Left: unequal amplification of bits. Right: equalization of bit amphﬁcatlon. Upper
traces show voltages Vour, lower traces show transients. Frequency transition at 500 us.

8. A simulator for FDX and HDX tags

Why do we need simulators? Because, during the development of a reader, we may need to
generate in a systematic and reproducible way situations that with real transponders occur
only randomly and unpredictably. Such a need may arise in connection with the following
tasks: testing the system response (antenna plus reader) to signals from tags; testing the
behavior of demodulation hardware and decoding software of the reader; generating test
data for the information system in which the reader is to be integrated.

The first author’s work on simulators started in collaboration with Frosch Electronics (Vuza
& Frosch, 2008; Vuza et al., 2009) and responded to the need of simulating a forthcoming tag
not yet available by the time when a reader had to be developed. It continued with the work
(Vuza et al, 2010a) that presented the general principles of a multifunction simulator
intended for both FDX and HDX tags and realized as a stand-alone PC-configurable device.
The simulator covered the case of “transponder talks first” (TTF) tags, meaning tags that
transmit data as soon as they are powered by the reader, which is opposed to the “reader
talks first” mode, where the tag transmits only in response to a command from the reader.
The simulator described here was presented in (Vuza et al., 2010b) as a further elaboration
of the preceding one. It is based on the AT91SAM7S64 micro-controller (uC), which
provides the signal and data processing capabilities for the communication both with the
reader to which it simulates the tag, and with a standard PC for the purpose of
configuration. In our application, the software programmed into uC addresses the
simulation of tags compatible with the FDX transponder EM4102 (EM Microelectronic-
Marin SA, 2005) and the HDX transponder TIRIS (Texas Instruments, 2003). Of course,
many other cases can be addressed by programming the adequate software. We start by
describing the functioning of the analog part. With reference to figure 13, FDX/HDX,
FREQMOD and LOADMOD are inputs from uC while CLOCK is an output to uC. As it will
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be indicated below, the antenna circuit should be tuned to the nominal FDX frequency in
order to achieve the maximal amplitude of the baseband signal decoded by the reader. One
sees that the resonance capacitor CS is not connected directly to ground but to inverters
INV1 and INV2. Their role will be explained in section 8.2 on simulation of HDX
transponders.
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Fig. 13. Schematic of the analog part of the simulator

The output of INV1 is tristateable and the input and tristate pins are connected together. For
load modulation, RM is switched in and out by transistor Q1. D1 prevents inverse current
through Q1. Attached to the antenna circuit is the circuit that converts the RF signal from
the reader into a digital clock. When the reader antenna is powered, an RF voltage is
induced in the simulator antenna circuit. This voltage, which has a zero DC component, is
limited by diodes D2 and D3 and then shifted by the high pass filter formed by RFILT and
CFILT to an RF voltage with a DC component equal to the reference voltage provided by R2,
R3 and Q2. The output of the filter together with the reference voltage is applied to the
comparator. Shifting the RF voltage is necessary in order to use a single power supply: if the
original voltage was fed to the comparator, the latter would have needed a positive and a
negative supply. The comparator converts the shifted RF voltage into a square wave, which
is fed to an internal counter of uC; R5 is a pull-up resistor needed by the comparator. An
internal timer based on the uC clock generator is used for measuring the frequency of the
square wave. If the latter matches, with a certain tolerance, the frequency imposed by the
standard (either 125 KHz or 134.2 KHz), an optical indicator is activated for signaling the
presence of RF power from the reader. The square wave is also used by uC as a clock for
synchronizing the data transmission with the reader RF signal, as described in the next
section.

8.1 Simulation of FDX tags

When simulating FDX tags, the lines FDX/HDX and FREQMOD are driven high by uC. In
this situation, the output of INV1 is active and, through it, the pin of the resonance capacitor
is connected to ground. The uC waits for the RF signal from the reader that is supposed to
power the tag. As soon as this signal is detected by the procedure explained above, the
simulator starts the data transmission, which lasts as long as RF power from reader is
maintained.

Transmission is achieved with the aid of load modulation and uC can be programmed to
use one of several bit-encoding schemes, among of which Manchester and Biphase (figure
14). As an example, let us explain how data is transmitted using Manchester encoding. A bit
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consists of 64 cycles of the reader RF signal. As we have seen, the latter is converted to a
digital signal that clocks an internal counter of uC. The counter is programmed to reset
automatically after each 64 clocks. The hardware is also programmed to do two things when
the counter reaches the 32-th clock after each reset. First, it toggles the LOADMOD line,
creating thus the transition in the middle of the Manchester bit. Second, it triggers an
interrupt to the uC program. The interrupt routine will program the hardware to either set
or reset the LOADMOD line by the time when the counter would reach the 64-th clock,
according to whether the next bit to be sent is one or zero.

DATA 1 0 1 1 1 0 0 1
MANCHESTER | | | | | | | |
BIPHASE

Fig. 14. Methods of bit encoding. Traces show the digital signal on the LOADMOD line.
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Fig. 15. Interaction between current-driven reader and simulator

We indicate now why it is necessary to tune the antenna circuit to the frequency fc. In figure
15 we show in a simplified way the interaction between a current-driven reader and the
simulator in FDX mode. Load modulation is achieved by switching in and out resistor Ry. L,
R and C are the parameters of the antenna circuit of the simulator, M is the magnetic
coupling between the reader and simulator coils and R; denotes the lumped input resistance
of other circuits attached to the antenna circuit. It was shown in (Vuza et al., 2010a) that the
maximal signal amplitude that can be achieved at the reader by synchronous demodulation
of the load modulation is given by

I,M*a}|R, - R,|

(15)
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where we have set A=1-LCa&?, R1 = Ryand R, = R;| | Rm. We see that a higher amplitude is
achieved when A =0, that is, when the antenna circuit of the simulator is tuned at fc.

Figure 16 shows the baseband signal decoded by the reader and representing a sequence of
Manchester encoded bits sent by the simulator. For comparison the baseband signal
received from a real tag is shown. One may remark the similarity between them.

Fig. 16. Upper: baseband signal from simulator in FDX mode retrieved by reader. Middle:
digital signal on simulator LOADMOD line that generated the upper trace. Lower: baseband
signal retrieved from an FDX tag.

8.2 Simulation of HDX tags

For HDX tags the simulator has to reproduce the two steps of the process: charge and
transmission. For the charge step, the simulator only has to detect the start and the end of
the reader RF pulse, as it has its own supply and does not need to store energy from the
reader. The detection is accomplished with the procedure described in the introduction to
section 8. During this procedure, the FDX/HDX and FREQMOD lines are set as in section
8.1. As soon as the end of the charging pulse is detected, the FDX/HDX line is driven low by
uC. This has the effect of putting the output of INV1 in the high Z state. The antenna
resonant circuit is now driven by the output of INV2 and becomes a transmission circuit.
RLIM has the role of limiting the current supplied by INV2. The value of RLIM is typically
ten times that of RS. This explains why INV1 had to be used: if current limitation would be
achieved with RS instead of RLIM, then the amplitude of the baseband signal decoded by a
reader when receiving from the simulator in FDX mode would be substantially reduced as
one may see from (15). Hence RLIM is shorted out by INV1 when the simulator works in
FDX mode and the only resistance left in the antenna circuit is represented by the resistance
of the antenna coil together with RS. The latter is added in order to damp the transients that
otherwise could have deleterious effects on the data decoding at the reader, as discussed in
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(Vuza et al, 2009). Data is transmitted with the aid of frequency modulation. The
FREQMOD line is driven by an internal uC timer that generates a digital signal of
programmable frequency. Besides driving the FREQMOD line, the timer is also
programmed to clock a uC counter. The latter is set to trigger an interrupt every 16 clocks.
The interrupt routine programs the frequency (fc or frow) of the timer that will be in effect
during the next 16 clocks, according to the value (0 or 1) of the next bit to be sent. In
agreement with the description in (Texas Instruments, 2003), the uC has to use the following
data format in order to simulate a HDX tag of TIRIS type: 16 leading zero bits, a start byte
equal to 0x7F, 64 data bits, 16 CRC bits, a stop byte equal to 0x7F, 16 trailing zero bits.

8.3 Connectivity

The data to be transmitted to the reader is stored in the internal non-volatile memory of uC.
Therefore the simulator is a stand-alone device. However, for the purpose of configuration,
the simulator can be connected to a PC. The configuration process allows the modification of
the data to be sent to the reader, the choice of protocol (FDX or HDX) and, in the FDX case,
the choice of bit encoding (Manchester or Biphase). The communication between the
simulator and the PC is achieved either via the R5232 serial link or the USB link. The latter
takes advantage of the USB transceiver embedded into the uC. The simulator may be
powered from a battery or from the USB port when connected to a PC.

8.4 Applications

The simulator is a useful device for the process of customization and tuning the RFID
hardware and software as it allows doing things that would be difficult or even not possible
with real tags.

The two kinds of tags considered here, FDX and HDX, are typically used in access control
and animal identification. They transmit to the reader data consisting of several fields that
will be used as keys in databases containing information about the identified subject. The
simulator offers a quick way to test the functioning of the database system for arbitrary
values of the data fields, without the need of disposing of large collections of pre-
programmed tags.

Another application is simulating anomalous tag behavior. During the realization of their
joint work, the authors of (Vuza & Frosch, 2008) observed that some FDX tags have the
tendency to skip some cycles of the reader RF signal during data transmission. A
Manchester bit would then appear to the reader as containing, for instance, 65 RF cycles
instead of the nominal 64. A well-designed decoding algorithm in the reader should be able
to handle this situation. The simulator may be programmed to skip cycles on purpose in
order to test the behavior of the reader decoding algorithms.

Finally there are the important applications of the simulator to the study of transient effects
and of equality of bit amplification, to which we dedicate the next section.

9. Usage of simulators in studying the effects of transients in the HDX
protocol

In testing a HDX system, it is important to find the behavior of the combined system reader
plus antenna in response to the transition from one frequency to another. Consider the
interaction between reader and HDX tags as presented in figure 11. The schematic is that of
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a linear system whose input is the voltage source Vr internal to the tag and the output is the
analog signal VOUT that is to be taken by the reader for further processing. Assume that up
to moment fy, Vr produced a square wave of frequency f;, to which the system responded
with a steady-state periodic signal of the same frequency at the output. At to, Vr switches to
a new frequency f,. Recalling the discussion in section 4, the output will be the sum of two
parts after the transition: the new steady-state response corresponding to the new input and
the transients induced by the frequency change. The transients vanish gradually so that the
output is evolving towards the steady-state response. The problem for the reader designer is
to ensure that the transients would vanish quickly enough in order not to disturb the bit
decoding. Observing the frequency transition is not easy on a scope, as the frequency
difference is rather small compared to the nominal frequency. Generated transients make
the transition gradual and because of this it is difficult to estimate when the transition
actually started; not having access to the interior of the tag implies not knowing the moment
when the tag changed the frequency. For these reasons it is more convenient to use
simulators rather than tags in assessing the effects of transients in the reader design. The
method we propose for visualizing the transient relies on the following considerations. Let
VIN12 be the input consisting of a square wave of frequency f; before ty and of a square wave
of frequency f> and of same amplitude after to. Let VIN; be the input consisting of a square
wave of frequency fo and of same amplitude as VINi; and let VOUT1,, VOUT; be the
respective outputs of the system corresponding to the defined inputs. Then the transient in
the system response induced by the frequency change can be obtained as the difference
between VOUT;; and VOUT,, provided one condition holds: VINi; and VIN, must be
aligned so that they overlap after fy, that is, VIN12(f) = VINy(¢) for t > t, (figure 17).
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Fig. 17. Alignment of input signals VIN1, (upper) and VIN; (lower) fed simultaneously to
identical copies of the system

9.1 Watching transients with the aid of a PSpice simulation

We may dispose of two identical copies of the system, which are fed simultaneously with
the inputs VINy2 and VIN». This is the principle on which relies the PSpice simulation that
we propose as a CAD tool to be used during reader design. Its aim is to provide a graphical
display of transients, allowing thus to estimate their duration and magnitude and to assess
their effects on the received signal. The two copies of the system are produced with the aid
of PSpice hierarchical blocks in order to avoid duplication of the schematic: any
modification to the schematic is automatically reflected in both copies. The blocks are fed
with the inputs VINi2 and VIN,. The outputs go into a difference block that isolates the
transient from the output VOUT, by subtracting the steady-state response VOUT,. We
illustrate the above method with the simulation that was used for producing the results on
equalization of amplification of HDX bits presented in section 7. Figure 18 shows the



RFID Readers for the HDX Protocol - A Designer's Perspective 249

schematic of the composite system reader plus tag. The tag is represented on the right side
as a tuned antenna circuit driven by the voltage present at the input port. A current-driven
reader is represented on the left side and consists of the tuned antenna circuit and the
amplifier, which produces the signal available at the output port.
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Fig. 18. Schematic of the composite system reader-tag used in simulation
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Fig. 19. Simulation of transients in the composite system

The amplifier is based on an opamp connected in the inverting configuration. Two gain
blocks and an RC low-pass filter are used for simulating an opamp with a DC gain of 100000
and a gain-bandwidth product of 45 MHz. The reader and tag antennas are magnetically
coupled, with a coupling constant k = 0.01. Figure 19 shows the schematic of the simulation.
The two copies of the system are represented by the hierarchical blocks RT1 and RT2. The
input to RT1 consists of a square wave of frequency fc up to time #, and of a square wave of
frequency fiow after to; the two square waves are combined into a single signal with a
summing block. The input to RT2 consists of a square wave of constant frequency frow.
Delays TD are used in order to properly align inputs RT1 and RT2 as in figure 17. The
difference block used for isolating the transient is followed by a multiplication block. The
purpose of the latter is to eliminate the part of the graphical display of the transient that
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precedes the transition time to, as it has no meaning for the simulation. The equal bit
amplification seen in figure 12 is achieved by choosing R2 according to formula (14). If the
RC filter is removed from the opamp schematic, the gain of the amplifier does no longer
depend on frequency and the frequency dependence of the overall gain is set by the antenna
circuit. In this situation one obtain the unequal amplification seen in figure 12.

9.2 Watching transients with the aid of the tag simulator

In practice we may not always dispose of copies of the system and much less of identical
copies. We may however successively feed the inputs VINy2 and VIN; to the same system
and make use of time invariance. Suppose that we first feed VIN;, that was described above
and with the aid of a recording device such a scope, we take a record of VOUT1,(t) in the
interval from fy - a to fop + b. Then at a later time we feed VIN, and we take a record of
VOUT;(¢) in the interval from t; - a to t; + b. We do not assume that the alignment condition
of figure 17 holds, which was meaningful for the case of inputs fed at the same time to
identical systems. Instead, we assume the equality VIN1(t) = VINy(f + t; - to) is satisfied for
each t > ty (figure 20). If we define the time displaced input VINap(f) = VINa(f + 1 - fo), then
VIN12 and VINop satisfy the alignment condition of figure 17 and hence the difference of the
corresponding outputs VOUT1; and VOUT2p would produce the transient we look for. By
time invariance, VOUTap(f) = VOUTx(t + # - to). Consequently, the transient is obtained as
the difference VOUT1a(t) - VOUT,(f + t; - tp) between the records taken by the recording
device.

T0-a TO TO+b 'ma_l_l_l_l_"ﬁ_'_l_l_';lrb
Time
lam = - o o

Fig. 20. Upper: input signals VIN12 and VIN2 fed one after the other to the same system.
The traces above the signals show the trigger provided by the simulator. Lower: signals
superimposed for displaying overlap condition

One has still to ensure that the device would use the recording intervals (¢ - a, to + b) and (t
- a, t; + b) which are properly aligned with respect to ty and t;. For this purpose, our
simulator provides a separate output line that may be used as a trigger by the recording
device. In the first step of the recording process, the simulator produces the signal VIN1,
together with a raising transition on the trigger line at the moment fy when the frequency
changes. In the second step, the simulator produces the signal VIN, together with a raising
transition on the trigger line at some moment #; corresponding to a raising edge in VIN. If
the recording device allows computations with stored waveforms, one may use it for
displaying the transient as the difference between the records of VOUT, and VOUT,. Or
one may transfer the records on a PC and use CAD tools such as PSpice for displaying the
difference. Assuming that one uses a scope with memory and arithmetic capabilities and
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that one wishes to visualize the transient at the transition between fc and fiow, the algorithm

for displaying the transient would be the following.

e Set up the scope for displaying the difference between channel 1 and memory record on
the math channel.

e Set up the scope in single sequence (one shot) mode with trigger on channel 2 that
records the trigger signal provided by the simulator.

e Generate with the simulator a signal of constant frequency fiow, record the reader
response and store it to scope memory.

e  Generate with the simulator a signal of that changes frequency from fc to fiow and
record the reader response on channel 1.

e  The transient shows on the math channel.
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Fig. 21. Effect on transients on bit decoding. Upper traces: signal amplified by reader.
Middle traces: transient induced by transition (note that only the part that follows the
transition represents the transient). Lower traces: trigger at transition provided by
simulator.

In figure 21 we show the result of the application of the described algorithm to the study of
the effects of transients on data decoding. The onset of the frequency change is marked by
the raising transition on the trigger line provided by the simulator. Knowing the start time
of the new bit, one may precisely demarcate the bit interval which here is shown enclosed
between the vertical cursor lines. In the left side was recorded a transient of normal duration
and the bit was correctly decoded by the decoder IC. The right side shows a transient of
abnormally long duration produced by a reader antenna with a too high Q, which resulted
into incorrect decoding by the bit decoder IC. In figure 22 we show how the simulator may
be used for assessing the amount of equalization of bit amplification by the procedure
described in section 7.

9.3 A Low cost alternative for the tag simulator

In the case of readers that achieve bit decoding with a dedicated IC, a low-cost alternative
for the simulator is available, that may be used for testing system response and bit decoding.
The only hardware of the simulator consists of just a resonant antenna circuit to be plugged
in an output port of the reader (figure 23). In this case, the AT91SAM7S64 uC already
existent in the reader provides the software component (program) and hardware
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Fig. 22. Scope visualization of frequency transition generated with the tag simulator, after
application of equalization of bit amplification. Traces have same meaning as in figure 21.

components (timers and interrupts) needed by the simulator simultaneously with the
function of receiving the data from an IC specialized in decoding the answer of an HDX tag.
In other words, the reader is receiving the data simulated by itself, which saves the cost of a
stand-alone board for the simulator with its own controller, power and communication
components. Other hardware components such as the carrier detector are no longer needed,
as the reader knows of course the moment when the charge phase ends. In fact the only
purpose of such a “charge phase” is to inform the decoder IC that a new decoding phase is
to be started. Subsequently the reader uC starts driving the simulator antenna with a
preloaded bit pattern. As the simulator and reader antennas are magnetically coupled, the
bit pattern transmitted by the reader uC is received by the decoder IC, which sends the
decoded bits back to the reader uC. Thus, two tasks are simultaneously performed by the
reader uC - driving the simulator antenna and receiving the decoded bits, which is possible
by using the system of prioritized interrupts.
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Fig. 23. Simulation plug-in added for test purposes to the current-driven reader
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10. Conclusion

We presented two procedures for adding HDX functionality to an existing FDX reader,
together with some design issues that influence the reader performance. All these originated
in our joint work of developing and producing new readers. We applied the proposed
design procedures and tools to the development of an expanded version of the portable
voltage-driven proximity reader that is now able to read HDX tags up to 16 cm and of an
expanded version of the current-driven long-range reader that can read HDX tags up to 60
cm. In both cases, it was the tag activation, not the reception, which limited the reading
distance. The simulator here described, intended to assist the reader developer and the
system integrator, allowed us to conveniently perform test and tuning procedures that
would have been difficult or nearly impossible with real transponders.
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1. Introduction

RFID technology has received much attention both in industry and academia in recent years
and it is seen as the leading ubiquitous computing technology. A typical RFID system
consists of a reader, R, and a set of tags, (7;)1<;<y. The reader R is composed of a set of
transceivers and a powerful backend database. Each tag TJ; is a passive transponder
identified by a unique ID. However, the fact that RFID tags can be read without line-of-sight
results in security risks, especially in relation to the privacy of tag users. Therefore,
developing privacy preserving authentication protocols for low-cost RFID tags is a major
security challenge that needs to be addressed if RFID systems are to be widely deployed in
the coming years.

In previous research in this area the majority of authentication protocols use challenge-
response mutual authentication based on symmetric-key ciphers. In order to preserve
privacy, on receiving a challenge from a reader, a tag uses pseudonyms, which are the result
of using symmetric-key ciphers to process the secret key or ID, as authenticators to the
reader. The reason symmetric-key ciphers are used is that the hardware cost of existing
asymmetric-key ciphers is too expensive for low-cost tags. For example, ECC and RSA
require more than 40,000 gates, which are too large for low-cost tags in which only 200 -
2,000 gates out of 1,000 - 10,000 gates are available for security features (Juels, 2006). A
lightweight algorithm known as the learning parity with noise (LPN) problem was first
introduced in the HB protocol for human authentication by Hopper & Blum (2001). Juels &
Weis (2005) first employed the LPN problem in the HB* protocol for RFID authentication.
The simplicity and novelty of the HB* protocol has led to the proposal of other HB-related
protocols (Jr et al., 2010). Gilbert et al. (2008) introduced a simple but effective man-in-the-
middle attack against these types of protocols, in which the adversary can derive the secret
key of the LPN problem through modifying the tag’s response messages. This attack is
known as a GRS-MIM attack. In the Trusted-HB protocol (Bringer & Chabanne, 2008), a
universal hashing based message authentication code (MAC) is introduced to effectively
resist GRS-MIM attacks. Although cryptographic attacks to the Trusted-HB protocol have
been reported, they are impractical as they are too complex to implement (Frumkin &
Shamir, 2009). Meanwhile, in the F-HB protocol (Cao & O’Neill, 2011), the LNP problem is
first introduced to protect the forward privacy of low-cost tags. The operations in the LPN
problem involve the calculation of inner products of binary vectors and Bernoulli noise bit
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generation. Computing the binary inner product only requires bitwise AND and OR
operations that can be computed on the fly. Therefore the LPN problem is a hardware-
friendly primitive, and very attractive for low-cost RFID security. The most recent progress
in LPN-based protocols was reported by Kiltz et al. (2011). They introduced an
authentication protocol based on a variant of the LPN problem, known as the Subspace LPN
problem, and also proposed an efficient MAC construction based on the LPN problem.

The rigorous definition and modelling of privacy in RFID systems has also been
investigated in previous research (Avoine, 2005; Juels & Weis, 2007; Vaudenay, 2007; Ha et
al., 2008). This research differs in how they treat the adversary’s ability to corrupt tags and
their different privacy notions for corrupted tags. Compared to the general privacy notion
that only considers adversaries that are unable to corrupt a tag, forward privacy is a
stronger privacy notion because it also considers the privacy of a corrupted tag. Ma et al.
(2009) prove that the unpredictable privacy notion (Ha et al., 2008) is stronger than the
indistinguishable privacy notion (Juels & Weis, 2007), and that the unpredictable privacy
notion is equivalent to a pseudo random function (PRF). It can be observed that the majority
of existing forward privacy schemes (Ohkubo et al., 2003; Berbain et al., 2009; Billet et al.,
2010) are based on the indistinguishable privacy notion, and the F-HB protocol is based on
the unpredictable privacy notion.

Scalability must also be considered in forward private protocols based on symmetric-key
ciphers. In order to protect a tag’s privacy, before the tag is authenticated by the reader, it
must not reveal its identity (its secret key) to the reader. As a result, in order to locate the
identity of a tag, the reader must perform a brute-force search of all the tags to check all the
keys in its database. As the number of tags increases, this brute-force search will inevitably
lead to scalability problems. Existing research into scalability protocols are composed of
three categories. The first category comprises protocols that perform a brute-force search of
all the tags in the database (Weis et al., 2003; Ohkubo et al., 2003), the time complexity of
which is O(N), where N is the number of tags in the system. This method is only suitable for
systems with a small number of tags. The second category involves tree-based protocols
(Molnar and Wagner, 2004; Molnar et al., 2005), with a time complexity of O(log,N) where b
represents the branch factor of the tree. These protocols consider each tag as a leaf in a
balanced tree, and each tag needs to store [log, N]| secrets corresponding to the path from the
root to the tag leaf. The disadvantage of this method is that because this approach requires
that each tag stores correlated keys, the system privacy is weakened when an adversary is
able to corrupt at least one tag. The more tags that are corrupted, the more the privacy of
this system is compromised. The advantage of this method is that it supports dynamic
scalability, so that new tag entries can be easily added without affecting the operation of the
protocol. The third category of scalable protocols are hash-table based protocols (Henrici
and Muller, 2004; Dimitriou, 2005; Tsudik, 2006; Lim and Kwon, 2006; Le et al., 2007; Song,
2009; Alomair et al., 2010; Cao & O’Neill, 2011). These protocols require only constant-time,
0(1), running time to identify a tag. These protocols need to store pre-computed hash-tables
in the database associated with the reader. The reader uses pseudonyms from a tag as the
indices of the hash-table to match a value, realizing constant-time tag identification.
Compared to the tree-based protocols, hash-table based protocols need smaller storage on a
tag and maintain a constant response time even when the number of tags increases. The
disadvantage of these protocols is that the backend database needs a large storage to build a
hash-table. Although, it is assumed that in RFID systems the database possesses infinite
computational ability, from a practical viewpoint, all previously proposed protocols in this
category require unrealistic large storage, and lack dynamic scalability (Avoine ef al., 2010).
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In this chapter, building on previous work in this area, a novel scalable and forward private
authentication protocol, F-HB*, suitable for low-cost RFID applications is proposed. The
contributions are as follows. Firstly, similar to the F-HB protocol, the proposed protocol uses
an LPN problem and a pseudo random number generator (PRNG); however, a hardware
counter is introduced to the tag to enhance its desynchronization resistance, and the MAC
code generation based on the proposal of Kiltz et al. (2011) is more efficient than in the F-HB
protocol. Secondly, a new Re-Hash technique is presented to effectively reduce the storage
requirement of the hash-table over previous protocols. The Re-Hash technique is adapted to
support dynamic scalability and it is used to construct the hash-table required in the F-HB*
protocol. Thirdly, the security proof of the F-HB* protocol is derived under the standard
model. Overall, the proposed protocol features: (i) from the tag's perspective, low-cost
implementation and forward privacy; (ii) from the reader’s perspective, constant-time
scalability, small hash-table storage and dynamic scalability.

The rest of the chapter is organized as follows. In section 2, the mathematical definitions and
previous related work are introduced. In section 3, the Re-Hash technique is presented, and
how it can be adapted to include dynamic scalability is discussed. The proposed F-HB*
scheme with the Re-Hash technique is described in section 4. The unpredictable forward
privacy framework and security proof are derived in section 5. Section 6 presents a
performance evaluation and comparison results, while Section 7 concludes the chapter.

2. Preliminary

2.1 Mathematical definitions

Definition 1. LPN Problem (Hopper & Blum, 2001). Let Ber, denote the Bernoulli
distribution with parameter n € (0,1/2). A bit v < Ber, is such that Pr[v =1] =7 and
Pr[v = 0] = 1 — n, while an [-bit vector v « Ber,,, is such that each bit of v is independently
drawn according to Ber,. Let Hwt(v) denote the hamming weight of vector v. Let T be a
random (I X n) binary matrix, let x be a random n-bit vector, let n € (0,1/2) be a noise
parameter, and let v be a random [-bit vector according to Ber,,, such that Hwt(v) < nl.
GivenT,n and z = (T - x) @ v, find an n-bit vector y such that Hwt((T - y) @ z) < nl.

For a fixed n-bit string, k, let m;; denote the oracle returning an independent (n + 1)-bit
string according to the LPN problem:

{(a, (k- @) ® v)|a €g {0,1}",v < Ber,}. 1)

The following Lemma 1 upper-bounds the probability that an adversary predicts the secret
n-bit string k given some instances of oracle m ,, which implies that the two oracles,
and U, 4, are computationally indistinguishable, where U, ;,; denotes an oracle that returns
an independent uniformly random n + 1-bit string.

Lemma 1. Indistinguishability of LPN Problem (Katz & Shin, 2006). Assume there exists an
algorithm A making q oracle queries, running in time t, and such that

[Pr[A™n(17) = 1] — Pr[AVr+1(17) = 1]] > €. 2)

Then there is an algorithm B making O(q-e 2logn) oracle queries, running in time
0(t - ne~%logn), and such that

Pr[B™n (1) = k|k €g {0,1}"] = €/4. €)
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Definition 2. PRNG (Goldreich, 2001). A PRNG is a function g: {0,1}™ — {0,1}" that takes as
input an m-bit hidden seed and returns an n-bit string, where n > m. The output of the
PRNG is called a pseudo random number, which appears to be random. A (¢, €;)-secure
PRNG represents that the output of this PRNG cannot be discriminated with a true random
string in time ¢ with advantage at most €.

The PRNG can be implemented using stream ciphers such as those proposed in the
STREAM project (Cid & Robshaw, 2009) and a secure stream cipher is seen as a PRF (Billet ef
al., 2010).

Definition 3. Universal Hash Functions (Wegman & Carter, 1981). A family of functions
{h,:{0,1}" - {0,1}},y is called a strongly universal hash family if vx € {0,1}}, vy € {0,1}™:

Prlh,(x) =y] =27, @)
and Vx; # x, € {0,1}}, Vy,,y, € {0,1}™

Prlh, (x;) = y; & hy(x1) = y,] = 272" ©)

where any hash function is easily selected by u € U.

An (I x m)-bit Toeplitz matrix is a matrix for which the entries on every upper-left to lower-
left diagonal have the same value. Since the diagonal values of a Toeplitz matrix are fixed,
the entire matrix is specified by the top row and the first column. Thus a Toeplitz matrix can
be stored in (I + m — 1) bits rather than the (I x m) bits required for a truly random matrix.
For any (I + m — 1)-bit vector u, let T;, denote the Toeplitz matrix whose top row and first
column are represented by u.

Definition 4. Toeplitz based Universal Hash Function (Krawczyk, 1994). Let {T, },,cy be the
family of Toeplitz matrices where the (I + m — 1)-bit vector u is chosen at random, and z is a
random m-bit vector. Then the following is a strongly universal hash function family:

{hy () = (T, - ) @ z:{0,1} > {0,1}"} ey (6)

Meanwhile, according to the property in (5), the Toeplitz based universal hash function is
also a pairwise independent hash function (Naor & Reingold, 1997).

Definition 5. LPN based MAC (Kiltz et al., 2011). Let h,:{0,1}} - {0,1}™ be a pairwise
independent hash function, p(-) be a pairwise independent permutation on {0,1}}*m+n+w,
v « Bery,, s; € {0,1}, 7 €¢ {0,1}¥, and T € {0,1}"*™. Given a secret key ({s;}o<icm) hu»T)
and a message x, the LPN based MAC for the message, x, can be defined as:

MAC(S,h,TL’) (x) = p(Tr TT ) 3(}’) @ Ur T'), (7)

where y = h,,(x,7) and s(y) = 5o Dj.y[1)=1 5:(0 < i < m).

The verification steps of the LPN based MAC are as follows. Firstly, use p~1(-) to obtain
(T, z,7); if rank(T) # n, then reject. Secondly, use h, (x,7) to obtain y and s(y). Thirdly, if
Hwt (z aTT- s(y)) <n G + g), accept the MAC, otherwise reject.

One disadvantage of this MAC is that if the standard pairwise independent permutation
p(x) =axx+b (where a and b are random strings) is used, the computation for the
multiplier will be a bottleneck for the LPN based MAC (Kiltz et al., 2011). But it can be
observed that the function of p(-) prevents the adversary from directly choosing the input of
a MAC. The protocol proposed in this chapter solves this limitation by using a simplified
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pairwise independent permutation, p(x) = x + b, where a = 1. Another disadvantage is that
the key ({s:}(osi<m), hu, ) Tequires a large storage cost. The proposed protocol solves this by
using a PRNG that is able to generate successive random strings.

2.2 Related work

In this section, a brief introduction and analysis of previous research is presented. The most
relevant work for comparison is the hash-table based scalable and forward private
protocols. These protocols can be divided into two classes according to their methods for
generating pseudonyms. In the remainder of the chapter, the word “pseudonyms” is taken
to mean indices used to look up a hash-table.

In the first class of protocols, each tag stores a unique key, which can be used as the tag’s
authenticator to the reader. The pseudonyms are derived from this secret key, and the
pseudonym update method on the tag depends on a one-way secure hash function without
interference from the reader. In the first hash-table based protocol proposed by Weis et al.
(2003), on any query from a reader, a tag always replies with the fixed pseudonym of its
unique secret key. Therefore, it is vulnerable to tracking attacks and tag impersonation. In
the protocols proposed by Henrici and Muller (2004) and Dimitriou (2005), the tag’s
response comprises a pseudonym and an authenticator. Due to the fixed pseudonym used
between successful mutual authentications, these protocols fail to resist tag tracking. The
protocols proposed by Lim and Kwon (2006) and Tsudik (2006) also use a response pair. But
the pseudonyms in these protocols will recycle in a brute-force desynchronization attack, so
they fail to provide forward privacy.

In the second class of protocols, each tag needs to store two secrets, where one secret is used
as the tag’s final authenticator key and the other one is used to generate the pseudonym
chain. These protocols possess the advantage that pseudonyms are unrelated to the secret
key, but they use more non-volatile memory on the tag. The O-FRAP protocol was proposed
by Le et al., (2007) for RFID authentication under a universally composable framework and
provides forward privacy. It updates pseudonyms using the same method as in the first
class of protocols. The O-FRAP protocol constructs a hash-table using the output of a PRF
implemented by a PRNG. But it is difficult to validate that the output of a PRF possesses the
collision-free property. Two further protocols in this class (Song, 2009; Alomair et al., 2010)
require the help of the reader to update pseudonyms and send the updated pseudonyms to
tags, which does not relieve the burden on the tag and adds to the risk of desynchronization.
The desynchronization threats in the above protocols can be alleviated by using more than
one pseudonym for a secret key. There are two methods to achieve this purpose. One
method is based on the time-stamp concept (Tsudik, 2006), and involves adding a hardware
timer to the tag, inevitably increasing the cost of the tag. This technique is unsuitable for
low-cost tags. Another technique relies on a hardware counter on the tag (Le ef al., 2007;
Song, 2009; Alomair et al., 2010). This counter is used to limit the maximum number of
pseudonyms associated with a secret key. The maximum threshold value of this counter
determines the ability to resist desynchronization attacks. Although the hardware counter
also increases the cost of the tag, it is more practical than a hardware timer. Another
problem of the above protocols is that they utilise cryptographic secure hash functions, the
hardware cost of which exceeds the budget of low-cost tags. For example, according to the
latest literature reports, the standard algorithm, SHA-1, requires at least 5,000 gates (O'Neill,
2008).
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The most recent progress in constant-time scalable protocols is presented by Alomair ef al.
(2010). It also uses a counter with threshold Th to control the number of pseudonyms for
each secret key. Compared to the previous proposals, this protocol considers a further step:
how to build a hash-table with a reasonable storage in the database. This paper points out
that impractically large hash tables are a result of the fact that the bit-length of a
pseudonym, L, must be long enough to avoid collision. And in order to directly address the
hash-table, the size of the hash-table must be 0(2") bits, which is unrealistic in practice. In
order to reduce the storage requirement, a 2-level hash-table construction method is
proposed. The 1st level is a hash-table with the s most significant bits (MSB) of the L-bit
pseudonyms as its indices, and that stores the addresses of the 2nd level. The 2nd level is a
linear table composed of the remainding (L — s) bits of the L-bit pseudonym, that stores the
addresses of the actual information. Assuming that the number of pseudonyms is N, the
protocol recommends the use of the following parameters: the 1st level storage is 0(2°) bits,
where s = [log,(N' x Th)], and the 2nd level storage is O(N'x Th) bits. Using these
parameters, constant-time authentication can be achieved with the 2-level hash-table.
Avoine et al. (2010) noted that although this method is very efficient, its total storage
requirement for the 2-level structure is still very large and does not support dynamic
resizing.

3. Proposed Re-Hash technique

3.1 Basic Re-Hash technique

As mentioned before, in the hash-table based protocols, a tag can be identified in constant-
time by its L-bit pseudonyms. The total number of valid pseudonyms for each tag in a
synchronized state is controlled by a counter with a maximum threshold, Th. Firstly, let us
take an example to show how much storage is required if these pseudonyms are directly
used as look-up indices of a hash-table. The total number of tags, N, is assumed to be 230
(greater than 1 billion) and the value of Th is 21°. Therefore 2*° (= N x Th) indices are
needed for the hash-table, so the collision-free bit-length of an index should be at least 40
bits. According to Alomair et al. (2010), the bit-length of pseudonyms should be large
enough to obtain a collision-free 40-bit index of a hash-table. Assuming L =60 bits, the
collision-free hash-table needs at least 2'7 terabytes (TB) of storage with 26° slots (2% x 1
bit, i.e,, assume every slot in the hash-table stores 1 bit) to meet the demands of direct
addressing. This storage requirement is too large for practical use.

Hash-table Actual data table Re-Hash Hash-table
p ko, 1Dy, ... p
p k,, 1Dy, p
14 k. 1D p
1€[0,02Y] [0,0(N xTh)] 3 hy(D)

Fig. 1. The traditional Hash-table vs. basic Re-Hash hash-table
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It can be observed that in the above example only 24° slots out of the total 26° slots are used

in each authentication session, so that the truly useful storage of all the indices during each

authentication session is 0.125 TB (2%° x 1 bit), which is practical. Therefore, of the total

0(2") bits of storage, the true requirement is at most O(N X Th) bits, which causes a huge

storage waste.

Therefore, in order to reduce the storage cost, a mathematical mapping is needed,

£:{0,135° - {0,1}*°, which is the essence of the Re-Hash technique proposed in this chapter.

The function f(-) can be implemented as a look-up table hash function hy (-), which uses the

60-bit pseudonyms of tags as its inputs and outputs 40-bit strings. These 40-bit outputs can

then be used as look-up indices of a hash-table. If this technique is used, the storage cost of

the directly addressed hash-table in the above example can be reduced to 0.125 TB (240 x 1

bit). Fig. 1 illustrates the difference between the traditional hash-table and the basic Re-Hash

hash-table, where I represents the pseudonym of a tag, and p represents the address of the

actual information related to the tag.

The Re-Hash technique for hash-table construction can be generalized as follows:

1. Determine the number of pseudonyms required during each authentication session,
N x Th, in the RFID system.

2. Determine the collision-free bit-length of a pseudonym, L.

3. Select an appropriate look-up table hash function, hy:{0,1}* - {0,1}¥*™, which uses
the pseudonyms as its input values.

4. Use the output of hy as indices to construct the hash-table, in which every slot stores a
pointer to the address storing actual tag information.

The important advantage of this technique is the storage cost saving. One possible

disadvantage is that the collision probability among hash-table indices may increase,

because the number of hash-table indices is equal to the number of pseudonyms in each

authentication session. However in section 6.1 analysis shows that if an appropriate Re-

Hash hash function is used, constant-time look-up is maintained.

3.2 Dynamic Re-Hash

In this section it is illustrated that it is necessary to build a dynamic hash-table to
accommodate frequent database changes, insertions and deletions. Firstly, dynamic table
should effectively utilize the storage available. Assume a large-scale supermarket
respectively sells and buys 22° (greater than 1 million) items per month, the change in the
number of indices for the hash-table is 23 (2 x 220 x 219). Thus, the change in storage will
be at least 2 gigabytes (GB) (23! x 1 bit). If the hash-table is fixed, then this 2 GB storage may
not be fully utilized. Secondly, a dynamic table should be able to process concurrent
transactions without affecting the system response time. For example, merchandize is
checked out in a supermarket at the same time. This would need many hash-table insertions
and deletions at the same time.

Linear-Hashing (Black, 2009) is a dynamically updateable hash-table construction method
which implements a hash-table that grows or shrinks one slot at a time through splitting a
current slot into two slots. In general, assuming the Linear-Hashing scheme has an initial
hash-table with M slots, then it needs a family of look-up table hash functions hy ;(-) =
f(-) mod (2/M). At any time, there is a value j(= 0) that indicates the current splitting round
and the current look-up hash functions; a pointer p € [0, ...,2/M — 1] which points to the slot
to be split next; a total of (2/M + p) slots, each of which consists of a primary page and
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possibly some overflow pages; and two hash functions hy ; and hy j4;. The look-up process

works as follows: If hy ;(-) = p, choose slot hy ;(-) since this slot has not been split yet in the

current round; otherwise, choose slot hy ;4 (-), which can either be the slot hy ;(-) or its split

image slot hy ;(-) + 2iM.

The final proposed dynamic hash-table construction method, in which the Re-Hash

technique is adapted to include the Linear-Hashing technique, can be described as follows:

1. Determine the system capacity, i.e,, the maximum tag number Ny ,x the system can
accommodate, and the collision-free bit-length of a pseudonym L.

2. Determine the output range of the Re-Hash hash function, L', such that L' > L/2.

3. Select an appropriate look-up table hash function, which is used as the Re-Hash hash
function, hy:{0,1} - {0,1}%".

4. Determine the initial tag number of this RFID system, N, and the initial dynamic hash-
table size, M, such that M > N X Th.

5. Determine the Linear-Hashing look-up hash function family, hy ;(-) = hy(-) mod /M.

6. Use the outputs of hy ;(-) as indices to construct the dynamic hash-table, in which every
slot stores a pointer to the address storing actual tag information.

4. F-HB" protocol description

4.1 Initialization

The initialization steps involved in the proposed F-HB* protocol are as follows.

e Tag: Every tag is independently assigned a secret key k € {0,1}", which is shared with
the reader. Each tag can compute a PRNG g(*) as in Definition 2, multiple instances of
Ty, at the same time, and an m-bit counter ct; < 0 whose maximum threshold value is
Th. They also have enough non-volatile memory to store the value of k and ct;.

¢ Reader: In the database, there is an old key k,;; « k, a current key k., «< k, a counter
ctg < 0 with threshold Th, and Th hash-table entries {hy ;(I;) |0 < i < Th} for every tag,
where I; = (T}, - i) @ r; and 1; is the i-th iteration result of g(kc,). The two secret keys
are used to resist brute-force desynchronization attacks, and the Th hash-table entries
are used to enhance the desynchronization resistance. The variables for Linear Hashing
are also initialized: the current splitting round indicator j < 0 and the current splitting
pointer ps « 0. All the information is organized into a pre-computed 2-level database
structure, which is illustrated in Fig. 2. In addition, the database can compute a look-up
hash function family {hy ;j(-)};s0. The 1st level of the database is the pre-computed

Hash-table Actual data table

p kOld,O/ kcur,m CtR,Or IDO

p kold,p/ kcur,pr_ Ct?e,pr IDp

p kold.N/ kcur.Nr CtR.NrIDN
hy i (D)

Fig. 2. The 2-level Database Structure with a Re-Hash Hash-table
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dynamic hash-table. For every tag, there are Th slots (maybe not successive) in this
hash-table, which store the pointers p indicating an address in the 2nd level table. The
address of the 1t level hash-table is computed by hy ;(I;). The 2nd level of the database
is a pre-organized linear table. For each tag, there is only 1 slot in this level to store k4,
kcyr, ctg and the actual information about each tag.

4.2 Authentication interaction
An overview of the proposed authentication protocol is illustrated in Fig. 3. It is a 3-pass
mutual authentication protocol.

Reader R Tag T
[kold/ kcurr ctg, {hHl(Il) | 0<i< Th}] [kr CtT]
Generate a random challenge c o

1. Calculate the hash table index
1
and the LPN response a

A /M1 1_e. WL TTPAT ___1

I,a,t

l
1. Use hy j(I) as index to look up hash-table
2.If 1" fails, perform brute-force search 3k €{ko1q, keyr }
3. In both ‘1’ and “2’, first check t, then check a. If
‘1” or ‘2’ succeed, calculate response b, update the
hash-table, accept the tag, respond with b
4.1f both “1” and 2’ fail, reject the tag

v

1t Hwt (b @ (T, (k,a,0)) < 7l
k<k®v

Else
reject the reader

Fig. 3. The Proposed F-HB* Protocol

Fig. 4 illustrates the tag’s operation after the tag receives the challenge message c¢ from the
reader. It can be observed that the Toeplitz matrix T}, is used in the LPN problem such that
a« (Tk (c, 1)) @ v, and in the strong universal hashing such that I « (T}, - cty) @ r at the
same time. Meanwhile, the PRNG g is also used in the strong universal hashing such that
{r < g(k), I « (Ty - cty) @ r}. More importantly, the PRNG is in charge of generating all the
secret keys of the LPN based MAC, such that ({s;}o<i<m) 11, 72) < g(k).

Fig. 5 explains the reader’s key search method in detail after it receives the authentication
message (I,a,t) from the tag. Only if both the MAC code t and authenticator a pass the
verification will the reader accept the tag and generates a confirmation message, b. It can
be observed that the reader does not use k,, as the secret key for the LPN problem again,
but uses the noise vector v’ such that b « (T, - (ke @, t)) @® v". This is to prevent GRS-
MIM attackers from recovering the secret key k.. The difference between steps 1 and 2 is
that (i) step 1 only involves the current key k., of one tag providing constant-time
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scalability; but (ii) step 2 involves the secret key pair (kqq, kcyr) Of all the tags, and needs
to try all keys.

Step 1: Step 2:

v « Bery,, < g(k) ! Generate random r and T, v « Ber,,,,
If cty <Th ; ({Si}(OSism)nrprZ) < gk),

I« Ty cty) D1, cty < cty +1 by (T (calm)®n,

Else f s(y) = 5o Biyij=1 5:i(0 < i <m)

I €g {01}, cty < cty L= (T, TT-s() @u,r)+1,

ae (T (c,NBv

Fig. 4. Tag’s response operation in the Proposed F-HB* Protocol

Step 1:
< g(kcur)r ({Si}(osism): T, rZ) < .g(kcur)
(T,z,r) « t — 1y, if rank(T) # n, reject
y(T-(caln)®n
s(¥) = 8o iyfij=1 Si(0 < i <m)

T, r.n
If Hwt(z ® TT-s(3) < n (5 +2)

2
v« (Tkm . (C,I)) ®Da
If ctr < Th and Hwt(v") < nl
v" « Bery,, ctz < 0
b« (Tur (keurr @, t)) D"

(kaldl kcur) < (kcur: kcur @ U’)
update {hy ;(I;)| 0 < i < Th}
accept the tag

Step 2:
r < g(k), ({si}osizmy 11,72) = g(k)
(T,z,7) « t — 1y, if rank(T) # n, reject
y (T (caln)®dmn,
s(y) = 5o Biyij=1 5:i(0 < i <m)
T. )
FHWt(z BT s(y)) <n (4 + 2)
v« (Tk . (c,I)) Da
If ctp < Th and Hwt(v") < nl
v" « Bery,, ctg < 0
b« (TU, . (fc, a, t)) D"’
(koldl kcur) « (k, k @ U/)
update {hy ;(I;) |0 < i < Th}
acceot the tag

Fig. 5. Reader’s authentication operation in the Proposed F-HB* Protocol

4.3 Hash-table update procedure

This protocol supports dynamic update. The update procedure consists of insertion and

deletion. Let us first to describe the insertion procedure. There are two insertion scenarios.

One is when a tag is successfully authenticated, the old secret key is updated for this tag,

therefore, the associated old Th pseudonyms also need to be updated. The other scenario is

when new tags are added into the system, new pseudonyms should also be included.

Assuming that there is a new pseudonym called I, and its corresponding hash-table

index is hy j(Inew). Therefore, I, is inserted into the slot hy j(Inew) as follows:

e If no overflow occurs, its position is within the primary page of this slot. Insertion
process is completed.

e Otherwise I, is put into the overflow page of the slot hy ;(Iy.w). The pseudonyms in
the current splitting slot p; are split into 2 slots: ps and p, + 2/ M using the look-up hash
function hy j,4(). The splitting pointer p; moves to the next slot, p; « ps + 1. If
ps = 2/M, increment the current splitting round indicator, j < j + 1, and reset the
splitting pointer, ps < 0. Insertion process is completed.

Deletion will cause the hash-table to shrink. Slots that have been split can be recombined. The

operation of two slots merging together is the reverse of splitting a slot in the insertion process.
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Overall, the update procedure can be divided into two stages. The first stage is to insert the
new pseudonyms according to the above insertion procedure in an on-line mode, which
runs concurrently with other transactions. The second stage is to delete the old pseudonyms
according to the deletion procedure, which can be done in an off-line mode, in order to
obtain optimal system performance.

5. RFID privacy definition and proof

5.1 Adversary assumptions

In this chapter, an adversary 4 is assumed to be a probabilistic polynomial algorithm that is

allowed to perform oracle queries during attacks. The reader side is assumed to be secure. The

tag and wireless communication channel are assumed to be insecure, which means that an

adversary can intercept all the wireless communications between the reader and tags, and can

corrupt a tag. The reader is assumed to have the ability to handle several authentication

exchanges simultaneously, but a tag cannot. In order to model the majority of known attacks

against authentication protocols in RFID systems, five oracles are defined as follows.

i.  01(R): It invokes the reader R to start a new session of the authentication protocol. This
oracle returns the reader’s challenge message c.

il. 0,(J,c): It invokes a tag 7; to start an authentication session exchange related to
challenge message c. The tag J; responds with the response message a.

iii. 03(7;, ¢, a): It returns the unmodified and modified challenge, ¢, and response, a, related
to a tag T;.

iv.  04(7}): It returns the final authentication result of a tag 7;.

v. O05(7): It returns the current key and internal state information of a tag 7;, and also
updates the key and state information of tag J; if necessary.

For example, eavesdropping can be modelled as: first query 0, to get ¢, then query 0, to get

a, and finally query O, to get authentication results. The message interception can be

modelled by 0;. Any key compromised due to tag corruption, or side-channel attacks can be

modelled by sending the Os query to the tag.

Definition 6. (g, t)-adversary. An adversary whose running time is upper-bounded by t and

has the ability to disturb at most q authentication exchanges in this interval is called a (g, t)-

adversary. The adversaries are assumed to only be able to attack the RFID system at a

specific position and during a limited time period. The term “exposure period” (Vaudenay,

2007) is used to name this specific attack time. During an exposure period, an adversary is

able to observe and disturb all interactions involving a target tag J; and a legitimate reader

R using oracle (0;);<;<5 according to the defined security model. After an exposure period,

no adversary is allowed to continue his attack. But attacks do not need to be completed

within only one exposure period, and can continue in several successive or discrete

exposure periods.

5.2 LPN problem characteristics

From the protocol description, it can be found that in every authentication session, the tag
needs to calculate multiple instances of 7 ,; at the same time: the secret is a Toeplitz matrix
rather than a vector, the noise is a vector rather than a single bit. The usage is the same as in
the HB* protocol (Gilbert et al., 2008), but HB* reduces its security proof based on the
hardness of the LPN problem. In this chapter, the security proof is based on the
computational indistinguishability of the two oracles, my , and Uy,4, in Lemma 1.
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First of all, a new oracle returning multiple bits of 7y ,, at the same time is defined as follows.
For a fixed (I X n) matrix K, let [Ty, be the oracle returning an independent (n + [)-bit string
according to:

{(a,(K - a) ®v)|a € {0,1}", v « Bery,}. 8)

Theorem 1 below upper-bounds the probability that an adversary predicts the secret (I X n)
matrix K given some instances of oracle Il ,, so it implies that the two oracles, Il , and
Uy 41, are computationally indistinguishable.

Theorem 1. Assume there exists an algorithm A making q oracle queries, running in time t,
and such that

[Pr[AfTkn (1) = 1] — Pr[AV»+1(1™) = 1]| = €. )
Let t; be the time taken to calculate a my, instance. Then there is an algorithm B making

1(12_1) t., and such that

0(q) oracle queries, running in time t +

[Pr[B™n(1") = 1] — Pr[BU»+1(1") = 1]| = /L. (10)

Proof. A hybrid argument technique is used to prove it. Let K’ denote a (I — j) x n binary
matrix. Firstly, define the following hybrid distribution, D;, with j € [0,[] as

{(a,r, (K" -a) ®v)}, (11)

where a € {0,1}", r € {0,1} and v « Ber,_j,. Upon receiving an (n+ 1)-bit input, B
gerneates a random value, j € [0, 1] to construct an (n + [)-bit input as A’s input. When j <[,
it also needs to generate a random (I — j) X n binary matrix K. It is clear that when B’s input
complies with Uy,yq, j € [1,1]; when B’s input complies with m ,, then j € [0,l —1]. The
distribution of D; is the same as Uy, and D, the same as Il ,. And B uses A’s outputs as its
outputs. Thus

Pr[B™n (1) = 1] — Pr[BUn+(17) = 1]|
= B am) = 1) - T, (AP (am) = 1)

= LPr{Aka(1") = 1] - PrlAVs(17) = 1]| 2 & (12)

A contradiction with the Lemma 1 is obtained, which concludes the proof.

Defintion 7. Indistinguishability of Oracle [Iy ;. The oracle Il ,, is said to be (q, t, €)-secure if
there is no (g, t)-adversary who can distinguish Ty , from U, with advantage €.

Secondly, due to the fact that Bernoulli random noise may exceed the acceptable threshold,
even the legitimate tag may be rejected, which is called a false rejection. This property can
also result in an adversary impersonating a tag successfully by simply guessing without any
prior knowledge, which is called a false acceptance. According to probability theory, the
false rejection probability Prg, and false acceptance probability Pr, in every authentication
session can be defined as follows:

Ppg = Zﬁ:nm(ﬁ)ni(l -t 13)
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Ppy = Z:’io(ﬁ)Z_l. (14)

Thirdly, in the protocol, the universal hashing MAC code is used to protect the integrity of
communication messages. If the adversary uses the GRS-MIM attack and its variants
(Gilbert et al., 2008), the check for the universal hashing MAC code will fail, then, the reader
will not continue to check the LPN problem as illustrated in Fig. 3. Therefore, the adversary
cannot know whether or not his modification is successful according to the authentication
result and the GRS-MIM attacks cannot succeed. Therefore, the GRS-MIM attack and its
variants will not be considered in the following analysis.

5.3 Security

Experiment Exp3¢®(x, N, q, t)

1. Setup areader R and a set of tags T, |T| = N

2. (T,,sty) « A©isiss(R, T) //learning stage, q sessions
3. A(R,st) //guessing phase

Fig. 6. Security Experiment

An RFID authentication protocol is said to be secure if it resists impersonation attacks by
any (q,t)-adversary without using relay or corruption attacks. Consider the experiment in
Fig. 6. This experiment proceeds in two phases: a learning phase and a guessing phase. In
the learning phase, the adversary A is given an RFID system (R, T) as input. During a time
interval at most t, 4 is allowed to launch (0;);<;<5 oracle queries in every authentication
session without exceeding q sessions. At the guessing phase, adversary A only interacts with
the reader, and uses the information obtained from the learning phase to impersonate the
tag T, but can no longer access any oracle. Therefore, the security of an authentication
protocol is defined as the successful impersonation probability in the above experiment.
Theorem 2. Let the oracle Iy, in the F-HB* protocol be (q, t, €7)-secure. Under the attack of a
(g, t)-adversary, the security adversary’s advantage of F-HB* protocol is upper-bounded by:

€ = Ppa+ L (15)

Proof. The adversary may use two methods to impersonate a tag: (i) randomly guessing,
and (ii) recovering the secret key (Toeplitz matrix). The successful probability of randomly
guessing a response is Pr, as mentioned before. Let us start to analyse how the adversary
can deduce the secret key. There are two ways to obtain useful information about the tag’s
current key.

The first way is to block the tag’s response message, as a result, the tag authentication is
unsuccessful, and the current key cannot be updated. So the adversary can obtain valid
instances of oracle [l , which can help to reveal the current key. According to Lemma 1
and Theorem 1, the probability of inferring the current key successfully is upper-bounded

€

by
The second way is to block the reader’s acknowledge message, as a result, the tag cannot
update its current key. So the adversary can obtain valid instances of oracle Iy ,, which can
help to reveal the current key. Once again, the probability of inferring the current key is

successfully is upper-bounded by i—’;.
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It is impossible that the adversary can block the two messages in the same session, because
the reader or tag will terminate the session if they do not receive the corresponding
message. Therefore, combining the situations above, for a (q,t)-adversary, the security of F-
HB can be expressed as €; < Ppy + i—’; . This completes the proof.

5.4 Correctness

An authentication protocol exchange involving a legitimate tag and a legitimate reader is
said to be undisturbed if all messages sent by both parties are correctly transmitted, received
and neither modified nor lost in either direction.

The correctness for RFID authentication protocols implies that the legitimate reader should
always accept the legitimate tag for all undisturbed authentications between them. But it is
observed that the undisturbed session may happen before or after an attack. Therefore the
correctness of an authentication protocol is defined as the acceptable probability of an
legitimate tag in an undisturbed authentication session, where the tag may have
experienced an impersonation attack.

Theorem 3. Let the oracle Iy, in F-HB* protocol be (g,t, €5)-secure. Under the attack of a
(g, t)-adversary, the correctness of the F-HB* protocol is at least:

€. = (1 — €21 — Ppg) + €% Ppp. (16)

Proof. According to the flow of the F-HB* protocol, a reader only rejects a legitimate tag
when the tag cannot answer the challenge with a correct response. The reasons are
composed of (i) falsely rejecting a tag as mentioned before, and (ii) an adversary successfully
impersonating a tag two times in succession such that both the old and current keys are
updated, thus, this tag cannot be authenticated again.

In the first situation, the correctness is at most (1 — Pgg) for a legitimate tag due to the
inherent property of Bernoulli random noise, whenever this tag is under a synchronized
(look-up table search) or desynchronized (brute-force search) state.

In the second situation, the probability of occurrence is €,%. Once this situation becomes
true, this tag cannot be authenticated like a legitimate tag. But it still could be falsely
accepted. So the correctness is €52 Pp,.

Combining the two rejection situations, the correctness probability can be represented as
€. = (1 — €2)(1 — Prg) + €,2Pg,. This concludes the proof.

5.5 Forward privacy

The unpredictable forward privacy experiment Exp('® involving a (q,t)-adversary A is
illustrated in Fig. 7. During the learning phase, adversary A chooses a random number
r € [0,q], and disturbs r protocol sessions between R and tag set 77 with oracle (0;);<i<s.
Then adversary A outputs useful information st, and chooses one uncorrupted tag 7; as its
challenge tag. On entering the guessing phase, the experiment chooses a random bit b for
adversary A, and b is concealed from A. Then if b = 1, A disturbs r’ sessions involving 7,
with oracle (0;)1<;<4. These interactions happen during a single (or several) exposure period
of each tag such that r + 1’ < q. If b = 0, A interacts with random strings rather than true
protocol messages in r' protocol session exchanges. Then, 4 is given the internal state, sts, of
T. using oracle Os. After this moment, 4 is no longer able to access any oracle related to T,
but A can access any other oracle. Then A outputs useful information st,. Eventually, 4 is
asked to guess the random bit b by accessing oracle (0;);<;<s to the tag set 7.
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Experiment Exp3FF(x, N, q,t)

Setup a reader R and a set of tags T, |T| = N

A chooses a random r € [0, q]

(7., sty) « A©disiss (R, T) //learning stage, r sessions
SetT" =T — (T}

b €g {0,1} //guessing stage

A chooses a random ' such thatr + 7' < q

If b = 1, then st; « A@D1si=+(R, T,); otherwise A interacts with random
strings and outputs st, //r" sessions

sty « A%(T)

9. b« A(R,T', sty sty,st;)

10. If b’ = b output 1, otherwise output 0

Nk wbh -

®

Fig. 7. Unpredictable Forward Privacy experiment

Definition 8. The advantage of (g, t)-adversary A in the experiment Exp4'¥ is defined as:

Adv}fFP = |Pr[EpoFP(K, N,q,t) = 1] —%| 17)

where the probability is taken over the choice of tag set T and the coin tosses of the
adversary A. An authentication protocol is said to be (g, t, €)-forward-private if there exists
no (q,t)-adversary able to break its unpredictable forward privacy with advantage
AdvyFP > €.

This unpredictable forward privacy experiment extends and improves upon the basis of the
unpredictable privacy notion proposed by Ha et al. (2008). Firstly, the previous model is
designed for the general privacy notion in 3-pass and reader initiated protocols, but our
experiment has no such limitation, can include any number of passes and protocols initiated
by tags. Secondly, the security model presented here uses a variable to simulate the possible
transition point between the learning phase and guessing phase. The previous model does
not have this property.

Theorem 4. Let the oracle Iy, in the F-HB* protocol be (g, t, €g)-secure, let g be a (¢, €4)-
secure PRNG, and let {h,: {0,1}} > {0,1}™},,cy be a strongly universal hash function family.
Under the attack of a (g,t)-adversary, the adversary advantage for the unpredictable
forward privacy of the F-HB* protocol can be upper-bounded by

€ + €yp p,  successful mutual authentications
Cup = %+ (en - %) Ppp + q€s + €y p,  Otherwise (18)
where €,;, , < (3q +2)(2q + )¢, + 2Th(m + 3)(g5 + 27 + 27™ 4 g272m+2),
Proof. The protocol is composed of an LPN problem and a PRNG, so the forward privacy
should be preserved for the LPN problem and PRNG at the same time.
Let us first analyse the forward privacy of the LPN problem. The forward privacy proof of
the LPN problem is discussed under two situations. The first situation is that the latest
mutual authentication session of the F-HB* protocol before the corruption query in the
unpredictable forward privacy experiment is successful. The other one is that the latest
session is unsuccessful.
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Under the first situation, the tag and the reader can successfully authenticate each other and

maintain synchronization. The exchanged messages are random strings and a series of [Ty,

instances, thus, this protocol meets the demands of the unpredictable forward privacy
experiment: the exchanged messages cannot be distinguished from random strings. The

forward privacy adversary’s advantage is upper-bounded by €; according to Theorem 1.

Under the second situation, the analysis is as follows.

a. If the last tag authentication in the forward privacy experiment is successful, but the
adversary uses a desynchronization attack on the reader’s acknowledge message, then
the reader authentication is unsuccessful. The adversary can obtain the secret and valid
LPN instances about this secret, thus he can use this information to check the protocol
messages in the previous authentication session. Therefore, the adversary can
accurately determine if the previous exchanged messages are random strings.

b. If the last tag authentication in the experiment is unsuccessful, the adversary can obtain
the secret and invalid LPN instances about this secret. But these failed instances cannot
help him to check the authentication results in previous sessions, because in the LPN
problem only the valid instances can help. Therefore, the probability of a correct guess
is at most (1/2 + €j) according to Theorem 1.

c. If the adversary can use tag impersonation attacks in the experiment, then the
adversary can guess right with probability of 1. The total impersonation probability is at
most qe;.

Therefore, the above situations are combined to illustrate that the forward privacy

advantage of the LPN problem is at most

1

1
Eup 1 < (11— PFR)+(E+EI7) PFR+q65_E

1 1
SE—I_(EH_E) PFR+qES' (19)

Then, let us discuss the proof of the PRNG. When the authentication is successful, the secret
keys of the PRNG cannot be recovered since the key is updated by adding the noise vector.
So it is useless to consider the PRNG in this situation. When the authentication is
unsuccessful, the secret key of the PRNG is not updated. The possible search length of the
PRNG for each session is limited by Th, and in each session the PRNG needs to generate
m + 3 strings (1 for the strong universal hashing, and m + 2 for the LPN based MAC).

In the PFP protocol (Berbain ef al., 2009), a secure PRNG is used to update the key chain, and
a strong universal hash function is used to generate the authentication response. This is
similar to the look-up index generation in the F-HB* protocol. The forward privacy of the
PFP protocol can be expressed as in the following Lemma 2.

Lemma 2 (Berbain et al., 2009). Let g be a (t,€4)-secure PRNG, let {h,},cy be a strongly
universal hash function family, and let ¢ < min(2™"1, w/2) where w represents the possible
search length of the PRNG. The PFP protocol is (q,t,, €,)-forward-private with €, =
(3q +2)(2q + ey + 2w(ey + 271+ 27™M + q272m+2),

Therefore, according to Lemma 2, the forward privacy advantage of the PRNG in the
proposed protocol when authentication fails can be expressed as:

€upp < (3q +2)(2q + Dey + 2Th(m + 3) (g, + 271 + 27™ + q272m+2), (20)
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where ¢ < min(2™71, Th(m + 3)/2).
Overall, the forward privacy advantage of the proposed protocol can be expressed as:

€up < €yp 1+ Eyp p- (21)

Remark. Weak forward privacy in the unsuccessful sessions is as a result of (i) the false
rejection probability of the HB related protocols and (ii) desynchronization attacks applied
to the reader’s acknowledge message in the F-HB* protocol. However, the false rejection
probability Ppp can be improved using the parameters proposed by Gilbert et al. (2008), and
this weak forward privacy is only meaningful to two successive unsuccessful sessions.
Therefore, this kind of attack is not very practical.

6. Performance evaluation and comparison

6.1 Re-Hash collision analysis

In the proposed protocol, an appropriate look-up hash function for the Re-Hash feature
must be chosen. The strong universal hash functions can be used due to their excellent
collision resistant characteristics. The Toeplitz-based strongly universal hash function is
used to analyze the collision performance of hash-table indices after Re-Hash is
implemented. According to the random oracle model, the output of a cryptographic hash
function can be seen as a random number with uniform distribution. Therefore the inputs to
the Re-Hash function have uniform distribution. The collision performance for an output
y € {0,1}" can be measured as follows: how many inputs x € {0,1}" (as described before,
the number of truly usable pseudonyms in each authentication session is equal to the output
range) are mapped to the output y by the Re-Hash hash function. Let S be the random
variable representing the input number for the same output, then the expected number of S
is analyzed as follows:

E[S] = Xy Prlhy(x) =y] = 1. (22)

The above analysis indicates that the average length in every slot of the hash-table is only 1.
Therefore, this hash-table can be used to achieve constant-time performance. After every
successful mutual authentication, there are at least Th hash-table slots updated, but the total
number of true usable pseudonyms still is kept unchanged, 2. So the above analysis is still
valid.

6.2 Storage case study

The first case that will be examined is a static system with a fixed tag number. The
parameters used by Alomair ef al. (2010) are adopted to illustrate the practical storage of the
proposed protocol. It is assumed that the total number of tags N is 10° and the value of Th is
103. The storage cost of the hash-table is composed of address pointers to the 2nd level
database. The storage of pointers is analyzed as follows. The number of elements in the 2nd
level is 10° (= N), so the bit-length of a pointer in the 1st level is no more than 30 bits
(= Nog;N1). Therefore, the total storage cost of the hash-table is no more than 4 TB (= N x
Th X [log,N1).

The second case considered is a dynamic system where the tag number can change. Assume
the maximum system tag number Ny ,x is 10'%, and the value of Th is 103. Then the
collision-free bit-length of pseudonyms L is 100 bits, and the output range of the Re-Hash
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hash function L' is 50 bits. If the initial system tag number N is 10°, the initial hash-table slot
number M is 10'2. The storage cost can be obtained as follows: (i) the initial table size is
upper-bounded to 7 TB (M X [log; Ny 4x1); (ii) when a new tag is added, 103 slots are added
into the dynamic hash-table, and the additional storage is about 7 KB (Th X [log, Ny ax1); (iii)
when the system number N increases to Nyx, the largest table size is no more than 7,000
TB.

6.3 Implementation on the tag

Firstly, the PRNG g(-) can be implemented using any candidate in the eSTREAM project
(Cid & Robshaw, 2009). If g(-) is implemented using the Grain-vl, only 1,294 gates are
required to achieve an 80-bit security level. Secondly, from equations (1) and (6), it can be
seen that if the LPN problem is implemented using Toeplitz universal hashing, a linear
feedback shift register (LFSR) is required for Ty, a 1-bit multiplier plus a 1-bit accumulator is
needed for the “+” operator, and an XOR operator is also required. Because the g(-) (Grain-
v1) needs an LFSR structure, the LPN problem and g(:) can share the LFSR, so T, can be
derived from the state variable of g(-). The two inputs, x and y of the LPN problem can be
derived from the output of g(-). Therefore, the main hardware cost of g(-) and the LPN
problem equals the hardware cost of g(-) plus a 1-bit “-” operator and an XOR. Thus, the
final estimate for the hardware cost of these functions is no more than 2,000 gates to achieve
an 80-bit security level.

Secondly, the overall hardware cost of the proposed protocol on a tag is 2,000 gates, in
addition to the cost of a counter and non-volatile memory for storing the secret key and
current value.

6.4 Performance comparison

In this section the proposed F-HB* protocol is compared with previous protocols reported in
the literature in terms of their forward privacy properties, the tag resource requirements and
the database storage cost. The forward privacy properties are compared in Table 1.
Although the proposed protocol cannot protect the forward privacy of failed authentication
sessions, it can be observed that it not only supports forward privacy under the
unpredictable privacy notion, but also provides a security proof under the standard model.

Le et al., 2007 Song, 2009 Al°“‘2%‘;(ft al; | This work
Forward For successful For successful For successful For successful
Privacy sessions sessions sessions sessions
Forward Universal Indistinguishabl | Indistinguishable | Unpredictable
. . composable . . .
Privacy Notion . e notion notion notion
notion
Forward Universal Random oracle Random oracle Standard
. composable
Privacy Proof model model model model

Table 1. Forward Privacy Comparison Results

The tag hardware cost and desynchronization resistance are compared in Table 2. Although
the protocol proposed by Le et al. (2007) does not use a counter, it does not provide any
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desynchronization resistance because the tag only has one index for a secret key. This work
requires only 2,000 gates by using a combination of the LPN problem and a PRNG. And
among the three counter-related protocols, the proposed protocol consumes a reasonable
non-volatile storage and requires simpler operations in the LPN problem.

Le et al., 2007 Song, 2009 Alomair et al.,, 2010 | This work
1 PRF 2 he 1h¢ 1g+1LPN
Crypto hardware ~ 3,000 gates > 5,000 gates > 5,000 gates ~ 2,000 gates
Non-volatile .
storage 1key +1lindex| 1key+1cty 2key +1 cty 1key +1 cty
Other hardware None 1cty 1cty 1cty
DesynchroPlzatlon None Th Th Th
attack resistance

Table 2. Tag Resource Comparison Results

Alomair et al.,

Le et al., 2007 Song, 2009 2010

This work

Time complexity in
synchronization / o) /o) o) /o) 0(1) / None o)/ o)
desynchronization
Hash-table storage

with the example in None None 26 TB 4TB
(Alomair et al., 2010)
Dynamic scalability - - - +

Table 3. Database Performance Comparison Results

The database cost is compared in Table 3. According to the case study for a static system
described in section 6.2, the proposed protocol requires storage for the hash-table of no more
than 4 TB, but the protocol proposed by Alomair ef al. (2010) needs about 26 TB. The trade-
off in achieving a smaller storage cost is that the proposed protocol needs to compute a look-
up table hash function in on-line mode to retrieve the data in the hash-table. The data stored
in the hash-table is pre-computed in off-line mode or dynamically inserted in on-line mode.
But for the same tag, the look-up procedure and insertion procedure are unlikely to happen
at the same time. Because the universal hash function is the fastest hash function in software
(Black ef al., 1999) and linear hashing is the fastest dynamic hash-table technique, this new
look-up hash function will not affect the system performance. Additionally, this proposal is
the only to support dynamic scalability.

7. Conclusion

In this chapter, the previous authentication protocols for low-cost RFID applications are
introduced. In relation to the characteristics of low-cost tags, three important properties are
highlighted: (i) hardware cost must be within 200 ~ 3,000 gates, (ii) forward privacy of a tag
must be assured, and (iii) scalability of the entire system cannot be compromised.

Therefore, a novel scalable and forward private authentication protocol, F-HB*, is proposed
for low-cost RFID tags. The hardware-friendly LPN problem and PRNG are used to reduce
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the protocol cost on the tag, which only requires about 2,000 gates plus a hardware counter
and some non-volatile memory. A more efficient MAC code is utilized in comparison to the
previous F-HB protocol. In the MAC code implementation implementation, a simplified
pairwise independent permutation is used to accelerate the MAC code computation, and a
PRNG is used to reduce the storage requirement. A new Re-Hash technique is proposed for
hash-table based scalable protocols to effectively reduce the storage requirement. In
addition, the Re-Hash technique is adapted to a linear-hashing technique, thus, the
proposed protocol possesses dynamic scalability. The security proof of the proposed
protocol is given under the standard model. It is proven that F-HB* achieves unpredictable
forward privacy for all its transactions before successful mutual authentication sessions.
Finally, a comparison between the proposed protocol and previous protocols is provided.
From a hardware perspective, the proposed protocol is among the smallest and it requires
the smallest storage cost for its hash-table in addition to supporting dynamic scalability. It
also provides unpredictable forward privacy. Overall, the proposed F-HB* protocol achieves
a new and practical balance between hardware cost, scalability and forward privacy.

8. References

Avoine, G. (2005). Adversary Model for Radio Frequency Identification, Technical Report
LASEC-REPORT-2005-001, EPFL, Lausanne, Switzerland, September 2005.

Avoine, G.; Coisel, I.; & Martin, T. (2010). Time Measurement Threatens Privacy-Friendly
RFID Authentication Protocols. In Workshop on RFID Security (RFIDSec), June 2010.

Alomair, B.; Clark, A.; Cuellar, J.; & Poovendran, R. (2010). Scalable RFID Systems: a
Privacy-Preserving Protocol with Constant-Time Identification. In IEEE/IFIP
International Conference on Dependable Systems and Networks, (DSN'10), June 2010.

Black, J.; Halevi, S.; Krawczyk, H.; Krovetz, T. & Rogaway, P. (1999). UMAC: fast and
secure message authentication, Advances in Cryptology — CRYPTO’ 99, LNCS,
Volume 1666,/1999, 79, DOI: 10.1007/ 3-540-48405-1_14.

Bringer, J. & Chabanne, H. (2008). Trusted-HB: A Low-Cost Version of HB* Secure Against
Man-in-the-Middle Attacks, IEEE Transactions on Information Theory 54(9): 4339-4342
(2008).

Black, P. E. (2009). “linear hashing”, in Dictionary of Algorithms and Data Structures
[online], Paul E. Black, ed., U.S. National Institute of Standards and Technology. 25
July 2006. Available from:
http:/ /xw2k.nist.gov/dads/HTML/linearHashing.html.

Berbain, C.; Billet, O.; Etrog J. & Gilbert, H. (2009). An Efficient Forward Private RFID
Protocol, ACM Conference on Computer and Communications Security (CCS),
November 2009.

Billet, O. ; Etrog, J. & Gilbert, H. (2010). Lightweight Privacy Preserving Authentication for
RFID Using a Stream Cipher, International Workshop on Fast Software Encryption
(FSE), February 2010.

Cid, C. & Robshaw, M. (2009). The eSTREAM Portfolio 2009 Annual Update. July 2009.
Available from http:/ /www.ecrypt.eu.org/stream/.

Cao, X & O’Neill, M. (2011). F-HB: An Efficient Forward Private Protocol. Workshop on
Lightweight Security and Privacy: Devices, Protocols and Applications (Lightsec2011),
March 14-15, 2011, Istanbul, Turkey.



F-HB': A Scalable Authentication Protocol for Low-Cost RFID Systems 277

Dimitriou, T. (2005). A Lightweight RFID Protocol to Protect Against Traceability and
Cloning attacks. In International Conference on Security and Privacy in Communication
Networks (SecureCommy), September 2005.

Frumkin, D. & Shamir, A. (2009). Un-Trusted-HB: Security Vulnerabilities of Trusted-HB,
Cryptology ePrint Archive. Available from : http:/ /eprint.iacr.org/2009/044.
Goldreich, O. (2001). The foundations of Cryptography, Volume I, Basic Tools, Cambridge

University Press, 2001.

Gilbert, H. ; Robshaw M. J. B. & Seurin, Y. (2008). HB#: Increasing the Security and Efficiency
of HB+, Annual International Conference on the Theory and Applications of
Cryptographic Technigues, EUROCRYPT 2008: 361-378.

Hopper, N. J.; & Blum, M. (2001). Secure Human Identification Protocols, International
Conference on the Theory and Application of Cryptology and Information Security,
ASIACRYPT 2001: 52-66.

Henrici, A. & Muller, P. (2004). Hash-based enhancement of location privacy for
radiofrequency identification devices using varying identifiers. In R. Sandhu, R.
Thomas (Eds.), International Workshop on Pervasive Computing and Communication
Security - PerSec 2004, IEEE Computer Society, Orlando, Florida, USA, 2004, pp.
149 - 153.

Ha, J.; Moon, S.; Zhou J. & Ha, ]J. (2008). A New Formal Proof Model for RFID Location
Privacy, European Symposium on Research in Computer Security conference (ESORICS),
October 2008.

Juels, A. & Weis, S. A. (2005). Authenticating Pervasive Devices with Human Protocols,
International Cryptology Conference, CRYPTO 2005: 293-308.

Juels, A. (2006). RFID Security and Privacy: A research Survey, IEEE Journal on Selected Areas
in Communications, February 2006.

Juels, A. & Weis, S. (2007). Defining Strong Privacy for RFID, IEEE Pervasive Computing and
Communication (PerCom) conference, March 2007.

Jr, N.J. et al. (2010). Lightweight Cryptographic Algorithms (D.SYM.5) revision 1.0, 1 July
2010. Available from : http:/ /www.ecrypt.eu.org/documents.html.

Krawczyk, H. (1994). LFSR-based hashing and authentication, International Cryptology
Conference, Proc. Crypto’94, LNCS 839, Y. Desmedt, Ed., Springer-Verlag, 1994, pp.
129-139.

Katz, J. & Shin, J. S. (2006). Parallel and Concurrent Security of the HB and HB+ Protocols,
Annual International Conference on the Theory and Applications of Cryptographic
Techniques, EUROCRYPT 2006: 73-87.

Kiltz, E.; Pietrzak, K. ; Jain, D. A. & Venturi, D. (2011). Efficient Authentication from Hard
Learning Problems. In Eurocrypt 2011.

Lim, C. H. & Kwon, T. (2006). Strong and Robust RFID Authentication Enabling Perfect
Ownership Transfer. In International Conference on Information and Communications
Security, December 2006.

Le, T. V. ; Burmester, M. & de Medeiros, B. (2007). Universally Composable and Forward-
secure RFID Authentication and Authenticated Key Exchange, ACM Symposium on
InformAtion, Computer and Communications Security (ASIACCS), March 2007.

Molnar, D. & Wagner, D. (2004). Privacy and Security in Library RFID: Issues, Practices, and
Architectures. In ACM Conference on Computer and Communications Security (CCS),
October 2004.



278 Current Trends and Challenges in RFID

Molnar, D. ; Soppera, A. & Wagner, D. (2005). A scalable, delegatable, pseudonym protocol
enabling ownership transfer of RFID tags. In Ecrypt Workshop, July-August 2005.

Ma, C.; Li, Y.; Deng R. & Li, T. (2009). RFID Privacy: Relation Between Two Notions,
Minimal Condition, and Efficient Construction, ACM Conference on Computer and
Communications Security (CCS), November 2009.

Naor, M. & Reingold, O. (1997). On the Construction of Pseudorandom Permutations:
Luby —Rackoff Revisited. In Journal of Cryptology, Volume 12, Number 1, 29-66,
DOI: 10.1007 /PL00003817.

Ohkubo, M. ; Suzuki, K. & Kinoshita, S. (2003). Cryptographic Approach to Privacy-Friendly
Tags. RFID Privacy Workshop, November 2003.

O'Neill, M. (2008). Low-Cost SHA-1 Hash Function Architecture for RFID Tags. In RFID
Security Workshop 2008 (RFID Sec’08), July 2008.

Song, B. (2009). RFID Authentication Protocols using Symmetric Cryptography. In PhD
thesis, December 2009. Available from: http:/ /www.avoine.net/rfid/.

Tsudik, G. (2006). YA-TRAP: Yet Another Trivial RFID Authentication Protocol. In IEEE
Pervasive Computing and Communication (PerCom) conference, March 2006.

Vaudenay, S. (2007). On Privacy Models for RFID, International Conference on the Theory and
Application of Cryptology and Information Security (ASIACRYPT), December 2007.

Wegman, M.N. & Carter, J.L. (1981). New hash functions and their use in authentication and
set equality. In Journal of Computer and System Sciences, Vol. 22, No. 3, 1981, pp. 265-
279.

Weis, S. ; Sarma, S. ; Rivest, R. & Engels, D. (2003). Security and privacy aspects of low-cost
radio frequency identification systems. In International Conference on Security in
Pervasive Computing, March 2003.



14

RFID Model for Simulating Framed Slotted
ALOHA Based Anti-Collision Protocol
for Muti-Tag Identification

Zornitza Prodanoff! and Seungnam Kang?
University of North Florida

2National Seoul University

1USA

2South Korea

1. Introduction

Radio Frequency Identification (RFID) networks use radio signal broadcast to automatically
identify items with attached RFID tags. A tag consists of a microchip that stores a unique
identifier and an antenna. The tag’s antenna is attached to the chip and can transmit a
unique tag identifier to a reader (also called interrogator). The reader is capable of learning
the set of tags within its interrogation range. The process of learning in-range tags is called a
census. After an initial census is completed, the reader can answer queries about the
presence of specific tag(s) within its range sent to it from other type of devices.

RFID systems have abundant benefits as compared to the barcode and smart card systems.
RFID networks use radio frequency as a method of data transmission. Thus, unlike barcode
labels, a tag does not need to be placed in a line of sight position from the reader, or even get
in contact with a reader as smart cards, in order to be identified successfully. Depending on
whether they use low, high, or ultrahigh transmission frequencies, RFID tags are identifiable
within 3 meters span in case of a typical far-field reader [Want06] or at even further
distances. Therefore, RFID tags are used more flexibly and conveniently than existing
barcode and smart card implementations.

Moreover, some commercial implementations of RFID tags can store data in the amount of
16bytes - 64Kbytes [Finkenzeller03]. RFID tags can hold the same amount of data compared
to smart cards, and much larger volume than barcodes. In addition, RFID tags are getting
less expensive. The cost of RFID chips at the time of this study is less than 10 cents, while
back in 1999, for example, was around 2 US dollars. Since tag readers have limits on their
operations range imposed by the frequency of the wireless signal used, when RFID
networks need to cover large spaces, multiple readers need to be used. The cost of current
reader implementations is hundreds of US dollars. As a result, RFID networks may not be
yet suitable to track large inventories of inexpensive items, but they are certainly becoming
more affordable and can be used to track different types of items, e.g. live stock, pets, and
valuable goods. Due to these advantages RFID systems are emerging as one of the
alternative technologies of our time.
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One of the world biggest supply chains Wal-Mart has required suppliers to implement RFID
networks in at least 12 of its 137 distribution centres by the end of 2006. The Proctor &
Gamble Co. is the first of about 100 suppliers to conform to Wal-Mart’s requirements to tag
its products with RFID chips [Computerworld07]. The US Navy finished its pilot of a
passive RFID system to support the loading of supplies into cargo containers in May 2004.
According to the related final report the RFID process increased the speed and efficiency of
the cargo checking process, while less people were needed to support the new RFID based
system as compared to the legacy implementation [Weinstein05].

1.1 Physical composition

An RFID system is made up of an application, a reader and tags.

e The application is a program installed on a (proxy) computer which can control readers.

e The reader is a device which runs functions such as reading, writing and
authentication. When the reader gathers data from tags it transmits to the computer
application.

e The tag is used to identify an object and is located on (or in) the object itself.

A reader is connected to the computer and has a transmitter and receiver, while a tag has a

control unit (chip) and a coupling element (antenna).

Reader's
interrogation zone

Coupling element
(Antenna, coil)

Application

Fig. 1. RFID Physical Composition [Finkenzeller03]

RFID tags can be passive, i.e. not having an internal energy source or active, internal battery
powered. A reader typically charges a set of passive tags within its interrogation zone using
inductive coupling; the reader broadcasts electromagnetic signal then the tag’s antenna
absorbs and stores the signal’s energy into an on-board capacitor. This technique is called
load modulation for near-field coupling and back scattering for far-field coupling. After
charging its battery it can be activated.
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1.2 Framed slotted ALOHA anti-collision algorithm

The ALOHA algorithm is a collision resolution algorithm based on Time Division Multiple
Access (TDMA). There are three flavors of the original ALOHA algorithm: (Pure) ALOHA,
Slotted ALOHA and Frame Slotted ALOHA [Ziirich04].

In Figure 2, X and Y axis represents the read cycle and tags respectively. The read cycle is
the time interval between neighboring two REQUEST commands and it can be repeated
until all tags in the interrogation range are identified. Note that there no slots are used in the
(Pure) ALOHA algorithm (Figure 2: (a)) while the read cycle is divided into several
continuous slots in the Slotted ALOHA (Figure 2: (b)) and Framed Slotted ALOHA
algorithm. Furthermore, a frame is comprised of the number of slots in the Framed Slotted
ALOHA algorithm (Figure 3: A slot is a discrete time intervals synchronized by the reader,
sufficiently long in duration to allow a tag to transmit its ID and the ID’s 16-bit CRC code. A
set of slots are grouped into frames. When size is fixed, each consecutively transmitted frame
has the same number of slots.

Downlink

(Reader — Tag) REq uest

‘ Partial Collision ‘ ‘ Complete Collision ‘

Uplink

Tag 1 . 001| | o001

Tag 2 > 010 010
Tag 3 > 011
(a) (Pure) ALOHA
Downlink
(Reader — Tag) Request Request
Uplink Complete Collision only | Empty Tm
(Tag — Reader) -:
001 010 100
Tag 1 »| 001 001
Tag 2 010 010 010
Tag 3 011 011 011 011
Tag4 100 100 100
Tag 5 101 101
(b) Slotted ALOHA

Fig. 2. Pure and Slotted ALOHA Algorithms



282 Current Trends and Challenges in RFID

The reader broadcasts the REQUEST command to the tags located in the reader’s
interrogation range during the downlink while the tags transmit their data to the reader
during the uplink. As all activated tags share the uplink partial or complete collision can
occur in the (Pure) ALOHA algorithm. However, if the data is transmitted using the slot of
frame the partial collision can be eliminated. Furthermore, to reduce the fraction of collision
occurrence tags send their data no more than once within a frame, which is the Frame
Slotted ALOHA algorithm. We next present in more detail the operation of the three
ALOHA algorithms introduced above.

1.2.1 (Pure) ALOHA

A tag itself decides the data transmission time randomly as soon as it is activated. The
transmission time is not synchronized with both the reader and the other tags at all. When
the electricity is charged by the reader’s electromagnetic wave tags transmit data after
receiving the REQUEST command from the reader. If multiple tags transmit data
imminently (whether earlier or later) then a complete or partial collision occurs (Fig. 2 (a)).
Retransmitting after random delay is the solution for a collision. During the read cycle the
reader receives the data and identifies tags sent data without collision. When a read cycle is
done then the reader broadcasts the SELECT command with the tag’s unique identifier
received from the tag. Once tags are selected the tags stop responding for the request
command i.e. the selected tags keep silence until whether they receive other commands e.g.
authenticate, read and write or the tag’s power is off by being located out of the reader’s
power range. When the tag is reentered into the reader’s interrogation range it restart
transmitting its data to the reader. The advantage of this algorithm is simplicity.

1.2.2 Slotted ALOHA

It is obtained by the addition of a constraint to the (Pure) ALOHA. The read cycle is divided
into discrete time intervals called slot and which is synchronized with the entire tags by the
reader. Thus, tags must choose one of the slots randomly and transmit data within a single
slot. Transmission begins right after a slot delimiter (Fig. 2 (b)). This causes that packets
either collide completely or don’t collide at all i.e. there is no partial collision in the Slotted
ALOHA algorithm. This reduces wasting the read cycle relatively as compared with the
(Pure) ALOHA algorithm. However, the empty slot can be occurred in the read cycle and
the disadvantage is that it requires a synchronization mechanism in order for the slot-begin
to occur simultaneously at all tags.

1.2.3 Framed slotted ALOHA

Framed Slotted ALOHA algorithm uses the frame which is the discrete time interval of the
read cycle and each frame is divided into the same number of slots. There are multiple
frames in a single read cycle and the frame size is decided by the reader (Figure 3: There is a
constraint that the tags can transmit data only once in each frame. It may reduce the number
of collided slots and it shows the best performance among them.

1.3 Classification of the framed slotted ALOHA protocol

FSA (Framed Slotted Aloha) can be classified into the BFSA (Basic Framed Slotted Aloha)
and the DFSA (Dynamic Framed Slotted Aloha) according to whether which uses fixed
frame size or variable frame size [Klair04]. If the number of actual tags is unknown DFSA
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can identify tags efficiently rather than BFSA by changing frame size since BFSA uses fixed
frame size. In addition, BFSA and DFSA can be further classified based on whether they
support muting or/and early-end features [Klair04]. The muting makes tags remain silent
after being identified by the reader while the early-end allows a reader close an idle slot
early when no response is detected. Figure 4 is shown for the classification of the FSA.

(Rgazgn_lfil;g) Request < : Frg:_me | :> Request
Uplink Comp\lete Collilsion onlly | Elptyllrsmtl ]

(Tag = Reacen) 010 | 011 - o] 100 | 001
Tag 1 > 001 | 001
Tag 2 010
Tag 3 * 011
Tag 4 > 100 »| 100
Tag 5 >| 101

Fig. 3. Framed Slotted ALOHA Algorithms

1) BFSA
- BFSA-Non Muting
- BFSA-Muting
- BFSA-Non muting-early-end
- BFSA-Muting-early-end

2) DFSA
- DFSA-Non Muting
- DFSA-Muting
- DFSA-Non muting-early-end
- DFSA-Muting-early-end

Fig. 4. Classification of FSA

2. RFID network protocol simulation using OPNET

Framed Slotted ALOHA and Binary Tree are the two most widely used multi tags
identifying anti-collision protocols. Fabio Cappelletti et al. simulated the Binary Tree
protocol of RFID by using the OPNET IT Guru 11.0 in 2005 [CappellettiO6]. In the paper,
they measured the network throughput and the census delay through the simulation. And
they compared simulation performance and analytical results. What they measure is shown
in Figure 5.
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Analytical Parameters Simulation parameters Unit
Network throughput Network throughput (%)
Throughput per node Throughput per node (%)
Total census delay
Lower bound Number
Upper bound Total census delay

. . of slots
Arithmetic average
Heuristic
Time required to detect a single tag
Lower bound Number
Upper bound Time required to detect a single tag

. . of slots
Arithmetic average
Heuristic

Number of transmitted packets Number
(Total, Average) of packets

Fig. 5. The Measured Parameters for Analysis and Simulation

The network throughput represents the ratio between the number of successfully transmitted
packets and the total number of packets sent by the tags while the throughput per node
denotes the average number of packets sent by a single tag. The results of the paper showed
that the analytical performance was in good agreement with the simulation results.

2.1 Framed slotted ALOHA protocol performance evaluation using Philips I-Code

system

2.1.1 The I-Code RFID system

It is commercial product of RFID system which is comprised of the actual tags and a reader

connected to the computer. The application is installed in the computer to control the reader

collecting data from tags. The built-in Framed Slotted ALOHA protocol is provided by the

system. The memory size of an I-Code tag is the total of 64 bytes which are available for 46

bytes application data, 8 bytes serial number and 10 bytes functionalities such as write

protection, maintaining quiet state of tag and reset quite state, etc. And, the reader provides
the interface for setting configuration parameters such as the serial connection speed and
commands for handling communication with tags. Examples of commands are following;:

- Anti-collision/select (ACS): After broadcasting this command, tags begins transmitting
their serial numbers. Once tags become “selected” status then remain quite in following
ACS commands.

- Read: This command makes the selected tags transmit their data to the reader.

- Write: This command makes the selected tags write data transmitted by the reader.

2.2.2 The procedure of tag identification

The procedure of tag identification is different based on the classification of RFID
[Finkenzeller03]. There are two types of procedure based on the tags characteristic in the
Frame Slotted ALOHA protocol. One of them switches off when read while the other not
switches off but replays transmission. The I-Code system uses the switching off tag. Figure
6 depicts the census procedure used in the I-Code System implementation.
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Random value, Fame size,
Identified tags Serial Number =

Broadcast ACS »| Identify the type of command -
ﬁ ﬂ (If command is ACS & tag is selected)
Keep quiet
Gather results Repeat until satisfying (If command is ACS &tag is not selected)
- Empty slots ) Certain assurance level
- Slots filled with one tag v Compute the response slot number
- Slots with collisions With random value and frame size

ﬁ In the computed slot

Identify tags transmitted * | Transmit its Serial Number

without collision o I

Fig. 6. Tag Identification Procedure of the I-Code System

The reader broadcasts the ACS command with a random value, frame size to make tags
transmit their serial number to the reader. When the tag receives a command from the
reader first of all it identifies the type of command, and if it is ACS and the status of tag is
not “selected” then it computes the response slot number using the random value and frame
size (0 < response slot < frame size) as parameters. Random value is used to prevent the
same collisions from occurring repeatedly. The serial number in the computed slot is
transmitted to the reader by the tag. During an uplink, data transmission from tags to
reader, the reader can identify tags transmitted without collision. The results of a read cycle
(the number of empty slots, the number of slots filled with one tag and the number of
collided slots) are used for analysis. Once the tag is identified the tag remains quiet until
other command e.g. read or write is broadcasted with serial number. And if the tag re-enters
the reader’s power zone after moving out, that needs re-identification. The read cycle is
repeated till reaching the assurance level, the probability of identifying all tags in the
reader’s range.

2.2.3 Basic framed slotted ALOHA

Through simulation we can measure the total census delay by varying the frame size for
given number of tags. Then we can find the optimal frame size which results in the
minimum total census delay, for given number of tags (see Figure 7).

The optimal frame size, resulting in minimum census delay, can be determined according to
the total number of tags. Figure 8 presents an example of the relationship between total
number of tags and frame size. For example, the optimal frame size for 80 active tags is 45,
while for 30 passive tags it is 40.

2.2.4 Dynamic slot allocation for dynamic framed slotted ALOHA

To maximize network throughput frame size (the number of allocated slots in the read cycle)
should be chosen in accordance with the number of tags since for the same fixed slot size,
number of total collisions during a census increases with increase in total number of tags.
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Fig. 7. Example of Total Census Delay (Tag Collection Time) Using Static Frame Size
[Bin05]

Due to the nature of the Framed Slotted ALOHA protocol, the read cycle time is divided by
the number of slots in a frame and packet data (tag ID number plus CRC) to be transmitted
should occupy a single slot. If there are lots of tags and frame size is small then the
probability of collisions will be increased and the number of identified tags is decreased,
because tags will be competing for a lesser number of slots within a frame. On the contrary,
if the reader reads few tags with too big frame size then the probability of collision is
decreased , but at the expense of the response time being increased. There is optimal frame
size that makes minimum number of read cycles for certain number of tags. The dynamic
slot allocation is choosing the optimal frame size (in number of fixed slots) during the tag
read cycle. However, the problem is that the number of tags is unknown. So, the reader
should estimate the number of tags in each read cycle with the result of the previous read
cycle (number of empty slots, number of slots filled with one tag, number of collided slots)
and current frame size.

2.3 Developed approaches of the framed slotted ALOHA protocol
The key difference of the developed Framed Slotted ALOHA protocol is how they estimate
the number of tags and what they estimate.

2.3.1 H. Vogt’s algorithm

In this scheme, they estimate the number of tags using the current frame size and the
result of read cycle. And then updates the current frame size using the estimated number
of tags and previous frame size. The procedure of this algorithm is shown in Figure 9.
Variable ‘N’, ‘N0’, ‘n_est” and ‘stepN’ represent the frame size, temporary frame size, the
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estimated number of tags and the counter for the cycle performed with currently
estimated framed size, respectively. Variable ‘c’, ‘t’ represents the result of a read cycle
comprised of three integers; number of empty slots, number of slots filled with one tag
and number of collided slots, and variable ‘t’ represents the temporary number of
estimated number of tags.

In order to estimate the number of tags two estimation functions are used; lower bound and
Chebyshev’s inequality. Lower bound simply estimates the number of tags is bigger than
the summation of the number of slots filled with one tag and two-times of the number of
collided slots:

Number of tags > Number of filled slots with one tag + 2 x Number of collided slots (1)
When the lower bound is used the real value of number of tags is underestimated.

200 SR - - — e —————————

140

120

100

frams sire

| =#=sim_passie —%— anapassive
]

| =gk acthe  —M=anaactie

115 |
120
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tag set

105
110

Fig. 8. Example of Optimal Frame Size For Minimum Census Delay [Bin05]

Chebyshev’s inequality measures the difference the real values and expected values to
estimate the number of tags for which the difference becomes minimal [Vogt02]. The
number of tags are estimated using the currently used frame size (N) and the results of
previous read cycle <cy, ¢1, cx> representing the number of empty slots, the number of slots
filled with one tag and the number of collided slots respectively. And <a)”,a)",aly" >
denotes the expected number of empty slots, the expected number of slots filled with one
tag and the expected number of collided slots respectively where N and n represent the
frame size and the number of tag respectively. Lower bound is more accurate for low values

of n while Chebyshev’s inequality is steadier for a wider range of n [Vogt02].
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* Function: VogtAlgorithm ()
- Variable: integer : N, NO, n_est, stepN, ¢, t
- N = minimum frame size
- repeat begin while stepN is smaller than maxStep:
stepN++;
Perform a read cycle with N and store the result in ¢
Estimate number of tags with N and ¢, and then store result in t
If t is bigger than n_est
then save t in n_est.
Call adaptFrameSize(N, n_est) and save value in NO.
If NO is bigger than N
then reset stepN with 0. And, save NO in N.
- repeat end
* Function: adaptFrameSize(N, n_est)
- Return type : integer
- repeat begin while n_est is smaller than low value for choice of N:
Store N/2in N.
- repeat end
- repeat begin while n_est is bigger than high value for choice of N:
Store 2*N in N.
- repeat end

Fig. 9. Pseudo Code of H. Vogt’s Algorithm

Figure 10 presents the optimal frame size resulting from the execution of function
adaptiveFrameSize (N, n_est) using as an input the estimated number of tags and the value
of the current frame size N. The optimal frame size is selected for a range of tags, based on a
low and high margin.

N slots|1]4]8(16]|32|64|128[256

low ||| 1 [10]17] 51 |112
high ||| 9|27|56{129] co

Fig. 10. Choosing Optimal Frame Size [Vogt(02]

2.3.2 Bin ZHEN et al.’s algorithm
This algorithm estimates the number of tags using the posteriori probability. The posteriori
probability of k tags for an observed slot is as below:
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1_Pu(l)_P1(l)

The a posteriori expected value of the number of tags is respectively, 0 for an empty slot, 1 for
a slot filled with one tag, and ZZZ kp) (i) tags for a collided slot. Thus, the estimated tag sets
from the current read cycle is p, (i) + z;\zz kp; (i) . Then, the estimated number of tags comes
from the result of the ith read cycle is,

n,(i+1)=s+Kg 4)
Where K = 2.39 is a constant for collided slots [Bin05]. And, the frame size (N) in the (i+1)th
read cycle is
N(i+1) =H*n_(i+1)
H=1 - 1.4 Passive tag ®)
H= 0.8 - 1 Active tag

where H is a constant, which maps the tags to the frame size. The update of the frame size
occurs when n_(i+1) 2y *n_(i). Here, y is constant value which is 1.15 and it denotes a
threshold to handle random jitter of number of estimated tags. The procedure of this
algorithm is shown in Figure 11.

* Function: BinZHENAIlgorithm ()
-Variable: integer : N, i, ¢, s, Nest(i)
N = minimum frame size
i=0
- repeat begin while i is smaller than the number of read cycle for confidence level:
1++;
Perform a read cycle with N and store the result in c for collided slots, s for success
slots.
Estimate number of tags with N, c and s, and then store result in nes(i).
If negt(i) is bigger than y * neg(i - 1)
then Call calculateFrameSize(nes:(i), tagType) and save value in N.
i=0.
- repeat end
* Function: calculateFrameSize(nes(i), tagType)
- Return type : integer
- If tagType is passive
then N(i) = (random value of 1 - 1.4) * neg(i)
else N(i) = (random value of 0.8 - 1) * ne«(i)
- return N(7)

Fig. 11. Pseudo Code of Bin ZHEN et al.’s Algorithm
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2.3.3 EDFSA (Enhanced Dynamic Framed Slotted ALOHA)

This algorithm estimates the number of unread tags instead of number of tags to determine
the frame size. H. Vogt’s algorithm shows poor performance when the number of tags
becomes large because the variance of the tag number estimation is increased according to
the number of tags increase [Rom90]. Therefore, to handle the poor performance of large
number of tag identification EDFSA algorithm restricts the number of responding tags as
much as the frame size. Conversely, if the number of tags is too small as compared with the
frame size it reduces the frame size. To estimate the number of unread tags equation (2) is
used. The procedure of EDFSA algorithm’s read cycle is shown in Figure 12.

Estimate the number of unread tags (u)

g

Compare u with given maximum frame size (N)

ﬂ (If &is much larger than N)

Read
cycle

Divide u into a number of groups

!

Make only one of the group respond

4

Reader requests to respond to tags

Fig. 12. Read Cycle of EDFSA Algorithm

3.1 Evaluating delays

To evaluate the implementation of the BFSA protocol I first evaluated the total census delay of
the tag reading process. It is comprised of three different delays; success delay, collision delay
and idle delay. Thus, the total census delay is defined as

T[n]=n+C[n]+I[n] (6)
where 7 is success delay, C[n] is collision delay and I[n] is idle delay [Cappelletti06]. The
unit of delay can be defined as a slot duration T (sec) and it is defined as,

ID (bits
o0 ?
data_rate (bps)

where ID (bits) is the size of the packet containing tag’s ID, and data_rate (bps) is the data rate
from tag to reader.
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3.1.1 BFSA-non-muting

It is necessary that evaluating of the read cycles satisfying the confidence level a since it is
used to determine total census delay. The assurance level a is the probability of identifying
all tags in the reader’s interrogation range [Vogt02] e.g. if a = 0.99 which means one or more
missing tags, less than 1% of all, are allowed. The probability of r tags responding in a slot in
the ith read cycle is given by [Bin05]

P30

where N is the given frame size (slots) and 7 is the number of tags to be read in the ith read
cycle. From the equation 8, the probability of having one or more idle (p,(i)), successful
(p1(1)), and collide (px(i)) slots in the ith read cycle are defined as:

Po(i){l—ij ©)
p(i) = %{1 - ;]l (10)
p.(i)=1-p,(i) = p, (i) (11)

Then the expected number of the successful transmissions in the ith read cycle becomes
Npi(i) since a read cycle has N slots [Bin05]. The probability of having an unread tag after R
read cycle is given by [Bin05] [Klair04]

o) = f[[ No ] 1-a (12)

R represents the number of required read cycles to identify a set of tags with a confidence
level a. As the number of tags n and the frame size N are the same for all read cycle, p(i) is
constant. That makes equation 13 as,

n

p,,liSb.(i):(l—N”%] “1-q 13)

If we solve the equation 13 for R we can obtain the condition of R as below: [Klair04]

R> log(1-a) _ log(1-«) _ log(1-a) (14)

og1- (i) || o5
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The ceil function is used since R is the integral value. By using R and if the number of tags is
known, we can evaluate the theoretical delay of successful (1), idle (I[n]), and collision (C[n])
transmission as follows [Klair04]:

n=Np,RT (15)
I(n) = Np,RT (16)
C(n)=NRT(1-p,-p,) 17)

where N is a frame size, T is slot duration. The summation of those three delays represents
the total census delay.

3.1.2 BFSA muting

Muting decreases the number of tag’s responses after every read cycle. Hence, the number
of responding tags in the (i+1)th read cycle is less than or equal to those in the ith read
cycle. The number of responding tags in the (i +1)th read cycle is evaluated as [Bin05],

n(i+1)=n(i)—p,(i)xN (18)

where p,(i)x N(i) represents the number of tags muted in the ith read cycle. And we can
calculate the R with the given n and N by using the equation 14. Then the collection rounds
to read all tags R is given by solving the following equation [Bin05]

By using Ryin, if the number of tags is known, we can evaluate the theoretical minimum
delay of successful (n), idle (I[n]), and collision (C[#]) transmission by using the equation 15,
16, and 17. And, their summation yields the minimum total census delay.

3.2 Evaluating network throughput

Network throughput can be defined as the ratio between the number of successfully
transmitted packets (one per tag) and the total number of packets sent by the tags during the
census [CappellettiO6]. Suppose that there are n tags to be read. Then, the total number of
packets sent by n tags during a census for non-muting BFSA is

P[n]=nR (20)

where R is the number of required read cycles needed to identify a set of tags with a
confidence level a. Since tags can transmit only once in a read cycle. Now we can calculate
the network throughput as

Sij=2L =& (1)

where a is assurance level, 7 is total number of identified tags, and P[n] is the total number
of packets sent by the tags during the census.
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4.1 Validation of the models

In this project, I implemented two Aloha models; BESA-Muting and BFSA-Non-Muting. To
validate the model I analyzed the log file [appendix A, B] of the models and compared with
the pseudo code. For easy comparison I put the figures describing the events of the
simulation comes from the log file.

4.1.1 Simulation information

For the simplicity I put a reader and eight tags, and the same given conditions are used
between two simulations. The reader and tags being used in the simulation are shown in
Figure 13 (a) while the given conditions are shown in Figure 13 (b).

Q Q Q List Value
READER TAGL  TaGS Assurance level 0.99

Q Q Data rate (reader « tag) 500,000 (bps)

ThG2  Tace Number of slots in a read cycle 8 (ea)

Duration of a read cycle 0.00128 (sec)

_}g} % Duration of a single slot 0.00016 (sec)

REQUEST packet size (reader — tag) 88 (bits)

_Q Q SELECT packet size (reader — tag) 72 (bits)

4 ™ef [ RESPONSE packet size (tag — reader) | 80 (bits)

(a) A Reader and Tags (b) Given Simulation Conditions
Fig. 13. Simulation Information

The time required for the packet transmission can be calculated by using the given packet
size and the data rate among reader and tags. They are shown in Figure 14.

List Value
REQUEST packet 0.000176 (sec)
SELECT packet 0.000144 (sec)
RESPONSE packet 0.00016 (sec)

Fig. 14. Packet Transmission Time

I assume that the propagation delay is negligible since in case of a typical far-field reader
has 3 meters span interrogation range [Want06]. Consider the speed of light is 299,792,458
m/s then the delay of 3 meters will be 18 seconds. And I also assume the calculation delay
of the reader and of the tag is negligible as simplicity is the strong point i.e. it does not need
complex calculation both for the reader and for the tag.

4.1.2 BFSA-muting
For the validation of the simulation model we compared the analytical results (obtained
based on an algorithm presented in [Klair04] (see Figure 15)) with our simulation results.
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When the reader starts a census procedure the number of unread tags is initialized to the
number of actual tags in range. While the census is performed to identify unread tags the
number of identified tags, collided slots, idle slots, and the current frame size are stored as a
running total. If there is no collision from tags the total delay, collision delay, and idle delay
are calculated. T represents the duration of a single slot.

The log from the BFSA-Muting simulation is shown in Appendix A. Figure 16 depicts the
sequence of events during the BESA-Muting simulation. Through analyzing the log we can
check the correctness of the implementation.

1 BEGIN;

2 Initialize unread tags = actual number of tags;

3 while True do

4 Perform a read cycle for unread tags;

5 Store the number identified tags;

6 Store the number slots filled with collisions;

7 Store the number of slots filled with idle responses;

8 Store current frame size;
9 if (No Collisions) then
1

0 Break;
11 else
12 Unread Tags = actual - identified tags;
13 end
14 end

15 Total delay =T x z stored frames;
16 Collision Delay = T x z stored collision slots;

17 Idle Delay = T x z stored idle slots;
18 END;

Fig. 15. Pseudo Code of the BFSA Muting

Collision occurs Read cycle Time out

Send REQUEET packet Identified ldentified Identified
Collision occurs (ID: 8) (ID: 4) (ID: &)
0 ¢ 0.001456
| 0.000176 0.000336 0.000496 0.000656 0.000816 0.000976 0.001136 0.001296 |
| | | | | | | |
| o e e twe Te e o o
Time T T T T T

Receive REQUEST packet Transmit ID Transmit ID Transmit ID

(ID:1.23456.7.8) ~ (ID:8) (ID: 4) (- 5) Read cycle Time out

Begin Read cycle Transmit ID

(ID:3.7)
Transmit 1D

Tag (ID:1,2.6)

(a) First Read Cycle of the Simulation
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Reader
Collision occurs
Send _SELECT packet Send REOUESTl Collision occurs \dentified
(ID: 8.4.5) \ packet (ID: 3)
0.001456 | | ooo2es | . 0.003344
| 0.0016  0.001744 0001888 | 0002224 0002384 0002544
| | | | | | |
| T T T [T g v g g e g g g |
e | t
Time T
Selected & Muted Receive REQUEST Transmit 1D
(ID°8)  Selected & Muted | packet (ID: 1,2,3.6.7) (ID:3)

(ID: 4) Selected & Muted Transmit [D Transmit ID
(ID:5) (ID: 2,7} (ID: 1.6}

Tag Begin Read cycle

(b) Second Read Cycle of the Simulation

Reader

‘ Read cycle Time out | ‘ Begin Read cycle |

Send SELECT packet

(ID: 3) Collision occurs Read cycle Time out

Identified
Send REQUEST packet E[TDIZET} ‘de(%ﬂjic)i l
0.003344 0003664 | | s ootads
0.003488 | 0.003824 0.003984 0004144
| | | | | | | |
I [T g T vg Pleg TR g ol g Pl >l |
Time™ t ¢
Selected & Muted T Tra_nsm\t 1D T
(1D:3) (ID: 2.6) — t
- ead cycle lime ou
Receive REQUEST Transmit 1D __}'r
packet (ID: 1,2,6.7) (1D=1)
Transmit 1D
(ID-7)

Begin Read cycle

(c) Third Read Cycle of the Simulation

Reader
Read cycle Time out Begin Read cycle
Send SELECT packet
(D= 7.1) Read cycle Time out
j Send REQUEST packet Collision occurs l
0.004944 l 0.005408 ' 0.006688
0.005088 0.005232 | 0.006208 0.006368 |
| | e
! ! |~ %! e Tt Tt [
e 1 t
Time T
Selected & Muted
(ID:7) Selected & Muted . Read cycle Time out
(D 1) Raceive REQUEST Transmit 1D th
packet (ID: 2,6 (ID: 2.6)

Tag Begin Read cycle

(d) Fourth Read Cycle of the Simulation
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Reader
Read cycle Time out Finish census
(No collision)

Send REQUEST packet Read cycle Time out

,,‘/ Begin Read cycle ldentified Identified

(D:6)  (ID:2)

0.0066688 0.006864 Jv 0.008144
| 0.007184 0.007344 (.007504 | |
| | | | | |
|4Tr lT’ lT'TWH—H‘—HI
=
Time T

Receive REQUEST -
packet (ID: 2,6} Transmit ID Transmit 1D Read cycle Time out
; (ID: 6) (ID: 2)
Begin Read cycle

Tag
(e) Fifth Read Cycle of the Simulation
Fig. 16. BFESA-Muting Simulation Log

As we can see from Figure 16 (a), when the census begins the reader broadcasts a REQUEST
packet to all tags. The transmission delay of a REQUEST packet is 0.000176 seconds since the
size of the packet is 88 bits while the data rate is 500,000 bps. We assume propagation and
calculation delay are negligible, since events are generated at slot boundaries and
propagation delay and computation time will not have an effect on census delay and
throughput. As soon as tags receive the REQUEST packet they start their timer to
synchronize the read cycle between the reader and tags. Tags can select only one of the slots
in the read cycle randomly and transmit a RESPONSE packet which contains tag’s ID and
CRC to the reader by occupying a single slot, e.g. as we see from Figure 16 (a) each tag send
its ID only once in a read cycle based on the definition of the FSA protocol. There are eight
slots in a frame in this simulation. And we can see every slot durations in the read cycle is
identical. The delay for the transmitting of the RESPONSE packet is the definition of the slot
duration. As you see at Figure 13 (b) the size of RESPONSE packet is 80 bits while data rate
is 500,000 bps. That makes the transmission time of the REQUEST packet to 0.00016 seconds.
When multiple tags transmit their ID to the reader with the same slot it causes a collision
then the reader can’t identify tag's ID successfully. Two collisions occur in the first read
cycle, see Figure 16 (a). Three tags (IDs: 1, 2, and 6) transmits their ID by occupying the
second slot and two tags (IDs: 3 and 7) are also transmitting during the third slot. Both of
them collide and are being discarded. However, a single tag transmission without collision
is identified by the reader successfully as can be seen from the fourth, sixth and seventh slot.
The first, fifth and eighth slots are idle slots in the first read cycle (frame). When a read cycle
(frame) is finished tags can’t transmit their ID until the next read cycle begins and the
number of identified tags, collided slots, and idle slots are computed and stored by the
reader. If there is no collision during a read cycle the census will be completed.

SELECT packets are transmitted together with the tag’s ID identified by the reader as soon
as a read cycle has completed (as shown in Figure 16 (b)). The purpose of sending SELECT
packet is to mute the already identified tags, i.e. forcing them to stop transmitting their IDs.
This reduces collisions.
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Three SELECT packets are transmitted as shown in Figure 16 (b) with a tag’s ID identified in
the previous read cycle. The size of the SELECT packet is 72 bits and because of the data rate
being 500,000 bps the transmission delay will be 0.000144 seconds. After transmitting
SELECT packets the REQUEST packet is broadcasted to all tags. However, selected tags will
disregard this message. Only unread tags will response to the REQUEST packet.

When the REQUEST packet is delivered to all tags the read cycle is started again. The reader
can synchronize the start time of the read cycle with tags since reader can calculate the
transmission delay of SELECT and REQUEST packet with packets size and data rate. Once
the read cycle is started, the procedure of transmit tag’s ID, of detecting collision, and of
identifying tag’s ID is same with ones in the previous read cycle. When the reader detects no
collision during a read cycle the census will be finished shown in Figure 16 (e).

4.1.3 BFSA-non-muting

There are two major differences from BFSA-Muting; identified tags are not muted and the
assurance level is used for finishing the census. For measuring the assurance level after
finishing every read cycle and finishing the census successfully, the line 9 of Figure 15
would be replaced with Figure 17.

1 measure current assurance level
2 if (Given Assurance level <= Current Assurance level) then

Fig. 17. Computing Assurance Level of BFSA-Non-Muting

In the BFSA-Non-Muting, tags are not muted at all. Thus, the probability of collision
occurrence is higher than the BFSA-Muting and SELECT packet is not necessary to be
transmitted to tags.
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Fig. 18. BFSA-Non-Muting Simulation Log
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In BFSA-Non-Muting when the census begins the reader transmits REQUEST packet to all
tags and they start transmitting their IDs (once in a read cycle). Tags are never muted, so
that all tags continue to transmit for the duration of a census, once every read cycle. Another
difference between BFSA-Non-Muting and BFSA-Muting is that they have different
behavior at the end of each read cycle. As can be seen from Figure 18, the assurance level is
measured at the end of every read cycle and is changed according to the total number of
identified tags given the total number of actual tags. As shown in Figure 18 (a) the identified
tag (ID: 4) sends its ID again during the next frame. Census completes when the assurance
level is satisfied, as shown in Figure 18 (d).

5. Evaluation

In this Section, we evaluate two parameters: total census delay and network throughput. We
compare our simulation results with analytical results, computed by using the equations
from Section 3.

5.1 Total census delay

Total census delay varies depending on the frame size and the number of actual tags in the
BFSA model. If a frame size is either too big or too small as compared to the total number of
tags the delay will be longer because of the increased number of idle slots and collision slots
respectively, i.e. there is an optimal frame size resulting in the least total census delay for
given number of tags. Thus, we first measure the optimal frame size to find the minimal
total census delay for given fixed number of tags to be read (identified). Simulation runs
were conducted by varying the initial number of tags from 10 to 100 with step of 5 while the
given static frame size varies from 10 to 120 with step of 5. 10 census procedures were
simulated for each frame size and given a specific number of tags.

The minimal total census delay for given static number of tags is shown in Figure 19.
Triangle line represents the analytical result of BFSA-Non-Muting, ‘X’ line represents
simulation result of BFSA-Non-Muting, square line represents analytical result of BFSA-
Muting, and ‘+" line represents simulation result of BFSA-Muting. For computing the
analytical result of BFSA-Non-Muting and BFSA-Muting a computing program was
developed [appendix C] and equation 6, 7, 9, 10, 11, 14, 15, 16, 17, 18 and 21 in Section 3 are
used.

The minimum total census delay was increased linearly with the number of tags and 100 tag
set was identified within 0.25 sec using BFSA-Non-Muting with assurance level 0.99 and 500
Kbps data rate. BESA-muting took less than 0.1 sec with the same given conditions with
BFSA-Non-Muting. The simulation result of BFSA-Muting shows approximately 70%
shorter minimum total census delay than BFSA-Non-Muting simulation result. Both BFSA
simulation results show about less than 15% shorter minimum total census delay than its
analytical results in the experiment.

The optimal frame size is acquired from the simulation being used for computing the
minimum total census delay in Figure 19. The symbols in Figure 20 are identical with Figure
19. Figure 20 shows us good agreement between the simulation result and the analytical
result. The optimal frame size was increased linearly with the number of tags and BFSA-
Muting has smaller optimal frame size than the one BESA-Non-Muting has.
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5.2 Network throughput

We evaluate three types of network throughput: maximum throughput, minimum
throughput, and mean throughput. Network throughput represents the ratio between
successfully transmitted number of packets and total number of transmitted packets during
census. All of them show good agreement between analytical result and simulation result
and they are shown in Figure 21.
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In Figure 21, network throughput shows good agreement between analytical and simulation
result and simulation throughput shows slightly lower than analytical one. Figure 21 tell us
that the network throughput of the two BFSA models is getting lower according to the
increment of the fixed total number of tags. In Figure 21 (c), we can see mean network
throughput of BFSA-muting is 200 - 400% greater than the throughput of BFSA-Non-
Muting. Since in the BFSA-Muting the identified tags keep silent thus the total number of
transmitted packet would be reduced while in the BFSA-Non-Muting the identified tags
never stop transmitting its ID. Thus the difference between two RFID models makes
network throughput different.

6. Conclusion

To evaluate the performance of RFID protocols we implemented two BFSA models (Muting
and Non-muting). We have used the simulation tool, OPNET Modeler 14. The simulation
models were validated by analyzing the log in the validation Section. In addition, we
compared the simulation results against analytical results, generated by using the equations
presented in Section 3.

In Section 4, we evaluated total census delay and network throughput by comparing
simulation and analytical results. Our simulation results show good agreement with
analytical results both for total census delay and for network throughput. We also could see
the performance difference of the two BFSA models in terms of the total census delay and
the network throughput. As expected, BFSA-Muting performed better in terms of both
network throughput and total census delay as compared to BFSA-Non-Muting due to
reduction in the total number of transmitted packets.
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1. Introduction

The increasing number of deployed RFID systems and the resulting need for fast recognition
of a given amount of RFID tags puts great demand on future RFID readers. Applications
requesting for a fast capture of RFID tags are mainly found in logistic and manufacturing
processes. Imagine trucks driving through large RFID gates, where each RFID tagged package
or even item has to be identified. Also, fast production with tagged units approaching in
quick succession would need a fast recognition of RFID tags. Therefore, if several tags are
located within the range of a reader, signals from some of these tags will clash. For this very
reason anti-collision procedures are widely deployed to prevent tags from broadcasting their
information simultaneously. Existing RFID multiple access solutions for the uplink channel
are based on Time Division Multiple Access (TDMA). Fig. 1 shows the TDMA method,
pointing out that the tags in the reader’s field transmit their data at different moments in
time (slots) (Finkenzeller, 2003).

As may be imagined, the application of TDMA in RFID systems ensures that each RFID tag
in range will be detected on condition that the amount of time available is sufficient. If
this condition is false, the system comes to hard decisions, so that, finally, not every tag in
range has been recognized successfully. Therefore, the usage of TDMA methods pushes the
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Fig. 1. Comparison of TDMA and CDMA communication channel access techniques for RFID

envelope of the system when a very high number of tags have to be scanned within a given
time span.

“Graceful degradation”. This quotation from Aein (1964) describes very well the behavior of
Code Division Multiple Access (CDMA). In comparison to TDMA with its “hard decisions”,
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CDMA-based systems take “soft decisions”, which means, that within the system each
additionally introduced RFID tag decreases the overall probability of detection of all tags.
However, for a particular amount of tags, the system may be optimized in such a way that
the time needed for detection may be minimized. Therefore, for an RFID system under
those certain circumstances, the introduction of CDMA may offer a way out (Fig. 1). The
transponders, each equipped with a unique quasi-orthogonal spreading code (e.g., Gold
codes (Gold, 1967a)), may use the radio channel whenever the transponders are ready to
transmit their data (asynchronous CDMA). The objective is the realization of a DS (direct
sequence)-CDMA-based RFID system using semi-passive UHF transponders, with the reader
providing the recognition of multiple transponders simultaneously. This means that the
transponders are transmitting data within the same time range and frequency band, in
contrast to the existing systems based on TDMA.

The realized UHF transponders operate in semi-passive mode, meaning that the digital part
of the transponder, i.e., the data generation, has an active power supply, whereas the high
frequency (HF) part works in passive mode taking advantage of the backscatter principle.
The attendant RFID reader, though, is separated into two parts. Part one, described as
transmitting system, generates a carrier wave at around 867 MHz. Part two, the receiving
system, mainly demodulates the incoming backscattered signals of the RFID tags.

This chapter is organized in seven sections. The first section gives a brief introduction to
the topic of anti-collision in UHF-RFID-based systems. The following sections introduce
CDMA by outlining the advantages over the current used TDMA schemes. After introducing
particular problems backscattering RFID systems have to deal with, a concept and an
implementation of such a CDMA-based RFID system is shown. The chapter ends with various
measurements concerning the system and subsequent results.

2. Anti-collision: EPC class 1 Gen 2

This section outlines some basic issues regarding anti-collision methods within RFID. Basic
and state-of-the-art anti-collision methods are shown in Subsection 2.1. Subsection 2.2
presents theoretical performance issues regarding the throughput by comparing
state-of-the-art TDMA methods with CDMA anti-collision methods.

2.1 ALOHA and slotted ALOHA

Before elucidating the state-of-the-art anti-collision method for UHF RFID systems, the
principle of ALOHA and unslotted ALOHA (Bertsekas & Gallager, 1992) is illustrated, as the
principle of ALOHA provides the basis for the modern anti-collision protocols. The ALOHA
protocol (or pure ALOHA), first published by Abramson (1970), is a very simple transmission
protocol. The transmitter sends its data, no matter if the transmission channel is free or
not. This means the transmitter does not care about collisions with other transmitters. The
transmitter resends its data later, if the acknowledgment from the receiver is missing. RFID
systems based on the principle of pure ALOHA are, e.g., based on the TTF principle, i.e.,
transponder-talks-first. The IPX protocol from IPICO (2009) is an example for RFID systems
using unslotted or pure ALOHA.

An extension of the ALOHA protocol, called slotted ALOHA (Roberts, 1975) introduces time
slots in which the transmitter must send its data at the beginning. Therefore, collisions
only occur within a full time slot. This extension doubles the maximum throughput of the
system. Most current RFID protocols are based on the principle of slotted ALOHA, as is
also the very commonly used EPC standard UHF Class-1 Generation-2 air interface protocol
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V1.2.0 (ISO 18000-6C), commonly known as “Gen2”. Basically, the “Gen2” standard defines,
that every communication is triggered by the RFID reader, i.e., RTF (reader-talks-first). An
inventory round, i.e., the process of detecting all available transponders, is started with the
Query-command to acquire all transponders available in the read range. This command
inherits a so called Q-parameter. Using this Q-parameter, every transponder generates a
random number RN in the range [0; 29 — 1] and initializes its internal slot counter with
this random number. If, at a given moment, the value of the slot counter of one or more
transponders equals 0, the transponders send a 16 bit random number called RNy4. After
the acknowledgment of the RNj4 through the reader, the electronic product code (EPC)
is transmitted from the transponder to the reader and the transponder will be marked as
inventoried. All the left-over (non-marked) transponders are prompted to decrement its slot
counter by sending a QueryRep-command, and the procedure starts all over again. In the case
of several transponders initializing their slot counters with the same random number RN, it
will come sooner or later to a signal collision as the slot counters will reach zero at the same
time slot. If the reader recognizes such a collision, another inventory round will be initiated
to identify the left-over transponders. Therefore, a newly value of Q will be introduced and
new random numbers will be calculated. To sum up, one could say that the choice of Q is a
typical trade-off. Choosing a high Q will lead to a smaller number of collisions, at the expense
of an increasing time needed for an inventory round. Indeed, a smaller Q will lead to less
acquisition time, but to more collisions.

Plenty of work has been done to improve the current EPC standard. Improving the current
standard anti-collision method by choosing an appropriate value of Q, e.g., dynamically, is
described in Maguire & Pappu (2009); Pupunwiwat & Stantic (2010); Wang & Liu (2006). The
right choice of Q is of great importance for the overall system performance, so that an accurate
estimation would improve the time needed for an inventory round. Slightly new algorithms,
based on the current EPC “Gen2” standard are outlined, e.g, in Cui & Zhao (2009); Lee et al.
(2008). New better performing algorithms for the slotted ALOHA protocol for RFID are
described in Bang et al. (2009); Choi et al. (2007); Liu et al. (2009); Makwimanloy et al. (2009).
A complete new system with time hopping on the communication link from tag to reader is
outlined in Zhang et al. (2010).

2.2 Comparison: CDMA versus TDMA in UHF-RFID

The throughput S in dependence of the traffic channel rate G describes the performance of
a given transmission system regarding how many packets must be transmitted (statistically)
until a successful transmission occurs. This statement is given with the term % as described
by Kleinrock & Tobagi (1975). The reciprocal of this term, i.e., % defines accordingly the
probability of a successful transmission. The channel capacity is determined by maximizing S
with respect to G (Kleinrock & Tobagi, 1975). According to Abramson (1970) the pure ALOHA
transmission has a relation between S and G of

S=Ge © (1)
, whereas the throughput of the slotted ALOHA transmission is defined after Roberts (1975)
with

S=Ge % @)
. Accordingly, the maximum channel capacity is % ~ 18.4% for pure ALOHA and % ~ 36.8%

for slotted ALOHA.
For a fair comparison between CDMA-based systems and ALOHA systems, the total



308 Current Trends and Challenges in RFID

T T T T T T T T

ALOHA
—+— slotted ALOHA
S CDMA (C=1)| 1
——— CDMA (C = 5)
CDMA (C = 10)

w
.
30 >

. Throughput S
W

0 573 1 1.5 2 2.5 3 3.5 4
Traffic rate G

Fig. 2. Various throughputs S over traffic rate G for ALOHA, slotted ALOHA and CDMA

bandwidth has to be maintained the same for both systems. A CDMA system has a
so called spreading factor C, which is proportional to the length of the spreading codes
respectively the ratio between chip rate and bit rate (i.e., Ryip/Rpit) used. According to
Linnartz & Vvedenskaya (2009) the throughput S and the offered traffic rate G is

C-1 k
S=Ge Oy @ ®)
=k

Setting C = 1 leads to the slotted ALOHA transmission scheme. Figure 2 shows various
throughputs S over the traffic rate G. The figure shows the throughputs for ALOHA (channel
capacity 18.4%), slotted ALOHA and CDMA with spreading factor C = 1 (channel capacity
36.8%), CDMA with C = 5 (channel capacity 50.87%) and CDMA with C = 10 (channel
capacity 58.31%). This graph shows the basic difference between TDMA (ALOHA-based)
and CDMA systems. In general, TDMA-based RFID systems can handle much more RFID
transponders with a lower overall throughput. CDMA-based system, on the other hand, are
able to handle a limited amount of RFID tags with higher overall throughput. For instance,
assuming a limited amount of RFID transponders for a traffic rate G = 0.73. The throughput
of unslotted ALOHA would be Sa1opa = 16.95% and the throughput of slotted ALOHA
Sunslotted ALOHA = 395.18%. A CDMA-based system with a spreading factor C of 10 would
have there its maximum throughput of Scpya,c=10 = 58.31%. This scenario is shown in
Figure 2.

Finally, it can be stated that CDMA-based RFID systems may be better for particular
applications, in which the number of transponders is limited and the inventory process has to
be made very fast, e.g., fast production lines and automation processes.

Particular slotted ALOHA CDMA systems and corresponding performances may be found in
Gopalan et al. (2005); Sakata et al. (2007). Other works describe certain CDMA systems with
error correction which really outperform the TDMA-based systems. Examples can be found
in Liu et al. (2001); Liu & El Zarki (1994); Lo et al. (1996); Sastry (1984); van Nee et al. (1995).
Also this list is not complete it gives a short overview of CDMA-based system performances.
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Fig. 3. Basic architecture of RFID system; depicted in monostatic antenna configuration

3. Concept of CDMA-based system

This section presents the basics of the proposed RFID system. Going into more detail,
Subsection 4.1 shows the architecture of the Transmitting System (TX system path)
followed by Subsection 4.2 presenting the proposed semi-passive RFID transponders and
Subsection 4.3 describing the Receiving System (RX system path).

Figure 3 shows the basic architecture of the CDMA-based RFID system. Generally, it consists,
as any other RFID system of two major parts. First, the RFID reader itself and second, one or
more transponders. The main difference between this system and other current systems is the
channel access method in the uplink (transponder to reader communication) layer, in this case
based on CDMA,; this fact is illustrated in Figure 3 showing each transponder (Transponder 1
to Transponder 1) with a unique spreading code (Code 1 to Code ).

The basic working principle is also indicted in Figure 3, showing the RFID reader transmitting
a sinusoidal wave over its transmit antenna TX, thus allowing the various transponders in the
field to modulate and reflect (principle of backscatter) this incident wave back to the RFID
reader. Therefore, the total backscattered signal consists of the additive superposition of n
(if multipath is negligible) backscattered transponder signals with each transponder using
its own unique spreading code. Receiving this superimposed signal over RX, the reader
is, generally, able to separate the various transponder signals from each other (process of
despreading) in order to restore the transponders’ data.

Figure 3 and Figure 5, respectively, show the concept and the architecture of the realized RFID
reader. The following paragraphs will refer to these figures. Fig. 6 shows the setup of the
system for directly measuring the backscattered baseband signals.

4. Implementation

Within this section, the implementation of the CDMA-based RFID system is described. By
referring to Figure 4 and 5, Subsection 4.1 describes the overall TX path, involving the
PLL-based RF synthesizer, a power amplifier (PA) and the TX antenna, whereas Subsection 4.3
reveals the fundamentals of the RX path, consisting of RX antenna, low-noise amplifier (LNA),
a demodulator module, a baseband processing unit, a baseband sampling module (ADC
module) and a subsequent DSP module for evaluating the incoming data. However, the basics
of the transponder are depicted in Subsection 4.2.
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4.1 TX system path

The proposed semi-passive UHF transponder works in accordance with the principle of
backscattering. The incident wave to be backscattered is generated by the Transmitting System.
Considering the RFID uplink channel (tag to reader), the introduced Transmitting System
(see Figure 3 and Figure 5) consists of a PLL-based RF synthesizer (Figure 3 and Figure 5)
, generating a sine wave (here with f,ier = 866.5 MHz, maximum output power P,,;; =
1 dBm at 50 ), an upstream power amplifier (PA, Gain Gpy = 20 dB, 1 dB compression
point = 24 dBm), and a linear polarized 50 () antenna (TX, Gain Grx ~ 7 dBi). The purpose
of the transmitter is to generate an RF wave to be reflected (backscattered) by the UHF
transponder whereby the reflected wave is received by the Receiving System further discussed
in Subsection 4.3.

It has to be mentioned that the RF synthesizer not only generates a sine wave for the
transmitting part, but also for the receiving part of the system. Indeed, it is used as local
oscillator (LO) source for the downmixing part of the receiver. However, both synthesized RF
waves inherit the same frequency as they are both created by the same PLL; the waves only
differ in 77 in phase.

4.2 Transponder
The major tasks of the semi-passive UHF transponders are:

* Generate spreading code

* Create spreaded data
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Fig. 5. Architecture of CDMA-based RFID reader

* Modulate and reflect incoming RF signal at fc,rrier = 866.5 MHz (principle of backscatter)

Figure 7 shows the basic principle of an RFID transponder. An incident RF wave is reflected
by the transponder. The phase and amplitude of the reflected wave is affected by three
major issues: The first two issues includee structural mode and antenna mode scattering
(Hansen, 1989; Penttila et al., 2006), the third issue is the multipath propagation. Multipath
effects are a non-changeable fact, so they can be neglected at this point. The structural mode
scattering of an antenna is dependent on the structure of the antenna itself (material, antenna
geometry, etc.) and cannot be changed - therefore, the structural mode may not be used for
a normal data transmission. The antenna mode scattering, on the other hand, describes the
receiving and emitting effects of an antenna, which usually depend on the impedances used;
particularly the impedance of the antenna Z,,; itself and the corresponding load impedance
Zqq of the following transponder system. Assuming that Z;,,; can adopt two values being
Zy1 and Zp. According to Figure 7 the antenna mode scattering may be changed by altering
the load impedance Z;,,; of the transponder’s antenna according to the data the transponder
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wants to send. Binary data may be send by altering Z;,,; between Z; and Z,, thus changing
the reflection coefficient between Z,,; and Z;,,;, which in turn leads to an alteration of the
reflection of the RF wave in phase and/or amplitude. Again, this only affects the antenna
mode scattering. However, the total resulting backscattered signal is the superposition of
the multipath signal, the structural mode scattering and antenna mode scattering effects.
Measurements at the end of this paper will show this effects.

Figure 8 shows the basic concept of the CDMA-based semi-passive transponder. A central
microcontroller generates the binary output data stream (i.e., the already coded and spreaded
user data) to drive the fast RF switch ’S’, that alters between two impedance states Z; and Z;
according to the binary state of the output data stream, a logical "1” triggers Z,, a logical "0’
triggers Z; to be the corresponding load impedance. Therefore, the data stream directly affects
the reflection coefficient. The performance of the uplink (tag to reader radio channel) depends
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very much on the modulation efficiency #,,,; of the backscatter modulator (Fuschini et al.,
2008; Karthaus & Fischer, 2003; Nikitin & Rao, 2008), which basic calculation is subject of the
following paragraph.

Patch antenna

Microcontroller Spreading code

} ) SPI
[ User data H Coding H Spreading

Modulator

Transponder

Fig. 8. Concept of CDMA-based semi-passive UHF RFID transponder

4.2.1 Determining load Impedances
Assuming an antenna with complex antenna impedance

Zant - Ra +an (4)

with R; = R, + R; as the sum of radiation resistance R, and real antenna losses R;, and X, as
the imaginary part of the antenna impedance. The complex reflection coefficients I'; , between
the antenna impedance and the load impedances Z;  can be described as

r Zip—Zyyw  Zip—Ra+jXg
12

_ - , 5
T Zip+Zaw  Zip+Ra+jXg ©)

According to Rembold (2009) the modulation efficiency #,,,,4 can be expressed as

Pmod 2 2
=— |Ih-T 6
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2

, whereby Py;qx (the maximum receivable power of the antenna) and Py,  (the entire power
with the information carrying signals) are defined as

1IUg] 1,
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with Up as the antenna’s open circuit voltage and a being the wave from the antenna
impedance to the load impedance (see Rembold (2009) for details).

Maximum modulation efficiency #,,,; is achieved when the difference of the complex
reflections coefficients I'y and I'p is maximum. Supposing two vectors (I'; and I';) in a complex
coordinate system, the maximum difference between both vectors is achieved at the point
when the phase ¢r differs with 77 under the assumption that the maximum absolute value of
any I is limited to 1. That determines the complex reflection coefficients I' 5 to

Iy =¥ )
T, = elPratim (10)

Setting @r 1 to 0 sets I' » to +1. According to Equation (5) this will define the load impedances
to

Z;nt + r1,2 Zant

7,y = Zant 12 Lant 11
12 -1, (11)
ZE 47
7= img @t _ 4o (12)
25— Lot —2j
2y = Lo S Zéxﬂ — _iX, (13)

The antenna designed for the RFID transponders is a 50 () patch antenna (Figure 10).
Therefore the imaginary part (within the specified frequency range) X, ~ 0. This determines
Zy = —jX; = 0. A load impedance of Z; = oo corresponds to an open circuit wheres
Zy = 0 corresponds to a short circuit. Choosing open and short circuit states as desired load
impedances, the maximum achievable modulation efficiency is, according to Equation (7),
determined to be 9 8

Mmoa = —3 [+1+ 1‘2 -2 ~ 81% (14)
In order to have the maximum modulation efficiency for the CDMA-based RFID system, the
load impedances of the realized semi-passive transponders are set to open and short circuit.
By choosing these values as load impedances, one has to keep in mind, that this is only
advisable for semi-passive UHF RFID transponders. If passive transponders are designed, one
has to consider the power consumption into its calculations. Therefore, open and short circuit
values are not suitable, as the backscattered power is, in fact, too high, as the transponder
needs a large portion of the incoming power for supplying itself (Dobkin, 2008).

4.2.2 Transponder basics

Figure 9 illustrates the concept of the transponder and Figure 10 shows one of the realized
transponders to achieve the previously mentioned tasks. The microcontroller (uC) is powered
by a power supply and may be user-controlled using USB or pushbuttons. The pC generates
the unique spreading code and subsequently, the spreaded outgoing data. The data are
forwarded to the SPI interface to drive the modulator of the transponder with different
input voltages to adjust different load impedances respectively reflection coefficients of the
modulator. The block diagram of the modulator (Figure 8) shows the principle of the proposed
simple backscatter modulator. An example on how to design load modulators can be found in
Pardo et al. (2007). However, the incoming spreaded data stream is low-pass filtered to limit
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Fig. 9. Block diagram of semi-passive UHF RFID transponder with limited downlink
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the outgoing bandwidth. As the modulator should be as simple as possible, an RF switch 'S’
forms the interface between the logic data and the backscattered HF wave. The inputs of the
switch are driven by the spreaded data stream with two voltage levels (0 and 2.75 V) given by
a buffer driver. One connection of the switch is linked to the patch antenna’s microstrip line
(50 Q); the ground connection is linked to the patch antennas ground plane. By triggering the
switch’s input with the spreaded data to be sent, either Z; or Z; is connected to the antenna.
This modification changes in turn the reflection of an incident electromagnetic wave. The
difference of phase and amplitude of the reflection is a direct indicator for the efficiency of
a backscattering modulator. As mentioned above the modulators load impedances are set to
open and short circuit to achieve maximum modulation efficiency. An exemplary spectral
extract of the backscattered output of the transponder, measured at the receiving antenna, is
given in Figure 17. On closer inspection, one can see the spreaded data (chip rate is 1.5 Mcps)
around the carrier frequency (866.5 MHz). As these data signal levels (P ~ —90 dBm + 10 dB)
are not very high, an accurate implementation of the receiving system becomes necessary.
For a limited downlink (reader to tag) capability the transponders are equipped with a module
for measuring the field strength (RSSI) and a module for measuring the frequency (RF Divider)
of the incident RF wave emitted by the reader. The RF Divider is currently used to indicate the
transponder to send its data as soon as a carrier between 865 MHz and 868 MHz is detected.
The RSSI module is used for statistical measurements. Anyway, both modules are not part of
this work.
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4.2.3 Modulator

The transponder’s modulator is one of the key components of the system. Usually, it effects
the energy supply (only for passive working transponders) and the modulation efficiency (for
passive and semi-passive working transponders) of transponders. Therefore, it has a direct
effect for the maximum achievable range of such a system. The principle of the modulator
has been already discussed above, so that this paragraph focuses primarily on the realization.
Figure 11 shows the modulator, with and without RF shielding. The left part of the modulator
is connected to the transponder’s base board, the right SMA plug to the patch antenna as
shown in Figure 10. The part within the RF shielding is responsible for the backscattering
effects. A part of the incident RF wave is fed into the modulator. The part depends on
the antenna (structural and antenna mode) and the reflection coefficient between antenna
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impedance Z;,; and the load impedance Z;,,; of the connected modulator. This part is fed
into the RF switch and the load impedance (either Z; or Z;), which corresponds to the current
state of the switch. The state of the switch is defined by a buffered microcontroller output.
which itself shows the current voltage of the binary data stream to be sent. In the case of Z;
(open circuit state), the incident wave is entirely reflected with no phase shift. State Z, (short
circuit) also corresponds to a total reflection, but with a phase shift of 180°.

Measuring the load impedances of the modulator show a very good accordance with the
theoretical results. Figure 12 shows the reflection coefficients within a Smith chart. As one can
see the phase difference is not exactly 7r. Z, (short circuit) has nearly short circuit properties;
Z (open circuit) has nearly open circuit properties. The frequency range of the measurement
was between 852 MHz and 882 MHz.

1.0

Short
circuit Open
| circuit

1.0

Fig. 12. Smith chart of modulator

4.2.4 Gold codes

The choice of an appropriate set of spreading codes is a key issue when designing CDMA
systems. Gold codes seem to be one of the best codes to be used in UHF RFID systems.
Mutti & Floerkemeier (2008), for instance, state that Gold codes outperform Kasami codes.
Moreover, one Gold code family contains a large number of unique codes, which provides a
high probability of finding a well-suited set of codes for a system to be designed.

Gold codes, first introduced by Robert Gold (Gold, 1967b), are commonly used in spread
spectrum systems, such as WLAN and UMTS as well as in GPS (C/A code). The generation
of Gold codes is quite simple as only two linear feedback shift registers (LFSR) are necessary
to create one set of codes. Other advantages of Gold code are:

¢ Good balance between auto- and cross-correlation
¢ Flexibility in code length

e No user synchronization necessary, i.e. the transponders need not to be synchronized
among each other

Because of above mentioned advantages, the proposed CDMA-based system uses Gold
sequences.
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However, Gold codes have a length of 2" — 1 with m being the order of each linear feedback
shift register. For reasons of flexibility a Gold code generator has been implemented on
the transponder’s 32 bit pC. The choice fell upon a Gold code length of 127 (m = 7). The
characteristic polynomial is 1374, for the first LFSR and 1434, for the second one. The
initial value for the first LFSR is 854... By choosing two Gold codes (Code 1 and Code 2)
the second LFSR is initialized with 1274, for the first and with 1114, for the second code.
Then, a small adjustment was made to the generated Gold codes to be more compatible to the
pC. A succeeding binary ‘0" is added to each code to move it to a length of 128 bit. To show
the effect of this ’0’, the auto-correlation function (ACF) and cross-correlation function (CCF)
have been evaluated for both Codes. Figure 13 shows the ACF @, of the original 127 bit Gold
codes. Figure 14 illustrates the ACF ®.(7) of the adjusted (127+1 bit) Gold codes. The results
are slightly higher values beyond the peak value at T = 0. As not only the auto-correlation
counts, the corresponding cross-correlation ®1,(7) between the two codes are presented in
Figure 15. As expected the values of the adjusted codes are slightly higher compared to the
original ones, but without loosing the typical noise-like character. This means, that the effect of
the added '0" is negligible for further considerations. However, final system implementations
have to consider that fact.
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Fig. 13. ACF of original Gold codes
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Fig. 14. ACF of adjusted Gold codes
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4.3 RX system path
The major tasks of the Receiving system are:

® Receive incoming signals from several transponders, i.e., downmixing, analog baseband
processing and A /D conversion

¢ Find separate data streams (transponders) by despreading, demodulating and decoding
the signals

The Receiving system mainly consists of a hardware part that is needed to mix down the
backscattered RF signal, centered at f. = 866.5 MHz, into baseband, despread, demodulate,
and decode the baseband signal in order to determine the transponders’ data. Figure 16
presents the structure of this receiving part of the RFID reader. The incoming RF signal is
caught by a receiving antenna (RX) and amplified by a following low noise amplifier (LNA).
A subsequent Zero-IF IQ-Demodulator mixes down the RF signal directly to baseband. The
output of the demodulator consists of differential I- and Q-signals, which are band-pass
filtered, twice amplified and active low-pass filtered. It has to mentioned that the IQ signals
are completely handled differentially throughout the amplifier and filter stages to keep the
signal-to-noise ratio (SNR) at a high level. The succeeding Analog-to-Digital conversion
(ADC) module samples both, the I- and Q-signal, simultaneously. The A/D converted signals
are fed into a digital signal processor (DSP) block with a data rate of 450 Mbps (Sampling of
2 channels with each channel having a resolution of 15 bit (14 data + 1 status bit) including a
sampling rate of 15 Msps). The DSP module despreads, demodulates and decodes this data
stream. The results are the user data of each recognized transponder.

The following paragraphs focus on the details of the receiving system.

4.3.1 Demodulator

The incoming low-noise amplified signal is fed into the demodulator. The demodulator uses
the second RF synthesizer signal (the first is used as RF signal source for the transmit path,
see above) as local oscillator (LO) source, to mix down the RF signal directly into baseband
(Zero-IF). The demodulator is based on the LT5575 chip (Linear Technology, 2010a) and is
50 ()-matched between 865 MHz and 868 MHz. The output of the demodulator is differential
with 2 I- and 2 Q-signals, respectively.
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4.3.2 Band-pass filter

The differential working band-pass filter, which succeeds the demodulator, is used to
suppress the DC-part of the baseband signal, i.e. mainly the non-information carrying
down-mixed carrier signal, and high-frequency disturbing signals (from the internal mixer
of the demodulator). Therefore the passband is set between 16 kHz and 20 MHz.

4.3.3 Amplifier stage

The following amplifier stage is build upon two differential amplifiers (LTC6421-20
(Linear Technology, 2010d) and LTC6420-20 (Linear Technology, 2010c)), each with a
differential voltage gain of 10 V/V.

4.3.4 Active anti-aliasing filter

The last analog signal processing stage is an active anti-aliasing filter for the succeeding ADC
module. The cut-off frequency of the 4th order low-pass filter (Chebyshev characteristic) is
currently set to 2.5 MHz. This stage is based on an LT6604-2.5 (Linear Technology, 2010b).

4.3.5 A/D conversion

One very important part of the receiving system is a well-designed A/D conversion stage
for the baseband signal. The subjective of the ADC module is a time synchron sampling
of the differential I- and Q-signals. The module is based on a dual A/D converter of type
AD9248 from Analog Devices (2010a). Two channels may be sampled synchronously with a
resolution of 14 bit per channel. Maximum sampling rate is 40 Msps. As the fast parallel input
of the succeeding DSP module has only 20 bit the internal multiplexer of the A/D converter
is used to transmit the I- and Q-data after each other. Therefore one status bit is used to
indicate the current transmitted channel data. Here, the A/D converter is driven with 15
Msps per channel, which corresponds to an overall sampling clock rate of 30 MHz. The 14 bit
per channel plus the status bit and the sampling rate, generate in total a data rate of 450 Mbps
to be handled by the subsequent DSP module.

4.3.6 DSP module
The purpose of the DSP is the handling of all calculations, necessary to evaluate the
transponders’ user data. Therefore, the following stages are necessary:

e Data acquisition (from ADC module)
* Despreading of baseband signals
e Demodulation of despreaded signals

® Decoding of demodulated data
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The following paragraphs give a short introduction to these topics. The data acquisition phase
has to be accomplished only once, against what the following stages have to be passed through
by every transponder respectively spreading code available.

4.3.6.1 Data acquisition

As the amount of data to handle is quit large (450 Mbps) the data streams are not handled in
real time. However, through the usage of this DSP (ADSP-21469 from Analog Devices (2010b))
the processing speed is quite high. The A/D converted data signals are acquired through the
DSP’s PDAP (Parallel Data Aquisition Port) interface. From there, they are transfered to an
internal 8x32 bit buffer. Finally, the data are passed via DMA access to an internal memory.
As of limited memory capabilities the data is transferred block-wise to the external memory.
As the sampled values are stored as 32 bit values (DWORD), the amount of data for one shot
(durationis Ty, ~ 188 us) is 90112 samples per channel, so in total 720896 bytes or 704 kbytes.

4.3.6.2 Despreading

The process of despreading is the most calculation intensive operation the DSP has to handle.
As this phase needs more time than the data acquisition process the system is, up-to-date not
able to work real-time. Parallel processing would be a good solution. The DSP itself has a
clock rate of 450 MHz.

Despreading data from the baseband signal has to be done for I- and Q-channel separately.
The despreading operation is realized using the cross-correlation between I and Q signals
and the origin codes used by every transponder in the field. If s[k] is the I or Q signal
and c[k] one of the corresponding codes of one of the transponders, the cross-correlation
D, o(T) between these signals is done by multiplying every time instance signal s with code c.
Equation (15) shows the corresponding relationship between c[k] and s[k], whereas % matches
the convolution function:

[skc][t] = Pse() = ) s7[t]-c[r+1] (15)

t=—o0

A code length of 128 chips corresponds to 1280 samples (Rg;;, = 1.5 Msps and Rggppre =
15 Msps) and 90112 samples per channel for I and Q. This results into 230,686,720
multiplications and 180,224 additions.
One goal was to reduce this high amount of operations. This is realized through estimation
of the time moments the chips appear within the IQ signals. This estimation method works
as follows. The IQ baseband signal is sampled and correlated among the first 2-1280 = 2560
samples. This results in 6,553,600 multiplications and 5120 additions. The first maximum,
corresponding to the first peak indicates the initial index iy to start the despreading process.
The following peaks are estimated by jumping from iy, 1280 samples ahead. As certain
incertitudes (oscillators, etc.) will lead to synchronization errors, the correlation is not only
made at sample index ip + 1 - 1280, but at 5 samples before and after the estimated time index.
That means, the second peak is determined by executing the cross-correlation ®; 1 (7) as given
in Equation (16).
io+1280+5
Qii(t)= ), s*[H-c[t+1] (16)
t=ip+1280-5

The result is 11 correlations per peak and a new synchronization index, as the new peak
indicates the next starting point for the succeeding peak estimation. With 70 data peaks
within one shot and 1 within the initial guess, the total number of correlations per channel
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is 2560 + 69 - 11 = 3319. This leads to 8,496,640 multiplications and 6,638 additions in total for
both channels. This is only 3.6% of the full correlation.

4.3.6.3 Demodulation

The process of demodulation inherits the merge of the I and Q signals. According to their
signal quality, estimated through the maximum correlation values, the signals are weighted
and superimposed. This process of demodulation is beyond this paper’s scope and not further
described.

4.3.6.4 Decoding user data

The demodulated signal stream is Manchester coded (Loeffler et al., 2010) and needs to be
decoded accordingly. The resulting data stream corresponds to the transponder’s respectively
the user data.
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Fig. 17. Spectrum of backscattered signal from transponder

5. Measurements

This section presents measurements of various parts of the system, including transponder,
analog baseband processing and DSP.

5.1 Transponder measurements

Figure 17 shows the spectrum of the backscattered transponder signals. For this measurement
an RF signal (Prx = 10 dBm, fapier = 866.5 MHz) is fed into the linear polarized transmit
antenna. One transponder is placed at a distance of 1, 2 and 3 m. The resulting reflected signal
spectrum after the receiving antenna is shown in Figure 17. As expected, the backscattered
signal parts drop with increasing distance from the reader’s antennas.

The IQ constellation diagrams of the received RF signal are shown throughout Figure 18(a)
to Figure 18(c). It can be shown that the backscattered signals show a mixture between ASK
and PSK modulation. For instance, as in Figure 18(a), the mean of the data points (from
the two states of the one transponder) is not the origin (0,0). This discrepancy is the effect
of multipath and structural antenna mode scattering. Same applies for Figure 18(b) with 2
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transponders, generating 22 = 4 constellation points, and Figure 18(c) with 3 transponders,
generating 23 = 8 constellation points. The number of constellation points for n transponders
is 2" because all n transponders have 2 states sharing the same coherent RF signal from the
reader.

However, as expected the transponders show a near exact BPSK modulation (as configured in
Subsubsection 4.2.3), if the ASK part is neglected.
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Fig. 18. Various IQ constellation diagrams for 1, 2 and 3 transponders in the field of the
reader

5.2 RX measurements

Two measurements have been carried out to show the basic working principle of the analog
baseband processing module. The goal of this module is the signal conditioning for the
succeeding ADC module. Figure 19(a) shows the output of the demodulator, i.e. the I-
and Q-signals. As mentioned above these signals are handled differentially (I, I, Q+ and
Q-). To simplify matters the differential signals have been put together (I = I, — I and
Q = Q4+ —Q-) . The signals are amplified and filtered with a resulting signal as shown
in Figure 19(b). The signals were recorded with 2 transponders in the field. As in the IQ
measurements before, 2 transponders generate 22 = 4 different signal levels (evaluated from
Figure 19(b)) leading to a quasi QPSK-like signal with an elliptic distribution of the absolute
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values:

0.1V+j02V =023 =023 (17)
0.3V —j0.4V =055¢ /505 = (.55 /2601

—02V —j02V =027 ¢ 187 =027 (/186

—04V+j0.5V =059 ¢ /236" = 059 /77

Although the phase relations between the different states is about 90° in this measurement,
usually the phase is randomly distributed, being dependent on the geometric formation
between transponder and reader antennas. This snapshot was taken because of easy visibility.

5.3 DSP measurements

The DSP module comes with some debugging functionalities. One of these functionalities
is able to provide the DSP values, from its internal or external memories, via USB to a host
PC. Figure 20 shows the results of a full cross-correlation. For simplicity the CCFs have been
normalized to one. The values show the maximum number of samples (90112) and the peaks,
with each peak describing a bit. The value of the bit may be positive (41) or negative (—1).
The difference between the peaks and the noise floor is an indicator for the quality of the
communication link.
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Fig. 19. IQ signals after demodulator (right) and after baseband processing (left)

6. Results

According to the measurements the proposed system worked as expected. It was proved
that the UHF RFID system for broadcasting information data using a CDMA method worked
out very good. During the experiments there was a maximum distance to the antennas
being around 15 m. The transmitted RF-power at 866.5 MHz was 20 dBm. The introduced
transponders are semi-passive, which means that the communication link is still passive,
whereas the data generation (on the transponder’s side) is active, driven by 3.3 V power
supplies.

Smaller problems arose, when various transponder had a different path length to the
antennas. In that case one transponder (the nearest) dominated the second transponder (more
far away) which often occurred to a non-detection of transponder two. This problem is known
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Fig. 20. Cross-correlation of signals with origin spreading codes - Process of despreading /
2 Transponders

in CDMA systems and is referred to as near-far problem (Andrews, 2005). One possibility
to reduce the near-far effect is the usage of Huffman sequences (Liu & Guo, 2008). But this
approach asks for more than 2 states of the load impedance of the transponder’s modulator.
Nevertheless, carried out indoor experiments showed that the near-far effect of the proposed
system is, in fact, very low.

Also, theoretical work, which states an advantage (this statement is only valid for certain
cases) of CDMA-based RFID systems compared to state-of-the-art RFID systems based on
TDMA methods, complies with the measured results of the proposed CDMA-based UHF
RFID system.

7.Conclusion

This article presented an implementation of a CDMA-based RFID system working in the
UHEF region. At the beginning the article gave a short introduction to anti-collision methods
used in RFID technology. Subsequently, a performance comparison was made to show the
effect of using CDMA in RFID. It could be stated, that CDMA does outperform traditional
TDMA methods, but only in particular fields of applications. The implemented RFID system
itself is build upon a Transmitting system providing a continuous electromagnetic wave. This
emitted RF carrier is backscattered through one or more designed UHF tags. Each of these
semi-passive operating transponders generate a unique spreading sequence. The proposed
spreading sequences are Gold codes providing a good orthogonality. A simple modulator
on the transponder generates the desired backscatter signal. The Receiving system captures
this signal by down mixing the RF signal to baseband. Further analog signal processing and
subsequent A/D conversion gives the DSP the chance to despread, demodulate and decode
the desired transponder signals.

The significant advantage of such a structure compared to present systems lies in the ability
to avoid particular TDMA-based anti-collision schemes. Certainly, this will lead to less time
needed for inventorizing RFID tags, as this can be achieved within one time slot. However, the
number of tags to be read this way, is somewhat limited (due to the usage of CDMA), whereas
TDMA methods may recognize a huge amount of transponders, indeed, at the expense of time
to identify. Finally, one can say, that the deployment of CDMA is useful in cases where the
number of transponders has an upper limit or is fixed. For such cases the time for detection
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may be minimized using appropriate spreading codes. Fields of application mainly include
closed systems, e.g., found in industrial facilities.
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1. Introduction

Radio frequency identification (RFID) is a wireless technology that uses radio signals to
identify objects automatically and remotely. The most popular tags are passive devices
owing to their low cost. Nowadays, RFID devices are widely deployed in many
applications, such as supply chain management, inventory control, contactless credit card
and so on, due to the low-cost and convenience in identifying objects with non-line-of sight
reading, However, there are many potential security threats around the tiny RFID tags
attached to users. The carrying items or privacy information contained in these tags might
be compromised. Furthermore, low-cost makes these tags very resource-limited, which
makes it very challenging to design secure protocols for these tags.

From the point of end user’s side, a secure RFID system should provide the capability of
location/content privacy protection, anonymity, untraceability and availability [2]. Several
RFID lightweight authentication protocols like [4-10] have been developed, but not all of
them satisfy all the security requirements. All the previously proposed protocols are
designed to be computationally secure, i.e., the security depends on the hardness of solving
mathematical problem. Recently, Alomair et al. [1] proposed an unconditionally secure
lightweight RFID (UCS-RFID for short) protocol, and claimed that their protocol achieved
unconditional secrecy and unconditionally integrity. The security of the UCS-RFID protocol
depends on the freshness of the keys. However, the UCS-RFID protocol does not achieve
backward untraceability, even though it does achieve forward untractability.

Forward and backward untraceability are important privacy properties for RFID
authentication protocol [4]. Forward untraceability requires that even if the adversary
reveals the internal state of a tag at time 7, the adversary still cannot know whether a
transaction after time 7 + § (for some ¢ > 0) involves the same tag or not, provided that the
adversary does not eavesdrop on the tag continuously after time 7. Backward untraceability
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requires that even if the adversary reveals the internal state of a tag at time 7, the adversary
is not able to tell whether a transaction before time 1 involves the same tag or not [3]. These
two properties are important for the RFID systems that the equipped tags are low-cost and
potentially prone to being captured and compromised.

Notation | Description
RFID reader
; i-th RFID tag
S Back-end database
p A 2N-bit prime integer, where N is .....
V4 The finite integer ring with usual addition and multiplication modulo p

The multiplicative group modulo p, Z, contains all non-zero elements of Z,; that

Z, .
is, Z, =Z,\ {0}
- n denotes a 2N-bit random number which is drawn uniformly from the Z;, m|
n
denotes that it is used in the m-th session
n"” The left N most significant bits of 1"
n"” The right N least significant bits of 7™
The secret keys of the RFID tag T, . They consist of five subkeys, i.e.,
K™ K™ =", k™, k™, k™., k™) . The superscript m denotes the m-th run, and the|
subscript i denote the i-th tag T, .
kO A subkey which is initially drawn independently and uniformly from Z
a i 2
K. /A subkey which is initially drawn uniformly from Z,
k. A subkey which is initially drawn independently and uniformly from Z,
kO A subkey which is initially drawn independently and uniformly from Z
i 2
e A subkey which is initially drawn independently and uniformly from Z  that

will be used for updating the secret keys to maintain certain properties

Table 1. Notations or Symbols
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In this book chapter, we first examine the USC-RFID protocol, and show that the USC-RFID
protocol does not achieve backward untraceability. After that, we will extend the USC-RFID
protocol to an enforced one with untraceability.

2. The UCS-RFID protocol

The UCS-RFID procotol [1] is a lightweight RFID authentication protocol and is the first
RFID protocol providing unconditional security for low-cost tags. The UCS-RFID protocol
has the merits that it does not require tags to support random number generation and it
requires only one simple multiplication on tags. The security of this protocol mainly relies
on the RFID reader’s capability to deliver random numbers to RFID tags in an authenticated
and secure way.

The UCS-RFID protocol consists of four phases: the tag identification phase, the reader
authentication phase, the tag authentication phase, and the key updating phase (see Fig. 1
for more details). For the convenience of describing the UCS-RFID protocol, we first
introduce the notations or symbols shown in Table 1. Initially, each tag T; has a secret key
set K!” shared with the back-end database. In the following, we describe the m-th run of the
protocol.

Tag identification phase
i.  The reader R sends a Hello message to the tag T:.
ii. T; sends its message A to R, and R forwards this message A;”” to the back-end

database S.
iii. S looks up the database for the secret key K{"’ corresponding to the message A{" . If the

A;"” could be identified as a valid identifier, then S sends back the tag’s secret key K"’ to
R. Otherwise, the tag T; is rejected.

Reader Authentication Phase

i. R generates a random number #n”, computes B" =n" +k"” modp and

C" =n" xk!", mod p, and then sends these two messages (B("), Cm) to T;.

ii. After receiving B and Ci), T; extracts n' =(B" ~k;"”;) mod p, and then verifies its

integrity via checking whether the equation (B —k;"”,)xk!", =C™ mod p holds. If so,
c
R is authenticated; otherwise, the tag aborts the protocol.

Tag Authentication Phase

i. Tjcomputes D™ =n{" @k’ and returns this value.

ii. After receiving the value, R verifies whether the equation D" =n{" ® k"
holds. If so, the tag is authenticated; Otherwise, the tag is rejected.

Key Updating Phase: After a successful mutual authentication between the tag and the

reader, the secret key and the tag identifier are updated at the back-end database and the tag

respectively as specified in Fig. 1. Fig. 1 depicts the protocol for the m-th run.

The above protocol cannot deter possible denial-of-service attacks (DOS attacks), and Alomair

et al. had extended the above protocol to prevent DOS attacks and possible key exposure
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problem. Since these extensions are not relevant to our improvements, we will not discuss
these parts for easy presentation, and interested readers are referred to [1] for details.

T R S
{K™) {K™}
Identification and Authentication Phase
Hello
Send A™ =n™" +k{™ mod 2"
A A(m)
Look up the database for the secret
key K (™ corresponding to the A™
(m)
Bm cm < Ki
— -

Generate arandom number n(”‘)
Extract n™ from B™
(m) = ~(m) (m)
Verify integrity by checking Compute B =n 4 kb i mod p
My (m 2
(BM —kM k(M =c(M moq p C™ = ™ x k™ mod D
If Risavalid reader, computes °

(m)
D ?
D™ =n™ k™ yCheck D ™ = n™ k(™
» I

Key Updating Phase

kz(am+1)i = nEm) @kgm)i ,

K™D =k, + (0™ oK™ ymod p,
k((:m+1)i = k<(9m)i x (n(m) @k((;m)i )mod p,

) =™ K, K, =k, <0 modp,

Fig. 1. The UCS-RFID protocol.

3. Extending the USC-RFID to untraceability

In Section 3.1, we examine the untraceability of the USC-RFID protocol, and then provide an
improved scheme to enhance its untraceability.
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3.1 Untraceability of the UCS-RFID protocol

Here we show that the UCS-RFID protocol does not provide backward untraceability as
follows.

Suppose the tag T; has been compromised and the internal secrets
A" ="V + k" mod 2¥ and K" =(k™,, k™., k™., k., k™ ) are revealed at time 1. Let
(A, B, C, D) be one eavesdropped message. Then we can tell whether the message (A, B, C,
D) comes from the same tag or not as follows.

Derive n"™ = A" — k™. mod 2".

1.
2. Derive k" =D@&n"™", n"" =k{”, ®@k{"", and n” =n"" | [n"".
3.

Now we can derive the previous internal state k"’ =n""®k!"

a i’

kim—])i — k(m)i x (Tl(lml))-l mod p , k;m—i). — (k(m) _ k(m—U’ mod p) @ n(mfl) ,

e i b e

k((m—l)’ — (k:m), x (kim—l)1 )—1 mod p) @ n(m—l) and k;m—l)i — nim—i) @ k,(;”),v .
?
4. Now we check whether the two equations B=n""+k"" modp and

C=n""xk!" mod p hold. It is obvious that if the two equations hold, then the

message (A, B, C, D) is the (A"™,B"™,C"™",D"™") from the compromised tag.
We can recursively apply the above steps to trace the messages from the same tag for i-
th run, where i<m-1. That is, the USC-RFID protocol cannot provide backward
untraceability.
Even though the USC-RFID protocol does not satisfy backward untraceability, it does
provide forward untraceability. This is because, in forward untraceability, if the adversary
reveals the internal state of a tag at time 7, it is required that the adversary does not
eavesdrop on the tag continuously after time 1. It is this break of eavesdropping that makes
the USC-RFID satisfy forward untraceability.

3.2 Enhancing the untraceability
The key to find the link in our backward traceability is that the equation

A" =n"Y + k™ mod 2" contains only one unknown value n"™"

the internal state A™ and K™ =(k™,, k™., k™., k., k™.); therefore, the adversary can

i c i d i/ e i

when the adversary learn

derive n"™ = A" —k™ mod 2" and the other values accordingly. We also notice that each
of the other key updating equations in the key updating phase contains at least two
unknown values. Therefore, we can amend the protocol by simply modifying this equation
A" =" +k™ mod 2" to contain two unknowns. One simple suggestion is
that A™ =n"" + k", mod 2. With this modification, the adversary should solve two
unknowns in each equation to derive the secret even assume he has learned the current state
(A", k™, kM, k™, k5, k™). It, therefore, cannot provide adversaries a unique and

deterministic link to trace the tag.

4. Conclusion

In this book chapter, we have shown that the UCS-RFID protocol which is the first
unconditionally secure mutual authentication protocol for RFID systems cannot satisfy
backward untraceability, and we have proposed a simple amendment to enhance its
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backward untraceability. The unconditional secure RFID protocol is very promising
approach for RFID security. In this book chapter, we have enhanced the first unconditional
secure RFID protocol to satisfy untraceability. Our future work is to further analyze and
improve the security of unconditional secure RFID protocols.
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1. Introduction

Current problems that occur in the field of anticollision Radio Frequency IDentification
(RFID) prototype systems are solved in experimental way (De Blasi et al., 2010; Lehto et al,,
2009; Polivka et al., 2009; Brown, 2007; Clarke et al., 2006; Penttild et al., 2006; Jones &
Chung, 2007). The low efficiency coefficient of identification for the multiple objects
localized in the space Qpp doesn't allow to realize practical projects, such as, the
identification of Fast Moving Consumer Goods (FMCG) - Fig. 1. In the light of nascent and
modified legal communications standards, like for example, Electronic Product Code (EPC)
in the area of UHF and HF ISO 18000-6, ISO 15693, ISO 18000-3 normalizations, there is a
necessity to continue complex theoretical research and experimental investigations in the
range of simultaneous analysis of EM field, communication protocols, and electric aspects of
operating conditions of efficiency identification in anticollision RFID systems.

Simultaneous identification

INTERROGATION ZONE .
of many objects

OF ANTICOLLISION
RFID SYSTEM

Anticollision
RFID

Fig. 1. Illustration of RFID automatic identification process
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To generalise, the operation of passive anticollision inductive- (LF, HF), and also
propagation (UHF) coupling RFID system is characterized by the interrogation zone (IZ)
which is estimated in any direction of 3D space for a group of electronic tags. The elements
of algorithm of identification of interrogation zone for anticollision RFID system with the
consideration of the energetic (i.e. field and electrical) and communication aspects of
operation conditions have been presented in the following chapter. For calculations of the
interrogation zone the algorithm based on Monte Carlo (MC) method and a computer
program with the use of Mathcad 14 (called JankoRFIDmc'IZ) has been utilized.

2. Determining the interrogation zone using MC method

Unequivocal estimation of the interrogation zone for anticollision RFID system depends on
automatic identification process. In accordance with the conditions of the correct operation
of any RFID system, different locations of many tags strongly change the functioning of an
antenna unit array: read/write device (RWD) and individual tags. The problem of
determining the interrogation zone is related to two cases. In the first of them, an
assumption is made that the location of the n-tags group is determined, whereas in the
second case, all possible locations of the group of n-tags in a space around the RWD antenna
are going to be analyzed. The problem connected with the first case is realizable by the
assumption that the process of determining the interrogation zone in RFID system will be
carried out in a few feedback cycles which allow to find the proper location of tags. The
statement “few feedback cycles” is related to the time which is accepted for determining the
interrogation zone for all n-tags. The mentioned feedback cycles in the carried out
simulation include a modification of the tags location which don't fulfil conditions of the
correct RFID system operation. The problem from the second case is almost impossible to
solve because the prolonged process of calculations would be ineffective. Seemingly, in that
case, a method of "trial and error" during the search of the interrogation zone of RFID
system might be easier to apply, however, the presented MC method is a well-founded
alternative.

The presented premises lean towards the necessity of application of the techniques which
make use of random numbers (Kalos & Whitlock, 2008). The result of this is the solution of
the problem of the n-tags group location, and testing the functional efficiency of the antenna
unit array: read/write device-tags, that is an estimation of anticollision RFID system
interrogation zone for given efficiency of identification 7. The percentage of identification
efficiency is given by the equation:

Mp = Lwox 1009 @
n

where Iipox is the number of tags for which the desired read/write operations have been
properly done.
The problem contained in the MC method has a probabilistic nature, and it's solution is
obtained by simulation of the given object (Rubinstein & Kroese, 2007). The simulation
object is represented by the antenna unit array: RWD-tags with the consideration of a
synthesis of this antenna unit array and according to all equations which are going to be
determined during the synthesis of its electric model in an anticollision RFID system.
For a laboratory process of automatic objects identification the solution of the problem
consists in finding the interrogation zone of given RFID system, with its shape, location and
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Fig. 2. Graphic representation of the process of determining the interrogation zone in
anticollision RFID system using MC method
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orientation in 3D space assumed. In the conducted research it was assumed that the
demanded area should be square shaped and situated at the z;p height, whereas it's location
should be axially - symmetrical and parallel to RWD antenna (Fig. 2). Such an assumption
results from the orientation of tags that are parallel to symmetrical RWD antenna which has,
for example, circular or square shape in inductive coupling RFID systems.

A random layout of n-tags at P; points of Cartesian space at (x;y;zm) has been assumed in -
considered in a sequence - k steps during the search of the RFID system interrogation zone.
The random variables x;and y;, for i=1..n obtain various values which can’t be predicted, but
for which the definite distribution is assumed. The electromagnetic field in any point of
communication space is heterogeneous. This effect becomes the clearer, the nearer to the
surface of RWD antenna, and the farther from its centre a point is situated. This knowledge
allows to make a uniform (rectangular) distribution in intervals: (xarxp) for the random
variable x;, and (yarys for the random variable y;, in k-step for the analyzed area. For
uniform distribution of the random variables x; and y;, and for the definite values of x and y,
the distribution functions are given by: (x-xax)/(xs-xax) and (y-vax)/ (ysr-yax). It should be
noticed that the random variables x; and y; are mutually independent. This means that the
random variables x; and y; are stochastically independent, since the distribution of the x;
does not depend on the value y; and vice versa. In this case, the probability density of a pair
of random variables (x;y;) is equal to the product of the probability density (x;) and (y:)
independently.

In order to determine that the RFID system is functioning correctly for given tags locations it
is not enough to achieve the efficiency of identification 7p=100% for n-tags and fulfill all
conditions for a correct operation of anticollision RFID system. It cannot be predicted
whether for k area in which all the conditions mentioned above are fulfilled, the coordinates
sampling of tags locations on the surface of their arrangement, allows to fulfill the border
case of a correct operation of the whole RFID system. In k-step for the analyzed area in
which all the conditions of a correct operation of anticollision RFID system for given
efficiency of identification are fulfilled, the practical use of the law of large numbers (Kalos
& Whitlock, 2008) is the solution to this problem. For the random variables x; and y;
independently, the strong law of large numbers for the analyzed case is given by:

PP(th (x) = lim 3772 xAk;kaJﬂ )
PP(IimS,( .)—hmznm y’ = WJ—l ®)

where p denotes the expected value of the random variables x; and y; (which are equal to
zero because the interrogation zone is axially - symmetrical and parallel to RWD antenna),
and PP denotes the probability of sampling of variables for m approaching to infinity, but m
denotes the number of multiple sampling of tags location (i.e. random variables x;and y;) for
k analyzed area.

What follows from the equations (2) and (3) is that the sequences of random variables S,,(x;)
and S,,(y;) converge with probability “1” to the expected value p=0 of the random variables
x;and y;. It can be found that the m-tuple increase of the number of the random variables x;
and y; sampling in k-step for the analyzed area lengthens the calculation process during the
simulation of an antenna unit array. In accordance with the law of large numbers, the
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probability of a correct estimation of the interrogation zone for RFID system increases. First
of all, this is connected with the examination of a larger number of localized n-tags cases. If
the conditions of the correct operation of anticollision RFID system are not fulfilled in any of
m multiple sampling of tags location for k analyzed area, then the next process of multiple
sampling should be stopped, and it becomes necessary to examine the next (k+1) - smaller
area of tags location in the x-y plane. The MC solution for the analyzed object completes a
procedure which confirms the fulfillment of all conditions for the correct operation of
anticollision RFID system. The procedure is correct for the given efficiency of identification,
and for the area in which all the m multiple sampling of tags location lead to a positive
calculation result of the antenna unit array: read/write device-tags.

Correct selection of the m number, which will be satisfactory under the experiment, as well
as adequate to calculation time and probability of possible tags locations, is a problem. From
equations (2) i (3) which describe the strong law of large numbers, the dependence of
probability PP for the random variables x; and y; (which are stochastically independent, and
which have a uniform distribution) in function of the m 1 has been presented in Fig. 3.

1.00
i+
[ J
8
a +#
Q 0.95 |
£+ + variable x;
@ variable y;
0.90 r
0 50 100 150 200 250 300 350 400 450 500

m-n

Fig. 3. Example result of probability PP of sampling of independent random variables x;and
yi in function of numbers product: multiple sampling of m and n-tags location

Assuming that the probability PP exceeds the value 0.95 independently for the random
variables x;and y;, the value m =250 was determined during the calculation of interrogation
zone in automatic identification process. These parameters were determined for 106
sampling of 250 independent random variables x; and y; which have a uniform distribution.
For every sampling, the minimum value of probability PP has been searched. The
determined value of m =250 is compatible with a central limit theorem which states that
the sum of a sufficiently large number of identically distributed independent random
variables, each with finite mean and variance, is going to be approximately normally
distributed (Rice, 2006). Uniform distribution of the random variables x; and y; is in fact
different from a normal distribution, but - for this determined value of m n=250 - random
variables x; and y; are convergent to a normal distribution. In this case, the obtained
compatibility with a central limit theorem confirms the correctness of product m n=250.
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The presented idea of n-tags analysis at a specifically determined z;p height, results from a
practical demand for realization of automatic identification process with the anticollision
RFID systems. The identification of single products which are located inside a container on a
pallet can be the practical example of this process. Identification of single objects separately
is impossible in this situation, but their location on a pallet is mostly scheduled - because
logistic system has to work satisfactorily (Mo & Lorchirachoonkul, 2010; Shaoping Lu et al.,
2007; March, 2005; Jones & Chung, 2007). The development of the presented MC solution on
an area Qp in the x-y-z space requires investigation of every j-surface independently where
tags will be located on the whole area Qip at points Pjj(x;y;zip;) - (Fig. 2). If all n-tags are in a
disordered state in the space Qjp, then the stochastic independence of all the coordinates x;,
i, zi should be assumed. However, this idea is very complicated because it is not enough to
assume that all the pairs of random variables are independent. Taking into consideration the
practical requirements of different automatic identification processes, the example presented
above is marginal, yet very interesting from a scientific point of view.

3. Conditions of correct operation of anticollision RFID system with inductive
coupling

Passive RFID systems with inductive coupling are widespread (ID World, 2009; Wolfram
et al., 2008; Jones & Chung, 2007; Paret, 2005). These systems can operate in individual and
anticollision regime (Finkenzeller, 2003), and the need to design such systems appears more
often nowadays. Functioning of RFID systems with inductive coupling is based on the use
of energy which is stored in a magnetic field (Chen & Thomas, 2001; Rautio, 2003; Troyke &
Edgington, 2000). The kind of executed operation in individual phases of the exchange of
data between units of a system is essential during communication in anticollision
identification process (Jankowski-Mihutowicz et al., 2008). The basic condition of effective
operation of the system is the proper supply of each tag in a heterogeneous magnetic field
created by RWD antenna loop. A minimal value of energy (necessary for proper read/write
operation of the tag) is determined by minimal value of magnetic induction B, in each
point P(x,y,z) of its location (Fig. 4).

Analysis of the general RFID system schema allows for the determination of the complete
impedance of RWD antenna Zg, taking into account an influence of all coupled tags.
Maximal change of the impedance Zr under the influence of the tags is expressed by the
maximum value of difference in impedance arguments A@ruu.» without the tags and with
them, respectively. The value A@ryua is limited to assure the correct operation of the system.
A determination of communication conditions for proper operation of RWD-tags antenna
set is also possible on the basis of the schema analysis, taking into consideration the
properties of data transmission process (transmitted frequency band, data flowability and
required time relations in selected communication protocol).

The quality factor Q is a measure of tag antenna unit functioning efficiency in areas of
energy transfer and communication conditions in RFID systems with inductive coupling
(Newman et al., 1975; Redinger et al., 2003). These conditions are expressed by maximal
values of quality factors of RWD and tag antennas: Qrma and Qruax, respectively. In this
case, it is necessary to observe that selection of value Qrux is compromised by energy
(utilization of magnetic field energy) and communication requirements (Jankowski-
Mihutowicz & Kalita, 2009).
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Fig. 4. Block diagram of anticollision RFID system with inductive coupling

During the synthesis of tag antenna, the changes of this parameter can be made by
inductance change (indirectly - by changing the effective resistance of antenna loop),
adjusted to requirements of the shape and geometrical sizes of an electronic tag. The proper
synthesis of interrogation zone of RFID system is closely connected with three aspects which
concern the maximum value of Q factor for the operating tag. The first of these aspects is
related to the correct operating of the tag supply system, that is, the possibility of radio
communication appearing. The second aspect concerns the necessity to obtain the required
data transmission bit-rate (and also the bandwidth) in direction: tag-read/write device. The
third aspect concerns the impulse and step response of tag circuit in case of reverse data
transmission, to provide a correct identification of commands sent from the RWD. The last
two aspects should result directly or indirectly from the electronic tag chip specification for
which the antenna is going to be projected. The first aspect should be considered at the stage
of antenna synthesis, and the value of Q factor should contain all of the mentioned
limitations of operating passive tag. It is essential to ensure the homogeneous proper
interrogation zone of RFID system that is a mutual overlay of zones that result from
conditions of tag supply (by absorbing the energy of magnetic field) and the radio
communication carried in the system (realized with the suitable value of signal-to-noise).

Paying attention to the maximum work distance between elements of the RFID system, in
particular for systems working in the RFID far field, it is necessary to estimate the simulated
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and built antenna set RWD-tags in relation to the obligatory normalizations of
communication and EMC (ETSI EN 300 330, 2010; Jankowski-Mihutowicz, 2010).

4. Energy transfer in passive anticollision RFID system with inductive
coupling — fundamental equations

4.1 EM field aspects
Analysis of the read/write device antenna unit allows to make an assumption that the
antenna loop current (Iz) is constant along the whole flow way (Fig. 5).

a) z

P(x.y,z)

Mo1=Tp-T1

b)

.Analysed
side for general
case

Ng — loop
turns,

) |

b

Fig. 5. Analyzed cases of RWD antenna loop: a) circular loop, b) loop of polygon shape,
¢) some realizations of tested RWD antennas

Change of the electric charge density in time equals zero, so in that case the electric current
density divergence equals zero as well. Making these assumptions permits to apply the
magnetostatic laws to magnetic field analysis for any RWD shape. In accordance with vector
Biot-Savart law, the magnetic induction value of B in any space point P(x,y,z) is given by the
equation:

Mg Ny ¢ dlxr,
B= 4r 95 |1'b1|3 @

where: 1=4-1-107 H/m.
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Application of the Biot-Savart law for the RWD's antenna loops is possible by the additional
assumptions that the wire diameter of RWD’s antenna is negligible in relation to the
geometrical loop sizes, and also that there is full inductive coupling between the individual
loop turns (Ng).

For the circle-shaped loop (Fig. 5-a), the axial symmetry permits convenient change from
Cartesian to cylindrical coordinates. The vector describing the dl location at P point, in
which the value of magnetic induction is calculated, is given by the formula:

L, =% — 4 ©)

where the vector describing dl element location that changes in ¢ angle function, and the
vector describing location of point P, are given as follows:

1R - cos(@)
1y =| g -sin(p) ©)
0

X
=Y @)
4

The unit vector connected with dl =7, -d¢ is given by the formula:

—sin(p)
u,=| cos(p) ®)
0
Changing the coordinate system leads to final equation, which describes the magnetic vector
at any space location with (x,,z) coordinates for circle-shaped RWD loop:

2 rp -u, X 1
B ﬂoIRNRJ' R tpz LA ©)
4z 0 |1'b1|

In the case of RWD antenna loop, constructed as polygon (Fig. 5-b, c), Biot-Savart law with
principle of superposition permits to add at location P vectors, that descend from individual
antenna parts. In this case, the total magnetic induction is calculated from the equation:

B=Y B (10)

where i denotes analysed side for RWD antenna loop, constructed as polygon.

The obtained vector equations permit numerical calculating of the value of magnetic
induction separately for individual components in directions x, y and z (By, By, B;). The
components of magnetic induction B in any space point P(x,y,z) are given for a circular loop
shape (Fig. 5-a) by the following equations:

2 -
B, - ,uOIRNRI = Z-1g - cos(p) _— 11)
4z Jo 2 . 2 L2
— 1 -cos(p — 1 -sin(p
[(x 1R -cos(9))” +(y —rg -sin(p))” +z }
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2 <¥p - Si
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’ 4r 0 2 . 2 o7
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LY 27 1k sin(p) (y —rg sin(p)) - 1 -cos(p)-(x—rr cos(@)y (13
z 4z Jo 2 2, 2"
[(x—rR-cos((p)) +(y—rg -sin(p)) +Z}
and for any polygon (e.g. rectangular; Fig. 5-b) shape:
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Many practical solutions for identification are characterized by the parallel location of tag
antenna and RWD loop (Fig. 6).

This location of individual tags allows the magnetic induction B, to reach its minimum
value only in relation to z-magnetic induction components (vectors B,1+B, for 1 to n tags).
This case applies to places in which tags working in anticollision process has been located
(Pl(xlfy1121)+Pn(xn/]/mZn))~

The presented approach creates numerous limitations connected with the decrease of the
interrogation zone in RFID system. This results from too low value of the perpendicular
magnetic induction component in relation to tag antenna loop plane. The efficient use of
communication space in which anticollision process is going to take place, and also
specification of the object marked by passive RFID tag, requires consideration of any tag
orientation with regard to the individual components of magnetic induction vector.
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The issue of any tag orientation in three dimensions x-y-z comes down to the tag deviation
of @ and f angles from parallel location of RWD-tag antenna loops (Fig. 7-a). In accordance
with presented model (Fig. 7-b and Fig. 7-c), deviation of « angle occurs in z-x plane,
however deviation of £ angle occurs in a-y plane. Calculating the value of perpendicular
magnetic induction component for tag, which is deviated of « and g angles (B, has been
divided in two parts. By application of the superposition theorem in the first part, after tag
deviation of a angle, the perpendicular magnetic induction component is given by:

BXZ!Z = BX!Z + BZ!Z (17)

where the values of vector components are given by:
B,, =B, -sin(a) (18)

B,, =B, -cos(x) 19)

n-identuification
object

T

7

'
n - tags working in anticollision RFID system
with inductive coupling

Pr(Xn, Yn,Zn) Bxn

Fig. 6. Typical orientation of tags working in anticollision RFID system in relation to
components of magnetic induction vector
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Fig. 7. Orientation of a tag, which is deviated of & and fangles from components of
magnetic induction vector: a) deviation in 3D coordinate, b) deviation of & angle on z-x
plane, ) deviation of fangle on a-y plane

By application of the superposition theorem in the second part again, after tag deviation of S
angle, the perpendicular magnetic induction component is given as follows:

B,=B,+B., (20)
where the values of vector components are given by:

B,, = B, -sin(f3) (21)

B, =B, -cos(a) (22)

From the equations (17)+(22) comes, that the perpendicular magnetic induction component
for passive tag, which is deviated of o and fangles, is given by:

B,, =B, -cos(a) - cos(f) + B, -sin(a) - cos(f) + B, - sin(3) (23)



Application of Monte Carlo Method for Determining
the Interrogation Zone in Anticollision Radio Frequency Identification Systems 347

Knowing the magnetic induction separately for individual components in directions x, y and
z (Bx, By, B.), the obtained equation (23) permits calculation of the perpendicular magnetic
induction component. The aforementioned necessity of changing the tag orientation should
be carried out for assurance of correct tag work in the individual space point P(x,,z). In this
way it is possible to calculate the system interrogation zone, which is forced by the
specification of identified object, that is the necessity of individual tag location on marked
object.

4.2 Electric aspects

The second essential stage of energy transfer from RWD to tags includes an elaboration of
electrical model of the whole anticollision RFID system with inductive coupling for the full
frequency range (LF - typically 125 kHz, 138 kHz and HF - typically 13.56 MHz). The basic
part of the system is circuitry of RWD - tag antenna set in which an adequate operation
states should be taken into consideration. The idea of electrical model of analyzed RFID
system is based on the circuitry of RWD - tag antenna units (Fig. 8).

M (or Mg for tag,
which is deviated
about a and 8 angles)

@ ANTENNA LOOP | \ Rr
R

Ir ‘
Ly Crs—= —— Crc =
Tiv

UrrjorM-1g T

<& 1o RWD | TAGS
|{ anTEnNA Loop M
ODULATION CHIP
| Rr ¥
| H H —o
| Voltage
| Modulator Rectifier regulator
Ly Crs—— —— Crc
" Cr Rk | Uy _ Ures
amal | £ o

|t Urrgjo-M-Ig T

7 [ Ur -

':,5 —=Cre “=Crs Lr :
|
|
|
|

—~—
ANTENNA LOOP C CHIP
[} T 1

- J

S Ve

Anticollision system: 1..n tags |j

<

M — mutual inductance between RWD and tag antennas, /r — current of RWD antenna loop,
Cr— RWD resonance capacitance, Crc— RWD cable capacitance,
Cr—tag capacitance Crs+Crc+Crcr, w=2nfy, where fy— working frequency

'|' Functioning of the rectifier and voltage regulator involves use of the passive elements:
o modulator — index TCM, rectifier — TCR, voltage regulator — TCS.
ANTENNA LOOP The voltage regulator (Rrcs resistance) has the most significant influence on the parameters of
--------------------------- whole electric circuit, which is located on the side of connectors of tag's antenna loop.

Fig. 8. Equivalent schematic diagram of anticollision RFID system with inductive coupling

The correct operation of tag internal integrated circuit in communication process phases is
conditioned by the voltage Ur which is inducted on the trimming tag antenna. Functioning
of the memory and microprocessor of passive tag circuit is connected with the occurrence of
the stabilization voltage Urcs inside its chip (Villard, 2002; Friedman et al., 1997).
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Taking into consideration the fact that the stabilizer is on input to the part of the tag chip
and it influences tag’s antenna unit, it is necessary to make the synthesis of a module which
was divided into two parts: rectifier and voltage regulator. Rectification of the voltage
induced in the tag antenna loop, takes place in half-wave and full-wave rectifier
(Jamali, 2006), however, it is controlled by a voltage regulator (Friedman et al., 1997).
Functioning of the rectifier and voltage regulator involves the use of other passive elements
to the tag's schematic diagram (modulator - index TCM, rectifier - TCR, voltage regulator -
TCS). The voltage regulator (represented by the Rrcs resistance) has the most significant
influence on the parameters of the whole electric circuit which is located on the side of
connectors of the tag's antenna loop.

The inductive coupling between the antenna loops is expressed by mutual inductance M
determined in relation to field conditions at the given system efficiency for arbitrary location
and orientation of the tags:

T 2z
M= %J. IB rcos(g) +x, rsin(p) +y,z)rdpdr (24)
R 00
and:
T 2x
I I ., (7cos(@) + x, rsin(p) + v, z)rdpdr (25)
R 00
where Nris number of tag antenna turns of wire.
In tag antenna loop is induced the voltage Ur (as effect of the coupling):
U = ja)~M~IR (26)

T
1
1+| ——————+joC, |-(joL, +R,)
[(RTCK + RT(,S )HRTCM TJ ! !

where the symbol || denotes the parallel connection of resistances representing the
generalized circuit of rectifier and voltage regulator (Rrcr, Rrcs) and the modulator (Rrcum)
inside the chip structure.
Assuming that the module of Urcs is constant, the variable resistance of voltage regulator is

given by (27). This equation is true when Ur>Urcs :

urcs (a)zLTCTRTCR TCR ]0)L ]’a)(:TRT RTCR B RT )

(27)
uTcs(1+ijT T_a)LTCT)_jwMIR ‘

R .=

TCS

The minimum value of Ur (Urmin) is the base for determining the interrogation zone for the
anticollision system. The value of voltage Uryix clearly impacts the analytical relation, which
allows for expression of the minimum value of magnetic induction By, - the elementary
parameter defining the interrogation zone:

1
1+[+jazCT]~(ja)LT +Rr)}
l: RTCR +RTCS (28)
].w'NT 'ST

min ‘ Tinin
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The induction B, is differentiated on the basis of value Uryis, for the direction of data
transmission and the kind of operations in internal tag memory. For experimental
verification of calculated value B, the special laboratory stand has been made. The stand
allows to measure the maximum distance between the RWD and tag antennas, for which the
correct operation of the RFID system is ensured.

Operating of the anticollision RFID system with inductive coupling means that working
tags, which are located in the system interrogation zone, are going to have an influence on
the parameters of RWD antenna unit. The synthesis of the electrical model of an anticollision
RFID system includes the replacement of all tag electric circuits by the impedance Zrr
(Fig. 8). Those circuits are coupled by the mutual inductance M. Location of a specific
number of n-tags in the interrogation zone of RFID system means that the working tags’
quantitative participation in the influence on the RWD is going to be represented by the sum
of all impedances Zrr (from Zrr; to Zrr,). Such an influence of impedances Zrr on the
read/write device leads to the adverse effect of detuning the RWD antenna. Additionally,
the value of antenna loop current Iz decreases in a read/write devices without output
current stabilization. In a read/write device with current stabilization, the antenna voltage
Ur increases to the limit, and after an overflow, the value of antenna loop current Iz also
decreases as in the previous case. The consequence of the influence of operating tags on the
RWD in each case is the reduction of the system interrogation zone which is caused by the
energetic conditions of devices” operation. Changes are the stronger the larger is the value of
the mutual inductance between tags antenna loop and RWD.

This problem can be illustrated by the total impedance of RWD antenna Zz, taking into
account the influence of all coupled tags. For an equivalent schematic diagram from Fig. 8,
this impedance is given by the following equation:

. 1

oL, +R,)-——
, (jeoLs + R) joCy 1
. 1 ioC

joL, +R, + Jorrg

1
P R )
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where the equation describes the impedance Zrr, and also quantitative influence of working
tags on the RWD, that is given by:

o*M?
e (30)
: R, + joL, + (RTCR + RTCS)HRTCM
. " 14 joC, [ (R + Rycs )[Ry |

An influence of working tags causes the RWD antenna unit to detune of the value Afg from
the frequency fo. This detuning is revealed by the change of impedance’s argument A¢r for
the working frequency of RFID system. The border values of these parameters determine
the last directive to the efficiency of antenna unit array research for given read/write device.
There is a necessity to maintain Agr within the limits in order to provide correct functioning
of the RWD and of the whole anticollision RFID system. Such an assumption is practically
used in external antenna tuning devices dedicated to tuning the long-range antennas
working in LF and HF inductive coupling RFID systems (Feig, 2005, 2006; Philips, 1996;
Texas Instruments, 2002).
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5. Results

The experimental research have been carried out for different RFID elements using the
laboratory system which allows to determine single and anticollision identification process
for all frequencies in RFID systems with inductive coupling (Fig. 9).

A

Fig. 9. RFID laboratory in the Rzeszé6w University of Technology: a) dynamic test stand,
b) static test stand, c) example of long range read/write devices, d) example of measuring
equipment

During the search of the interrogation zone of RFID system for a given efficiency of
identification 7p (1), the appearance of condition Apr>APru.x makes a correct identification
impossible. In MC calculation the parameter Apr is calculated on the basis of the total
impedance Zr of RWD antennas arrangement (29), taking into consideration influence of
functioning tags on this antenna - Zrg;.., calculated from the equation (30). For example, the
limit phase value was APrun=t15° for the Philips HITAG RM 800 read/write device,
working at frequency f;=125 kHz. The technical documentation available on the basis of an
agreement reached between the Department and the Philips Semiconductors has been used
in the investigations.

For the correct energy transfer in the anticollision RFID system with inductive coupling,
assuming the possibility of using identical tags in automatic identification process, the
specified value of minimum magnetic induction B, will be the parameter that limits tags’
correct operation area. This parameter should be calculated from the equation (28) for the
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individual single tag construction and the kind of operations executed in its internal
memory (read/write of tags memory). If the value of perpendicular component of magnetic
induction vector at point of the location of tag is smaller than his parameter Buin, then the
correct functioning of this tag in anticollision system is impossible. This denotes that the tag
is in the area where communication with RWD is impossible, and efficiency of identification
mip is lowered.

Process of determining the interrogation zone using MC method has been preceded by
measurement and calculation of B, conducted during the process of reading information
from the internal memory of tag. The results of these measurements and calculations were
presented in the table 1.

In the simulation and measuring part of the experiment respectively, the calculated and
measured values Bmin were the minimum limit of the correct operation of a single tag
located in the area of field conditions of functioning of the whole RFID system. In both parts
of the experiment locations (in points P; of cartesian space at (x;y;zip) coordinates) of ten
tags of a chosen type were selected randomly 25 times (from chapter 2: n-m=250).

T Measuded Measured Calculated
Zimax 1) Bmin 2) Bmin 3)
- m pT pT
HITAG 1 1SO CARD 0.52 0.74 0.74
HITAG 1 WORLD TAG 50 0.44 1.16 1.16
HITAG 1 WORLD TAG 30 0.27 3.72 3.73
HITAG 1 WORLD TAG 20 0.22 5.63 5.62

1) The measurement of the maximum working distance z,,. from the center on axis of symmetry of
RWD antenna loop for square read/write device antenna (where a=0.3 m, Nx=32, [z=0.213 A) -
this is the result of the positive identification of the tag serial number.

2) The measurement by means of analyser Advantest R3132 and Rohde & Schwarz

HZ-14 near field probe (Rohde & Schwarz, 2003).

3) The values calculated in the JankoRFIDmc'IZ v. 4.08 application

(Jankowski-Mihutowicz, 2007) - on basis of electrical model - equation (28).

Table 1. Measured and calculated values Bmin for tags selected to investigations

The example results of the calculated and measured interrogation zone (Fig. 10), were
placed on the plane at (x, y, zip) coordinates. The measured interrogation zone is the result of
the positive identification of all n=10 tags serial numbers, during conducted experiment, all
m=25 multiple sampling of their location. For every multiple sampling of the location of tags
in measuring chamber, spatial measurements of z component of magnetic induction B
vector were made. On the basis of (Rohde & Schwarz, 2003), the measurement of the
component of the vector B perpendicular to the area of the antenna loops of tags was
conducted in the 625 points (the resolution of 2ecm on 0.5m x 0.5m x-y surface - the
movable platform in the measuring chamber - Fig. 9-b).

All of the calculations and measurements were performed for square antenna of the RWD
unit which was tuned in the measuring chamber without the influence of tags, and the
achieved value was Apg=2.50. In all studied cases, the border value of A@rmax, Wasn't
crossed. Thanks to this, the efficiency of identification for the height zp was 100 % in the
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area of fulfillment of the condition of the magnetic induction minimum value. Difference
between the calculated and measured interrogation zone (in the worst case, for the smallest
heights zip, on the level £1.5 cm), is caused mainly by applying an approximate geometrical
model of the antenna loop of the RWD. These differences are caused by the fact that the
RWD antenna loop was build as loose turns of wire, and that was assumed during synthesis
of the geometrical model of the RWD antenna loop.

The measurements in the RWD - tags antennas arrangement required applying many direct
and indirect measuring methods. The obtained results always contained certain dispersion
of the values, which can always be - in a justified way - ascribed to measured sizes. The
multiple results were obtained from many measuring sets.

Generally, the problem of the uncertainty of determining the interrogation zone of the
anticollision RFID system with the inductive coupling, has two aspects: simulations and
measures. In the process of evaluation of the uncertainty of determining the interrogation
zone in the measuring part of the experiment, essential factors are uncertainties of the
magnetic induction components #(B) measurements:

u(B)= [ -u(H)J2+[

u(H)= [ ~u(V0)J2+U§;

where u(Vj) - standard uncertainty of voltage measured by means of Advantest R3132
spectrum analyzer and the R&S HZ-14 near magnetic field probe.

This uncertainty includes the systematic influences which cannot be removed during the
conducted experiment. They are represented by the set of coefficients read from prepared
tables and graphs in the Advantest R3132 spectrum analyzer user manual. #(AF) denotes the
uncertainty of antenna coefficient read for measuring frequency (fp). For the spatial,
multipoint measurements which were made in the measuring chamber of the investigative
set, the standard relative uncertainty for the magnetic induction uy(B) was on the
level 1-2 %.

In the process of evaluation of uncertainty of the interrogation zone estimation in the
simulating part of the experiment, the component factors of the complex uncertainty of the
entrance data measurements and output data calculations were considered. They were
taken into account in the process of estimating the efficiency of the system antennas
arrangement with the MC method, which is made by the JankoRFIDmc'IZ application
(Jankowski-Mihutowicz, 2007).

Explaining this problem, function f which represents the interrogation zone exhibits
significant nonlinearity. Therefore, regarding the error propagation, the higher terms in the
Taylor's expansion should be taken into account. Their form is as follows:

0B
o0H

0B

ou

u ﬂ)Jz (31)

where:

oH
oV,

-u(AF)JZ (32)

n_n 2 3
ZZ 19 of +i. 0 /; -uz(x,.)-uz(xj) (33)
w2 Ox; Ox0x; Ox; ox0°x;

where: i,j=1..n.
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Fig. 10. Description of example elements of calculated and measured characteristics
of interrogation zone for HITAG 1: a) ISO CARD (Z;p=0.05 m, B,,;»=0.74 uT), b) WORLD

TAG 20 (Z;p=0.32 m, B,;,=1.16 uT), c) WORLD TAG 30 (Z;p=0.05 m, B,,;»=3.72 pnT)
and d) WORLD TAG 30 (Z;p=0.17 m, B,,i»=5.63 pT)
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In indirect measurements every size, calculated or measured directly, brings the different
contribution to the uncertainty u(f). The determination of suitable weighting factors
resulting from the uncertainty propagation law for the considerably nonlinear function f,
according to the higher terms in the Taylor's expansion, is a complicated mathematical
question. This is a complicated problem at the present stage of works.

6. Conclusion

The efficient leading of the automatic identification processes, such as: forwarding mail,
materials, articles (in industry); identification of valuable minerals, samples for analysis
(in science and medicine), requires the use of a modern radio methods of the simultaneous
identification of many objects. The mentioned processes generally belong to the automatic
identification group, in which RFID electronic tags are replacing, for example, barcodes.
This is caused by the well-known technical limitations of the objects identification methods
used nowadays. The accessibility of electronic tags, the continuous reduction of their
production costs and the standardization of work conditions of RFID technology, allows to
make a decision about the implementation of quite a new method in the process of
automatic identification.

The laboratory research and tests fully confirm the correctness and usefulness of the
elaborated (in Department of Electronic and Communication Systems at Rzeszéow
University of Technology), method of synthesis of anticollision RFID system, where the
essential component, based on Monte Carlo method, is the determination of interrogation
zone for the system with suitably located tags. It should be noted that the synthesis
procedure includes the simultaneous analysis of electromagnetic field, communication
protocols and electric aspects of operation conditions in the process of system efficiency
identification. Presented part of the problem of interrogation zone synthesis is the base for
practical use of projected identification systems, required for specific anticollision RFID
applications. The future investigations will be focused on the analysis of efficiency and
interrogation zone of the anticollision RFID systems operated in dynamic conditions (speed
changes of orientation of suitably located tags). Additionally, the extension of
JankoRFIDmc’IZ program on a propagation coupling RFID system is planned. The elements
of algorithm of interrogation zone identification for anticollision RFID system taking into
consideration the energetic (i.e. field and electrical) and communicational aspects of
operation conditions are going to be supplemented by elements of antennas and wave
propagation in UHF.
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1. Introduction

Wireless sensor networks are attracting considerable attention in recent years as constituent
elements of next-generation wireless networks. Determining the position information of
sensor tags is extremely important, and hence, position estimation using RFIDs for sensor
networks is a widely studied topic. In order to estimate these RFID tag’s position, TDOA
positioning algorithm is focused on because each sensor tag is desirable of plain hardware
configuration. Tag’s position is estimated to measure arrival time from tag to some reception
nodes. In case of executing positioning process, Sensor tag is not necessary to synchronize
with node, it is necessary to synchronize in time domain with only each node. Therefore,
these features of TDOA positioning algorithm fulfill that sensor tag should be simple,
independent and low power consumption. We use the NEWTON method because of its fast
conversion property and its ability to yield the minimum square difference with few
computations. The non-line-of-sight (NLOS) problem must be taken into consideration
when employing positioning methods that involve the use of time-domain data. The
problem is characterized by the fact that in addition to direct waves, reflected or diffracted
waves are also incident on the target, resulting in the geometrical stretching of the obtained
paths along the normal direction and a positive bias in the travel time. The resulting effect is
a difference in the arrival time which, in turn, causes deterioration in the positioning
accuracy. In this paper, in order to mitigate the influence of the NLOS propagation, we
propose the iterative delay compensation algorithm based on NEWTON algorithm which
improves the accuracy of positioning using the DCF and shift vector compensation (SVC)
algorithm. In the proposed method, hypothetical coordinates are estimated by using the
conventional NEWTON method. Then, the node positions and distances are derived from
the estimated coordinate information. DCF is used to compensate for the difference between
the calculated reception time and the actual measured time. The propagation delay included
in the measured value is reduced step-by-step by repeatedly applying the compensation
function. This helps in minimizing the effect on the line-of-sight (LOS) node, resulting in
improved positioning accuracy. Next, the estimation accuracy is improved by compensating
the influence vector caused by NLOS delays in the temporarily estimated positions by using
the node distributions and geometrical relations among the estimated positions. The
iterative algorithm using DCF and SVC fulfills high accuracy of positioning even in an
NLOS environment. Furthermore, we make an experiment of TDOA tracking system using
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tag and node. The experiments show that tracking accuracy is improved and abnormal
tracking position estimation is reduced.

2. Positioning system model and positioning algorithm

In this section, we state positioning system model of TDOA and a principle of the TDOA
positioning algorithm.

2.1 System Model

Let us assume that positioning is to be carried out in a two-dimensional field. The
component elements comprise mobile devices defined as tags, which are the targets for
positioning, and fixed devices with known positions, defined as nodes. The tags send only
signal and nodes receive only messages from the tags. The nodes need be synchronized
among themselves. Time distance of arrival information is extracted by means of reception
signal from the tags to nodes. In concrete terms, tag sends a signal to each node (x;, i) [i =
1...M], and calculates the distance difference on the basis of the time required for the signal
to receive. M denotes the number of nodes. This information is transmitted to the master
node where the position is estimated by using signal processing. Signal losses that occur
during the signal transmission are not considered. The distance between the nodes and tags
is obtained as follows: Let us assume that T is the transmission time, T is the reception

time, and c is the speed of light. The reception time T; from the tag to the node is as shown
below:

T:' = Tr - Tsmrt (1)
Then, the propagation distance D; is
D=cT, @)
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Fig. 1. Positioning situation
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Since we are assuming that the distance between a node and a tag is calculated on the basis
of signal transmission between the two, we can assume that the preamble portion of the
packet is used. Distance calculation is based on the synchronization of the preamble. In the
case of multiple incoming signals, the time of arrival of the signal taking the longest path is
considered to be the reception time.

2.1 Principle of TDOA positioning algorithm
In this section, we show TDOA positioning method.
The positioning system configuration considered in this paper is shown in Fig.2.

TDOA1

TDOAZ

Curves of
MNode'sExistence
Probability

Fig. 2. TDOA principle

The number of node is M and these nodes have the information of position of x;y:. Each
node receives the signal of tag and tag's position is estimated using TDOA of each node. In
TDOA system, the synchronization between tag and each node is not necessary. Therefore,
the distance information is derived by comparing the received time of nodes and
multiplying speed of light.

2.2 NEWTON algorithm

NEWTON algorithm is a linear search and an iterative algorithm. It is the algorithm of
converging into true position by deriving the relative shift value from the gradient
information. In other words, it starts with an initial guess, and improves the estimate at each
step using least-squares. At first, distance difference of arrival (DDOA) R;; computed by
each combination of nodes is given by

R,=R-R = c(t~t)

i(1L,M-1),j(2,M), i<] )

where R; is distance between tag and each node, t; is arrival time of each node. First,
likelihood computation at arbitrary position P(mo,no) is performed.

Dij(mnfno):\/('xi _mo)z +(]/f _no)z _\/(xj _mn)z +(% _nn)2 (4)
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AR, =R, -D, (m,,n,) ®)

The gradient of R evaluated in a initial position is expressed as

0R, ~ 0OR, »
o 0¥ Ty ke Y ©
where
OR; - X, —X,
= xrz 0 z+ /z . 2 (7)
o mm) () e —m) ()
And similarly for —"
Let G be the gradient matrix given by
- or, R |
Ox
R,  OR,
G=| o ®)
aR(Mfl)M aR(M—l)M
Ox oy
Let A(x,y) be the adjustment matrix defines as
A(x,y)=(G'G)"G"AR )

such that x, <~ Ax +x,,y, <~ Ay +y,. The process is repeated iteratively till A(x,y)=(0,0).

2.2 NLOS problem and delay modeling

If there are no differences among the arrival times of the signal from different nodes, the tag
positions can be estimated very accurately. However, in general, this is not the case because
node clock differences, the time resolution of the devices, and the NLOS problem. NLOS is
the geometrical enlargement of the propagation path that occurs because of the presence of
obstacles between the transmission and reception points. The fact that only reflected or
diffracted waves arrive instead of the direct waves is responsible for the geometrical
enlargement of the propagation time and the positive bias in the arrival time. This is
illustrated in Fig.3.

This effect causes an error in the measurement of the arrival time, and results in the
deterioration of positioning performance. In addition, a reception time error exists at the
nodes and is expressed as a Gaussian error (Additive White Gaussian Noise: AWGN). The
error is caused by factors such as time resolution limitation, jitter, and internal clock offset;
this error also results in the deterioration of positioning accuracy. Therefore, the arrival time
t; can be written as

t=T+T,+ T, (10)
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Here, T is the true arrival time, T4 is the AWGN error, and Ty is the error caused by NLOS.

The multiplication of these parameters with ¢ yields distances, and the distance of arrival R;
is expressed as

R =R,+R, + R, 11)

Here, Ry is the arrival distance, R4 is the error in the arrival distance, and Ry is the error
caused by NLOS delay. Hereafter, for the sake of uniformity of units, our analysis will be
carried out after converting all time parameters into distances. As previously mentioned, the
errors in the distance calculated on the basis of TOA are expressed as AWGN, and their

probability density function (PDF) is expressed as a Gaussian function of the form shown
below:

2

1 X
P(R =— - 12
(Ry %)= —exp(~-—) (12)
1.51|
\
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Fig. 4. IEEE.802.15.4a propagation PDF CM1(LOS)

Here, o denotes the variance. The NLOS delay measurements are supposed to be carried
out in an indoor environment using UWB (more specifically Home CM1/CM2). The
probability distribution function used for modelling delays is the one based on
IEEE.802.15.4a for UWB analysis. The actual reception time is the time taken for receiving
the waves that travel along the path associated with the largest peak of the received signal.
For Ry, the sum of the Generalized Extreme Value (GEV) distribution and Lognormal
Distribution function (shown in Fig.4) is used for obtaining the LOS (CM1), while the PDF
expressed as a Weibull distribution function, shown in Fig.5, is used for NLOS (CM2).
Whether the value of Ry to be added to the received time in each node is LOS or NLOS

depends upon a parameter called NLOS Rate. This parameter is based on the probability
that the node is in an NLOS environment
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3. Iterative NLOS delay compensation algorithm and shift vector
compensation algorithm

In order to compensate for the time delay caused by NLOS propagation, we consider a
procedure in which the delays added to NLOS nodes are compensated in a step-by-step
manner; we try to avoid modifying the parameters associated with LOS nodes. First, on the
basis of the information obtained from all the nodes, the NEWTON method is used to obtain
a preliminary estimate of the coordinates. Then, the transmission time is obtained by reverse
calculation by using these coordinates. We assume that the greater the difference between
this time value and the measured value, the larger is the effect of NLOS propagation on the
measured value. An appropriate function derived using the above results is used to
compensate for the time delay. In the absence of an error in the preliminary estimated
coordinates, the derived NLOS delay is also correct. However, in practice, there is an error
in the preliminary estimated coordinates, and therefore, there is no guarantee that a correct
NLOS delay can be estimated if the correction is performed by considering the above-
mentioned assumption. As previously mentioned, a naive correction may affect not only
NLOS nodes but also LOS nodes, and therefore, the positioning accuracy cannot be
improved to a satisfactory level. In order to resolve this problem, positioning estimation is
carried out for minimizing the effect of delays on LOS nodes by performing compensation
in a step wise manner, starting from large NLOS delays.

3.1 Delay compensation function

In this section, we discuss the modeling of a function that can be used for correcting the
NLOS delay. Basically, the propagation time is estimated by calculating the distance from
the nodes to the preliminary coordinates of a tag. In addition, the preliminary NLOS delay is
obtained by subtracting the distance between the preliminary estimated position and the
position of the node from the distance calculated by multiplying the measured time
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multiplied by the speed of light. Here, the closer the preliminary estimated position is to the
true value, the more accurate is the estimated NLOS delay. Therefore, it is not desirable to
correct all NLOS delays simultaneously. By correcting large NLOS delays first and then
proceeding gradually to smaller NLOS delays, the errors in preliminary estimated positions
also decrease in a gradual manner, enabling a more appropriate compensation of the NLOS
delay. Below is a more detailed description.

The preliminary NLOS delay (distance) is expressed by the following equations:

DV = R - D, (13)

Di = \/(xl - X:‘em)z + (yx - Ymn)z (14)

As explained in section 2.2 a node under the influence of NLOS has a positive value added
to its true arrival time. Therefore, there is a higher probability that the coordinates of
preliminary estimated positions shift in a direction opposite to the direction of influence of
NLOS. As a consequence, for example, an error in this preliminary estimated position may
produce the following influence.

- DNLOs; of a LOS node on the opposite side of the NLOS node outputs a positive value.

- DNLOS; of a LOS node on the same side as the NLOS node outputs a negative value.
Therefore, it is difficult to perform adequate compensation simply by correcting the
preliminary NLOS delay that is the output here.

Proper compensation requires the setting of a reference value that can be used in the
positioning NLOS delay equation. The reference value is expressed as Dysis, and is changed
according to the rules given below:

First, the largest of all DNLOS; values is selected;

DY, =max[R - D] , (15)
Similarly, smallest of all DNLOS; values is selected;
DY, =min[R - D] (16)

As the maximum value approaches the reference value, only DNLOS; of the nodes affected
by large NLOS delays tend to assume positive values; this has negligible influence on the
LOS nodes. On the other hand, the nodes that are affected by other NLOS delays are not
adequately compensated. In contrast, if the reference is close to the minimum value,
DNLOS; of almost all the nodes become positive; thus making it possible to compensate for
the NLOS delays for all the nodes. However, if the error in the preliminary estimated
positions is large, its influence on the LOS nodes tends to be significant. Therefore, by
setting the reference value closer to the maximum value DNLOS,,, in the first iteration,
compensating the NLOS delay, and dynamically setting the reference to values closer to
zero, it is possible to correct only the NLOS error and lessen the influence on the LOS
nodes since the error in the preliminary estimated positions decreases at later stages. This
is shown in equation 17.

. IN
_ TNLOS NLOS NLOS k
basis D max _( D max D min) IN

max

D,

(17)
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Here, INmax is the total number of iterations, and INk denotes the k-th iteration. Then,
using Dbasis, the equation for the compensation value DCi is reconstructed as

DC{ — DNLOSi _ D (18)

basis

The delay compensation function (DCF) for each node DCF(DNLOSi) corrects only the
positive component, and is expressed as follows:

. 0 D, <0
DCF(DM*1y=1 ( < ) (19)
D, (D,>0)
This value is arranged such as
R, « R, —-DCF(D™*) (20)

and next positioning process is performed using this R’i. Finally, these processes are
repeated (INk=1~INmax).

3.2 Compensating the positioning shift resulting from the relative position between
node and tag

3.2.1 Basic principle

As previously mentioned, the existence of NLOS delay causes a positive bias to be added to
the actual distance, deteriorating the positioning accuracy. However, a problem arises: the
bias tends to push the estimated position farther away from the node under consideration
and with respect to the actual position. In other words, the effect is similar to that of a vector
whose reference is the line joining each node to the tag position. In the present paper, the
above vector is referred to as "shift vector". It is possible to partially alleviate this effect by
means of the NLOS delay-compensation process on the basis of a DCF. However, if the error
associated with the initial estimation that is based on raw information from all nodes is too
large, it becomes difficult to alleviate the effect of NLOS in a satisfactory manner. Therefore,
it is necessary to alleviate the effect through an analysis of geometrical relations. In addition,
enhancing the synergy effect that exists with respect to DCF by improving the precision of
the initial positioning estimation, appears to be possible. Hereinafter, the present algorithm
is referred to as Shift Vector Compensation (SVC).

3.2.2 Mathematical expression

First, as in the case of the previously mentioned algorithm, TDOA positioning is carried out
using raw data obtained from all the nodes. The determined position is Xiem, Yiem. The shift
vector that results from a delay originating from an arbitrary node i and j is expressed by the
following equation:

X -x
‘/1 — { tem l:| (21)

Xtem - X;
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This unit vector is expressed as follows:

Xmm —X
V| X =)+ (V- y)? )
v Yo~ Y,

VX, —x ) +(Y,, -y.)

1%
Similarly, —" is computed, too.

i

When distance difference of arrival between node A and node B in Fig.6 is computed, if
NLOS delay is added into node B, each vector influenced by NLOS is represented as vector a
and b. Vector b is the unite vector from position B to TEP and vector a is the unite inverse
vector from position A to TEP. Additionally, the sum vector of each unit shift vector is
represented as vector c.

w O

Fig. 6. Shift vector principle

Therefore, the resultant shift vector is obtained by a summation of the unit shift vector
divided by the number of nodes multiplied by the preliminary NLOS delay. Number of
combination of nodes is MCo=M(M-1)/2. Then, the sum of absolute value of all shift vectors
is represented as

1 M-1 M V V
Z=—1r ol 24
FR =2l .

where this value Z is sum of scalar value. Next, the iteration process of shift vector is
performed same as the process using DCF.

DT — DNLOS _ (DNLOS _DNLOS ) )(1_ INVL )
i i max min INV (25)

max

if(D" <0)D" =0
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If DT; is smaller than 0, DT; becomes 0. Therefore, the DT; is the extracted value over basis
value. INV; and IN V. denotes the L-th iteration and total iteration number respectively in
SVC process.

Therefore, shift vector is represented as

Xs_llINVLMli 1 V,)
Ys MCZ ZINV,, ‘T ‘V‘ (26)

if(DNLosi < 0) DNLOSi _ 0’ if(DNLOS/ < O) DNLOS] =0

Furthermore, it is possible to further adjust the estimated position to a value closer to the
true position by subtracting the shift vector from the estimated position. Next, Xs and Ys is
compensated from X, and Y., respectively.

X, <X, —X

tem tem s )
Y, <Y, Y @)

tem tem

The equation (26) and (27) are repeated (INV;=1~INVnay). Finally, compensated position is
output.

3.2.2 Embedding into the iterative process

We now describe a method to embed SVC into the iterative process described in the
previous section. Basically, the portion used in the SVC was taken after excluding the
portion compensated by the delay compensation algorithm. Using compensated arrival
distance R’; of equation (20), SVC algorithm is performed. In other words, this equation
shows that as the iterative process advances, the portion to be compensated by using SVC
decreases with an increase in the compensation by using DCF. In addition, because of the
synergy effect of the iterative DCF and SVC, delay compensation is more effective than that
achieved by these methods separately, possibly resulting in better estimation accuracy.

4. Simulation

A simulation is carried out to compare the different approaches presented so far. Shown
below is a description of the simulation method used. A comparison is carried out among
the iterative algorithm using the DCF function (referred to as Iteration), the SVC algorithm,
and a combination of the iterative algorithm and SVC (referred to as Iterative SVC)

The structure of the room may be a conventional cube or cuboid; in either case, from a
geometrical perspective, the effect is more pronounced if the nodes taken as references are
uniformly distributed with sufficiently large distances between them. On the contrary, if the
reference nodes are distributed only along a straight line, the obtained accuracy may not be
as expected.

4.1 Evaluating changes introduced in AWGN parameters

In this evaluation, the iterative algorithm is evaluated in terms of the appropriate number of
iterations. If the number of iterations is small, the compensation is carried out while the
preliminary estimated position is under the influence of NLOS delay, and this is used as a
reference for further compensations. For that reason, the highly reliable LOS nodes are also
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Field 30x30 [m]

Tag position distribution At random within the field
Number of trials 10000

Node position error 0 [m]

AWGN parameter 0.3 [m]

Number of nodes 9

Number of iterations 5

NLOS rate 0.5

Table 1. Simulation parameters

The nodes are arranged in the system of coordinates illustrated in Figure 7.

e e [
3,27 15,27 27,27
L [ ] e
3,15 15,15 27,15
3,3 15,3 27,3
® ® ]

Fig. 7. Node distribution

affected, resulting in an error in the estimation of the final positioning. On the other hand, if
the number of iterations is large, the influence on LOS nodes is reduced however the
computational cost may increase. Fig.8 illustrates the effect of the number of iteration on the
actual estimation.

As shown in Fig.8, the results indicate that for the Iteration and Iterative SVC algorithms the
accuracy improves as the number of iterations increases. A possible reason for this increase
is that by increasing the number of estimation correction steps, the amount of compensation
required per step decreases, alleviating the effect on NLOS nodes. However, it is worth
noting that the accuracy does not increase significantly when the number of iterations
exceeds 5~7 especially in Iterative SVC algorithm.

The reason is that NLOS errors can be compensated enough in a few steps by the synergy
effect with Iterative algorithm and SVC algorithm.

4.2 Evaluating changes introduced in AWGN parameters
Fig.9 shows the results of changes introduced in the AWGN parameters of each node. The
first conclusion that the characteristics of Iteration, SVC, and Iterative SVC algorithms
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improve than NEWTON algorithm. As a general rule, the Iterative SVC case exhibits the
best characteristics in small AWGN error, however as the AWGN error increases, the
difference between the characteristics of different methods tends to decrease. When the
AWGN error is large, the Iteration algorithm outperforms the Iterative SVC algorithm. A
possible explanation for this is that the large AWGN error causes a general drop in the
reliability, which in turn deteriorates the reliability of the shift vector itself.
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2.2 hd
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5 N . * ,,{—’
E - ‘ v {1'
218
=
= ¢ NEWTON
1.5 .
---- [teration
1.4 - —
— 4= -8VC
Lz —<— [terative
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]_ | | |
0 0.5 1 1.5 2
AWGN parameter o [m]

Fig. 9. RMSE evaluation changing AWGN parameter

4.3 Evaluation of changes in NLOS rate

Fig.10 shows the results of the changes introduced in NLOS Rate for each node.

NLOS Rate corresponds to the ratio of NLOS(CM?2) terminals in the entire set of nodes. The
others are LOS(CM1), and the delay PDFs are individually affected. Fig.10 shows that the
characteristics of the Iteration and SVC are similar, however they are outperformed by the
Iterative SVC algorithm. In addition, when the NLOS rate is zero, i.e., when only AWGN is
present at each node, this result changes slightly. This happens because the algorithm
performs some correction for any NLOS delay that may exist, however its performance
decreases in other environments. In concrete terms, in the Iteration algorithm, a part of
AWGN is interpreted as NLOS even though there is no NLOS delay. In the Iterative SVC
algorithm, even when no geometrical shifts exist, compensation is performed in another
direction. However, these problems do not cause a significant deterioration.
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Fig. 10. RMSE evaluation changing NLOS rate

5. Tracking experiment by transmission tag and reception node

In this section, we perform the tracking experiment by using prototype device in NLOS
environment. These devices are made in Fujitsu Co., Ltd. and Fujitsu Component Co,. Ltd.
This appearance of tag is shown in Fig.11 and the appearance of node is shown in Fig.12.

Fig. 11. Tag appearance
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Fig. 12. Node appearance

Reception nodes are distributed fixedly and the position of each node is
listed in table \ref{tb:experiment}.

S

O Fixed nodes

pis

Fig. 13. Tracking situation
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Node 1 0 [m] 0 [m]
Node 2 4.228 [m] 0 [m]
Node 3 8.456 [m] 0 [m]
Node 4 12.684 [m] 0 [m]
Node 5 12.684 [m] 5.436 [m]
Node 6 8.456 [m] 5.436 [m]
Node 7 4.228 [m] 5.436 [m]
Node 8 0 [m] 5.436 [m]

Table 2. Each node position for tracking expriment

Height of each node is 2 [m].

And, tag's position is estimated in the case of low-grade NLOS which tag is held up over
human head, and in the case of serious NLOS which tag is held on breast side of human
body. Tag is moved along the sides of the drawn rectangle. If signal from tag to node is
vanished, available node is reduced, and if the number of available node is less or equal
three, system outputs impossibility to estimate position. If estimated position is greatly
exceeds the range covered by all nodes, previous once estimated result is output. Under this
condition, NEWTON method which is conventional method and Iterative SVC algorithm
which is proposed method is shown in Fig.13 and 14.

5En T I- T T n T T n

5 i
===k - NEWTON
451 —— lterative SVC a

B Hode

H—ads [mn]
Fig. 14. Tracking result in low-grade NLOS environment

Fig.14 is low-grade NLOS situation, and Fig.15 is serious NLOS situation. These results
show that positioning error occurs at several position in conventional method, however
proposed method can decrease the error, and can improve the accuracy of positioning and
tracking.
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Fig. 15. Tracking result in serious NLOS environment

6. Conclusions

In the present paper, we proposed novel TDOA algorithm for reducing the error in the
positioning estimation by using a positioning system in an UWB environment. In this
process, a provisional position is first estimated using the NEWTON method. We then
considered an NLOS delay compensation and a compensating function to alleviate the effect
on LOS propagation. Then, we developed an adaptive system in which the function is
adaptively renewed according to the number of iterations. This way, the vector expressing
the relative positions of nodes and tags as well as the vector that corrects the vector resulting
from NLOS delay were corrected. By repeating the above process for a certain number of
times, an algorithm to gradually improve the positioning accuracy was developed. As
previously shown in the explanation of the system model, the basic application scope of the
present algorithm is an indoor environment using UWB with small signal loss. For each
node, we assume the existence of the influence of a delay distribution on the basis of AWGN
components and IEEE.802.15.4a, however the present algorithm may be extended to other
types of delay distribution environments as well. Finally, we perform the experiment of tag
tracking using TDOA system. This result shows that proposed method can mitigate
abnormal tracking and improve accuracy.

The topics to be dealt with in the future are tag displacement, and extension to three
dimensions. Extending to three dimensions would require the calculation of the height
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coordinate, which would influence the amount of computation and accuracy. It seems
possible to use the existing positioning algorithm for three-dimensional analyses.
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1. Introduction

Indoor location tracking based on RFID has been widely discussed and applied. RFID
reading process is efficient and reliable, therefore it is suitable for discovering locations
inside buildings where GPS signals are usually unreachable. In general, there are two
approaches for location sensing using RFID. 1) Deploying RFID tags at fixed locations and
RFID readers attached to moving objects (Willis, 2004). Each tag represents a reference point
in the space, and a reader determines its location by the set of tags being detected. 2)
Deploying RFID readers (and tags) at fixed locations and RDIF tags attached to moving
objects (Hightower, 2001; Ni, 2004). The readers report to the system when a tag is detected,
and the system identifies the location of this tag by the set of readers that have reported and
their corresponding signal strength.

These location management systems require multi-dimensional access methods to allow
efficient handling of spatial queries. Because there is no total ordering of locations that
preserves the spatial locality between objects, it is difficult to design multi-dimensional
access method in the way as traditional one-dimensional access methods. However,
mapping multi-dimensional data into a single dimension makes it possible to utilize the
extensively exploited B/B+-tree as the index and its associated concurrency control and
recovery mechanisms.

Space-filling curves (SFCs) (Simmons, 1963) have been widely used to map the multi-
dimensional data points into a linear order. It was first introduced by Peano (Peano, 1890) to
map from a unit interval to a unit square. SFC can link all cells with passing through each of
them only once, so it provides a way of generating a total linear ordering of all grids in a
multi-dimensional space. Many SFCs have been proposed in the literature, such as Peano
curve (or Z-order) (Orenstein & Merrett, 1984; Peano, 1890), Hilbert curve (Hilbert, 1891),
Gray curve (Gray, 1953), Sweep, and Scan. The multi-dimensional data are transformed to a
set of one-dimensional integer values using SFC mapping schemes. The transformed data
can be stored in a traditional one-dimensional database based on the linear orders, and
indexed by B-trees or B+-trees. Then the spatial queries, such as range query, kNN query,
and spatial join, can be processed. Using SFCs to enable processing spatial queries based on
traditional one-dimensional indices is proposed in (Faloutsos, 1988; Faloutsos & Rong, 1991;
Faloutsos & Roseman, 1989; Jagadish, 1990).
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Spatial range query identifies spatial objects located within a given area. For example, “find
all hospitals in city A” is a common range query for a GIS application. In data mining
applications, range queries are used to discover the characteristics of a specific region. For
instance, a data set contains different environmental variables of the areas which are the
habitat of some kinds of bird. A user may submit a range query like “find how many lakes
or rivers within that area”, in order to identify associations between water and bird. In
addition, many spatial query operations, like k-nearest neighbor query, and spatial join
query, rely on range queries. Developing an efficient range query processing scheme will
contribute to improving overall spatial query operations.

Several works have been conducted on utilizing SFCs to solve range queries. Gray and
Hilbert SFCs are used to handle range queries in (Faloutsos, 1988), and (Jagadish, 1990),
respectively. Given a range query, the number of continuous runs on Gray, Z-order, and
Hilbert are evaluated in (Jagadish, 1990). Hilbert curve is used as a spatial access method in
(Faloutsos & Rong, 1991; Faloutsos & Roseman, 1989), where the data is stored in a one-
dimensional disk based on Hilbert values. Hilbert curve is also used as multi-dimensional
indexing method (Lawder & King, 2000) and spatio-temporal indexing methods (Jensen et
al, 2004). Recently, concurrent spatial indexing methods based on Hilbert curve are
proposed in (Dai & Lu, 2007, 2009). More importantly, those experiments show that space-
filling curve approach is more preferable in high dimensional space than the R-tree family.
Previous works demonstrated that among these SFCs, Hilbert curve has the optimal
clustering property (Abel & Mark, 1990; Jagadish, 1990; Mokbel et al, 2003) over a variety of
computing conditions. In other words, Hilbert curve provides the best linear mapping to
preserve the locality between multi-dimensional objects in one-dimensional space. Given
that the data objects are physically arranged on disk according to their SFC values, Hilbert
curve is more likely to organize the spatially adjacent data into the same disk page or
consecutive disk pages, and hence reduces the required disk accesses for a spatial query.
Nevertheless, even using Hilbert curves, a range query may cover several discrete clusters
(set of cells with consecutive SFC values), which leads to multiple index tree traversals. The
reason is that linear mapping loses spatial relationship between spatial objects. Although
objects near to each other in a linear ordering must also be close in the spatial space, the
opposite is not always true. In some cases, two neighbors in a spatial space may be far away
from each other in the one-dimensional ordering. Recently, Partitioned Hilbert curve has
been used to reduce the search range for spatial queries including range and kNN queries in
(Zheng et al, 2004). However, the number of clusters covered by a query window is not
reduced, and some cells outside the query window may still be in the search range. In order
to improve the query response time by reducing the number of clusters (or continuous
runs), approximate NN query based on multiple shifted Hilbert curves is proposed by (Liao
et al, 2001).

In this chapter, an efficient spatial range query method is designed for compensating the lost
of spatial relationship by the linear mapping mechanisms. Hilbert space-filling curve is
chosen to map spatial space into the one-dimensional domain, because of its best clustering
property. Different from previous work, the proposed method uses multiple copies of
Hilbert curves, and each has different rotations or shift. When a range query comes, the
Hilbert curve that generates the minimum number of clusters will be selected. Theoretical
proofs are provided to show that the rotation of Hilbert curve can reduce the number of
clusters significantly. The experiments conducted on real data sets demonstrate that the
proposed approach is efficient and scalable, and the combination of rotation and shift
outperforms applying any of them independently.
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2. Motivation

A range query searches all objects that overlap with a given region (also called query
window). When Hilbert curve is used as indices, an intuitive approach to answer a range
query is to search on the Hilbert values of the cells that overlap with the query window.
This procedure consists of three steps, mapping, filtering, and refinement. First, the query
window is mapped to a set of cell numbers according to the Hilbert curve traversal. The
cells connected consecutively by the curve forms a cluster that indicates a single continuous
query. Second, for each cluster, the ranges of cell numbers, i.e., Hilbert values are used to
query the corresponding B+-tree. All leaf entries of the B+-tree with their key values exactly
the same as the cell numbers within the query window are identified. These entries point to
the disk pages that store the objects that potentially overlap with the query window. Third,
each object retrieved from those disk pages will be validated to make sure that the object
actually overlaps with the query window.

To map multi-dimensional points into one-dimensional values using Hilbert space-filling
curve, there is an existing algorithm with the time complexity of O(kn) (Lawder et al., 2001),
where k is the order of the curve and # is the dimensionality of the data space. By contrast
with the light CPU computation in the mapping step, I/O cost for index traversals in the
filtering step is a dominating factor of the time cost of a spatial range query. The I/O cost of
the filtering step depends on the number of clusters covered by the range query. Fig. 1(a)
gives an example of a range query in a two-dimensional space. The data space is divided by
64 uniform grid cells ordered according to Hilbert values. The shaded area represents a
range query A. A overlaps with 8 cells (4,5,6,7,56,57,58,59) that consist of 2 clusters (4-7), (56-
59). Using traditional methods, it is necessary to traverse the B+-tree at least 2 times to find
all candidate cells that overlap with A. The underlying reason is that some spatial
relationships between spatial objects are lost by applying linear mapping. In this example,
the two clusters are adjacent in the two dimensional space, but far away from each other in
the Hilbert ordering. To reduce the tree traversal times, one intuitive solution is to expand
two clusters to form a big cluster, i.e., (4-59). However, a problem of this solution is that it
will cause many unnecessary data accesses, i.e., data pages between 8 and 55. Another
solution could be enlarging the cell size, but the overhead of accessing additional data space
and filtering will be increased accordingly. The following sections focus on reducing the
number of clusters of each range query, and meanwhile remaining the refinement overhead.
It is observed that the number of clusters covered by a query window varies under Hilbert
curves with different orientations and shift. The following two subsections describe the
observations in detail.

2.1 Rotation

A range query covers different number of clusters when using Hilbert curves with different
orientations. Hilbert curve is a recursive space-filling curve. Specifically, in two-dimensional
space, the ith-order curve is derived by replacing each quadrant with the (i-1)th-order curve,
and two of them are rotated 90 degree clockwise and anticlockwise respectively. A Hilbert
curve in a two-dimensional space has four orientations. The same query window on
differently oriented Hilbert curves may derive different number of clusters. Fig. 1(a) and (b)
show an example. Hilbert curves with two orientations are applied on the same data space.
For the same range query A, the two curves result in different numbers of clusters: two in (a)
and only one in (b). Note that this change on the number of clusters within a given query
window may vary with different query positions.
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Fig. 1. Range Query A.

To study the relations between the orientations of a Hilbert curve and the number of clusters
covered by a query window, we start from the simplest case which is described in Fig. 2.
The same notations in (Moon et al., 2001) for the orientation of Hilbert curves are used here.
In Fig. 2, a 16-cell grid space is shown in the leftmost. Assuming the size of the query
window is 2 * 2, the total number of different query positions is 9, indicated by the numbers
shown on the curve in the figure. Fig. 2 (a), (b), (c), and (d) use a 3 * 3 matrix to present the
number of clusters contained in the query window, on 2+-orientation, 1+-orientation, 2--
orientation, and 1--orientation, respectively. In this matrix, each entry corresponds to a
query position, such as the top left entry stands for the position 1. As can be seen, when the
query window is located in the top row of the space, the orientation represented in 2(a)
gives the fewest clusters. However, when the query window is located in the bottom row of
the space, the orientation represented in 2(c) gives the fewest clusters. Based on the matrices
of the four orientations, the minimum number of clusters for each position can be calculated,
as illustrated in the final matrix 2(e). In 2(e), all positions except the center position have
only one cluster. Based on this observation, a fact can be found is that using Hilbert curves
with different orientations may reduce the number of clusters for a query window which are
not located in the center position.
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Fig. 2.Clusters with different orders.

2.2 Shift

The number of clusters may be decreased when the Hilbert curve is shifted diagonally. The
example presented in Fig. 2 shows that when the query window is located at the center of
the grid space, the number of clusters can not be reduced with multiple orientations. A
similar example can be found in Fig. 3 (a) and (b), where the number of clusters in query
window B remains unchanged after the rotation. The reason is that in a two-dimensional
case, whenever the order of a Hilbert curve increases, it splits the whole space quarterly,
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replaces each sub-space using the original or rotated Hilbert curves, and uses three
connection edges to link the four quadrants. Among the three connection edges, only one is
contributed to the center of the entire space, while the other two are for boundaries.
However, when the Hilbert curve is diagonally shifted, as shown in Fig. 3 (c), the same
query window will cover only one cluster.
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Fig. 3. Range query B.
2.3 Hybrid
Symbols Definition
Hi+yy 2-dimensional Hilbert curve with size 2k+n * 2k+n
Hi 2-dimensional Hilbert curve with size 2k* 2k
tn Number of connection edges within the top boundary of a 2+-oriented H.,,
b, Number of connection edges within the bottom boundary of a 2*-oriented Hy.y,
Sn Number of connection edges within one side boundary of a 2+-oriented H.,,
Ctyn Number of connection edges between Hx sub regions in top boundary and in
other areas of a 2+-oriented Hys,.
Chn Number of connection edges between Hxk sub regions in bottom boundary and in
other areas of a 2*-oriented Hy,.
Bit/n Number of i*-oriented Hy in the bottom boundary of a 2*-oriented Hy+,,
Tiv/n Number of i*-oriented Hy in the top boundary of a 2*-oriented Hys,
I Number of horizontal edges in a 2-oriented H;.
Uk Number of vertical edges in a 2-oriented Hy.
Nisst Average number of clusters within 2% * 2k query region in the top boundary of 2t
* 2ktn i+ ~oriented Hyq,.
Nisrp |Average number of clusters within 2% * 2k query region in the bottom boundary of 2k+1
* 2k i+/—oriented Hysp.

Table 1. Notations.

From the above observations, a range query can have different numbers of clusters under
Hilbert curves with different orientations or shifts. Thereby, using multiple copies of rotated
or shifted Hilbert curves should reduce the number of clusters for range queries in general.
However, if only rotation is used, there is a “center position” problem. As described
previously, shift can reduce the number of clusters when the query window is located in
center position. However, it is not always better to shift for other range queries. For
example, in Fig. 1 (c), the shift result of (a), still has the same number of clusters for range
query A. It can be concluded from these observations that, in some cases, rotation is better
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than shift, but some cases may be opposite. Therefore, combining the rotation and shift can
be more effective than applying any single one of them independently.

3. Spatial range query algorithms

In this section, we provide a theoretical analysis on the first observation, and then derive a
formula to measure the improvement of applying multiple copies of Hilbert curves with
different orientations. We also introduce a new spatial range query algorithm designed
based on the combination of rotations and shift.

3.1 Theoretical proofs

In this section, formulas will be derived to calculate the average number of clusters for a
given query region in the top and bottom boundary of a 2+-oriented Hilbert curve. And
then we prove that the average number of clusters within given query region on 2--oriented
Hilbert curve is smaller than the average number of clusters on 2+-oriented Hilbert curve,
when the queries are located on the bottom boundary of the space. This proof can be
extended to queries located in other areas and Hilbert curves with other orientations.
Specifically, we assume that the query window is a region with size 2k * 2k, and the size of
the grid space is 2k+n * 2k The notations used in the proof are listed in Table 1. We define
connection edge in a 2k * 2k+n Hilbert curve as the edge that connects two sub curves, each
with size 2k * 2k,

7k zk—n _ zk—l 7k
W zL
zk—n_ zk—l
7k

Fig. 4. Hysn divided into 9 subregions.

The grid space of Hy.n is divided into nine sub regions, as shown in Fig. 4. The smaller side
length of each sub region on the boundary is 2k. Then, the 2k * 2k+n grid region Hi+n can be
considered as a collection of 22» Hy, each of which connects to one or two neighbors by
connection edges. The following proves are deducted from parts of the conclusions in
(Moon et al., 2001).

By definition of Hilbert curve, 2+-oriented Hilbert curve and 2--oriented Hilbert curve are
symmetrical, when given the curve-space, order, so for given query region, the average
number of clusters in the top boundary of a 2+-oriented Hilbert curve is equal to the average
number of clusters in the bottom boundary of a 2--oriented.
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Remark 1: The difference of the average number of clusters between 2+-oriented Hilbert curve and 2-
-oriented Hilbert curve when queries are located in the bottom boundary of the curve-space is equal to
the difference between those of the bottom boundary and the top boundary of 2+-oriented Hilbert
curve, for the same query region.

From (Moon et al., 2001), we have 1) which gives formula to calculate the number of
connection edges in the top boundary, and the relationship between the number of
connection edges in the bottom boundary and those in the side boundary; 2) which states
there is only 2+-oriented Hy on the top boundary of 2+-oriented Hy.+n, and no 2--oriented Hx
on the bottom boundary of 2+-oriented Hi+r; 3) which presents the relationship between the
numbers of differently oriented Hy in the bottom boundary of 2+-oriented Hy+,. Based on
this, the formulas to calculate the exact number of connection edges in bottom and side
boundary, and the number of Hy in the bottom boundary are derived in the following
Lemma 1 and Lemma 2, respectively.

Lemma 1: For any positive integer n,

b, = (2" +(-1))/3 -1, = (2" ~3-(-1))/6.

Proof.
sn = Snfl + 257!72 + 1
= s5,+5,,=2(5,,+5,,)+1=> s, +s5,,=2"-1
=s, =(2""-3- (—1)")/6.
Lemma 2:
n, 1\1 n_, \n
B, = w, B -B - &
2" ,n 3 1"‘,” 1,0 3

These can be proved in the similar way as Lemma 1.

So far, the number of connection edges and the number of Hj inside the top or bottom
boundary are derived. Next, the number of connection edges connecting the top or bottom
boundary to the other areas need to be obtained.

Lemma 3:

c,=2, c,=@2"-2(-1))/s.

t

Proof.

There are only 2+-oriented H in the top boundary of a 2+-oriented Hy+,. Each of them has two
end points (one incoming point and one outgoing point). One end point connects to the
adjacent 2*-oriented Hy in the top boundary and another connects to a sub curve inside
boundaries or center area. Accordingly, c,, is equal to the number of 2+-oriented Hy in the top
boundary, i.e., 2n.

Similarly, c,,is equal to the sum of the numbers of 1*-oriented and I-oriented Hy in the
bottom boundary of a 2*-oriented Hi+,, because the 2*-oriented Hy does not contribute to
connections to the other areas and there is no 2--oriented Hyin the bottom boundary.

It is known that the number of clusters within a query region is equal to half the number of
edges cut by the boundary of the region. Each connection edge in the top and bottom

t,
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boundary is horizontal and cut twice by the left and right sides of query windows; each
horizontal edge in a H; of the top or bottom boundary is also cut twice by the left and right
sides of query windows; each edge connecting the top and bottom boundary to the center
area is vertical and is cut 2k times by the top or bottom sides of query windows, except those
edges in the two side boundary, which is cut once only.

As defined in Table 1, hy and v denote the number of horizontal and vertical edges in a 2-
oriented Hj, so they indicate the vertical and horizontal edges in a 1-oriented Hy, respectively.
In the top boundary of the Hy+n, the total number of the possible positions of the query
window 2k * 2k js 2k+n-2k+]. Therefore, we derive the formula for calculating the average
number of clusters of the query window located on the top/bottom boundary of 2+-oriented
Hilbert curve as follows.

Theorem 1: The average number of clusters of a 2k * 2k query window located in the top boundary
and bottom boundary of a 2k+n * 2k+n grid space which is 2*-oriented Hy.,, are equal to

N 2T TRt 1) 420, =2) 242" AR 42" 422
t 227 =25 +1) 227 =25 +1)
N = Z(BZ+,rx * hk + (Bl+,n + Blf,n) * U+ bn) + 2k(Cb,n _ 2) +2
b

225" =2 +1)
n _1\» n+l _1\
:(2 +2(-1) hk+2 2(-1) 0,
3 3
nl | qyn kin _ mk(_q\n
+2 +( l) +2 2( 1) _2k+1)/(2k+n_2k+1).
3 3
Note. For a 2+/--oriented Hy, the number of vertical edges is one more than the number of
horizontal edges by definition.
Corollary 1: The difference between the average number of clusters on top boundary and bottom
boundary for a 2+-oriented Hy+, can be derived:

ol g gl oy hk 4 k-l _ okl

3(24 -2 +1)
Nh -N = 1 1 k+n-1 k+1
2" 42" =3+ h, +27 27

32" -2 +1)

, niseven,

, N isodd.

The number of clusters for the side boundary can be derived with the similar idea. Although
the above formula expresses the calculation on 2+-oriented Hilbert curve, it is still applicable
to all 2-dimensional Hilbert curves with other orientations. From the above theorem, we
note that the top boundary of the 2*-orientation, the bottom boundary of the 2--orientation, the
right side boundary of the I*-orientation, and the left side boundary of the 1-orientation
contains the fewest clusters for a given query window size comparing with the any other
orientations at the same position.

3.2 Algorithms

3.2.1 Index construction

According to the first observation, we create four B+-trees for the same data set based on the
four Hilbert curves with different orientations. These curves have identical curve-space,
order, and the cell size (granularity). The B+-trees and corresponding Hilbert curves are
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Algorithm for spatial range query

Procedure RANGEQUERY (gw)

Input: gw: query window

Output: RS set of objects which overlap with gw.

1. ClusterList/] + empty

/Mapping query window into clusters based on every Hilbert curve, (Hy: Origin, H;- Right, Hy:
Left, H;: Down and Hy: Shiff).

2. fori=0to4

3. Celils/]+ Hilbert codes of cells of H; overlap with gw
4. Clusters[][]+« group cells into clusters

5. ClusterListfi] +~ =<H;, Clusters>

6. end for

//Select the Hilbert curve with the smallest numbers of clusters, and load the corresponding B+-
tree.

7. Find &, such that ClusterList[k] = Nin(ClusterLisi[0] ... ClusterList/n])

8 I +load B+tree corresponding to i

{/Traverse B+tree, find out candidate data objects.
9. for each cluster C; in ClusterList[kj. Clusters

10. Traverse tree T, Get datapage p,

11. Objsf] +— every objects storedinp

12. end for

{/Refinement

13. for every object in Objs{]
14. if Objs[i] overlaps with gw then

15. RS + Objsfij
16. end if
17. end for

18. return RS

Fig. 5. Range query algorithm.

named in terms of the orientation of the Hilbert curves. Specifically, the 2+-oriented Hilbert
curve and the corresponding B+-tree are named as “Origin”, the 2-oriented Hilbert curve,
and the corresponding tree are named as “Down”, similarly, the 1*-oriented as “Right” and
the I--oriented as “Left”. According to the second observation, another B+-tree, “Shift”, is
also created for the same data set. For instance, if the original data space is of the range [0, 1]
on each dimension, the shifted range will be [s, 1+s] on all dimensions respectively, where s
is the side length of a cell. To calculate the cells located in the area [1, 1+s]d, (d represents
dimension), the Hilbert curve space needs to be enlarged to [0, 2] on each dimension,
meanwhile the order will be increased by 1. Therefore, “Shift” is generated using the same
cell size as the original Hilbert curve, and doubled curve space. In “Shift”, each data point is
shifted up-right by one cell. For example, a point in original data space is p(x, y), it will be
changed to p’(x+s, y+s) before calculating the Hilbert value, and then be inserted into “Shift”
with the new Hilbert value as the key. Although multiple indices are created for one data
set, the data objects are stored in disk based on their “Origin” Hilbert curve values.
Reasonably, we assume that there is a page buffer to reduce additional data page seek time
by sorting the addresses of data pages before accessing them physically.
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3.2.2 Mapping and filtering

The detailed algorithm for processing range query based on multiple copies of Hilbert
curves is presented in Fig. 5. The example shown in Fig. 1 can be used to illustrate this
algorithm. In this example, the whole data space is [0, 8] * [0, 8]; the cell size is 1; the order
of the curve is 3; and the query window A is < (2, 0), (6, 2)>. The clusters covered by A on
the five Hilbert curves are calculated at first. To compute the clusters under shifted
Hilbert curve, the region of the query window needs to be recalculated, since the whole
data space has been shifted. For example, the query window A< (2, 0), (6, 2)> is
transformed to A’< (3, 1), (7, 3)>. A data structure ClusterList is used to store the cluster
information. Each entry of the list represents clusters for one Hilbert curve, in the form of
<Curve name, [clusterl]... [clusterN]>. In this example, the ClusterList contains three
entries, <”Origin”, ([4-7][56-59])>, <"Right”, ([12-19])>, and <”Shift”, ([6-9][54-57])>. The
index corresponding to the entry with fewest clusters is selected, e.g., the index “Right” is
used for answering range query A. In case that more than one Hilbert curves produce the
fewest clusters, the one that has smaller sum of gaps between clusters will be selected.
Because when the gap between two clusters is small, the corresponding leaf nodes of the
second cluster can be located quickly from the first cluster, by just following links
between leaf nodes.

3.2.3 Refinement

After the data objects are obtained from the filtering step, further validation is needed to
check the overlaps between query window and these retrieved objects. If an object overlaps
with the query window, it will be put into the result set. Otherwise, the object will be
removed. This step is similar to the refinement of the traditional spatial range query
processing approach.

4. Experiment

(a) California Places (b) City of Oldenburg
Fig. 6. Datasets.
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To demonstrate the efficiency of the proposed algorithm and the correctness of the analysis,
we conducted experiments to evaluate the performance of range queries by comparing with
access method using only one Hilbert curve. The I/O costs of range queries with various
sizes and positions are examined on the proposed method with different combinations of
rotations and shift. The objective of our experiments is to assess the efficiency of different
combinations of rotations and shift.

4.1 Experiment design

The experiment is performed on point data sets downloaded from (Sequoia 2000) and
collection of real road network (R-tree portal; Li et al., 2005). The two data sets are shown in
Fig. 6. The one from Sequoia 2000 is composed of more than 62 thousand 2-dimensional
points, which represents places in California; another, from a collection of road network,
presents about 6,000 road network’s nodes in the city of Oldenburg. The experiments are
conducted as illustrated in Fig. 7. The average number of page access for several range
queries with difference size are compared based on the different copies of Hilbert curves.
The size of the query window ranges from 1% to 15% of the whole data space. To obtain
exact measurements of the average number of clusters, all possible positions for different
range query sizes are examined over the whole grid space. Multiple B+-trees are constructed
based on Hilbert codes of data points computed from Hilbert curves with variant
orientation and shift. We compared the performance achieved by multiple Hilbert curves to
that of the original approach, which uses only one Hilbert curve, as well as the performance
of different combinations of rotation and shift. The performance is measured by the average
number of page accesses in the B+-tree for a range query.

Granul aﬁn-onemaumshift Query size Query position

#page access

Spatial i -
Hilbert Curve Values Multiple B
Data sets Trees
Benchmark Hilbert Curve B+-trees Performance
— —> ‘ B
Data Sets Calculation Construction Measurements

Fig. 7. Experimental design.

4.2 Experiment results

4.2.2 Effect of different number of rotations

Fig. 8 shows the comparison of range queries on different numbers of rotations. The query
window size varies from 1% to 15% over the whole data space for both data sets. As shown
in both Fig. 8 (a) and (b), the average number of page accesses increases with the growth of
the query size. Consistent to theoretical analysis, when multiple Hilbert curves with variant
orientations are used, the average number of page accesses is less than that of only one
Hilbert curve. Moreover, the I/O cost saved by applying multiple Hilbert curves is
enhanced with the increase of the query size. Observed from the results, using four
orientations definitely reduces more I/O cost than two orientations. However, the
performance gained by using two orientations from one orientation is more remarkable than
the performance improved by using four orientations from two orientations. Based on this
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conclusion, there is a tradeoff between the performances improvement by using multiple
Hilbert curves and the storage space required to store additional copies of indices. It
depends on different applications to determine how many orientations are most
appropriate. For space sensitive applications, two orientations may be deployed rather than
using all four orientations, considering the additional space requirement. However, for the
applications in which query efficiency is most crucial, applying all four orientations may be
a better choice.

4.2.2 Effect of shift
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Fig. 8. Comparison of different rotations.
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Fig. 9. Comparison on shift.

Fig. 9 describes the effect of using one additional copy of the Hilbert curve with shift. We set
the same parameter values such as query size, position, order of Hilbert curve, as the first
experiment. The average number of page accesses is significantly reduced by using shift
comparing to using only one Hilbert curve. For instance, when the query size is over 12%,
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the average number of page accesses is reduced up to 30%. As a similar trend observed here
as the effect of rotations, with the query size increasing, the number of reduced page
accesses by shift also increases. However, the average number of page accesses of different
query size presents a zigzag form in the case of using shift technique on the second data set.
It is observed that the average number of page accesses decrease when the size of a query
window happens to consist of integral number of 2*2 cell-blocks. For example, in Figure
9(b), when the size of query window is 6% of the whole space, the side length of the query
window is 8, so that it contains 16 2*2 cell-blocks. The reason is that when the query range
size meets the above condition, cells covered by the query window tend to be grouped in
the same cluster along the Hilbert curve, by choosing shifted or original space. The shift
technique can increase the probability that a range query contains only one cluster, even if it
has several clusters on the original Hilbert curve. While in case of multiple rotations, if the
range query contains multiple clusters on the original Hilbert curve, it can not consist only
one cluster with any rotations. Fig. 3 is an example. The size of the query B is 2*2, and it
contains 3 clusters with any rotations, but only one cluster on the shift.

4.2.2 Effect of hybrid
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Fig. 10. Efficiency comparisons.
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Fig. 10 illustrates the comparisons between different combinations of rotations and shift,
rotations only and shift only. Comparisons are based on the number of page accesses
reduced comparing to the original approach on California Places. As can be observed from
the figure, the different combinations can be ordered by the number of page accesses as
follows: One Rotation < Three Rotations < Shift < One Rotation + Shift < Three Rotations +
Shift. Along this ordered sequence of the combinations, the gap between Shift and Three
Rotations are the largest. This indicates that rotations do not reduce I/O cost as significantly
as shift does. However, combining all rotations and shift performs better than applying any
one of them independently, consistent to what we deduced in Section 2.3.

5. Conclusions

This chapter proposes an efficient spatial range query processing method based on rotation
and shift techniques. Facts are observed that the same query on Hilbert curve with different
orientations and shift obtains different numbers of clusters. Theoretical analysis is also
provided to prove that multiple copies of Hilbert curves with different orientations can
reduce the number of clusters of a range query. The experiments on two real data sets
demonstrate that the proposed method reduces I/O costs of range queries. The results show
that the combinations of rotation and shift in general provide the better performance than
applying any one of them independently.

Future directions from this work include: investigation on jumps between clusters to further
improve query performance, theoretical analysis on the effectiveness of shift, and designing
spatial operations such as KNN, spatial join, and moving object queries utilizing multiple
Hilbert curves.
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1. Introduction

In recent years, Radio Frequency Identification (RFID) technology is rapid progress and has
been widely used in daily life. RFID systems consist of three components: radio frequency
(RF) tags, RF readers and a back-end database server. A passive RFID tag is a microchip
capable of transmitting a static identifier or serial number for a short distance. Readers
query tags for their contents by broadcasting an RF signal. Tags respond with resident data,
such as a unique serial number. Tag data may be read automatically without line of sight.
RFID systems have many applications in supply chain managements, inventory control,
anti-counterfeiting, ticketing systems, healthcare and smart home developments.

However, it may bring up some privacy threats. Anyone can easily access tagged items and
collect data without line of sight that personal privacy under threat. The most concerned
issues are the tracking and the location privacy. Based on the characteristic of outstanding
traceability, the history of the tag’s location might be identified as a tag’s information is
intercepted and collected by the attacker in different location. For instance, the unique tag’s
EPC data can be used to trace a person or an object carrying a tag in time and space. The
collected information can be merged and linked in order to generate a person’s profile. It
will be a serious problem as RFID tags are widely used.

Without privacy protection, a person with carried RFID tags can be tracked and profiled by
unauthorized people. The unique information of the items may be indicated that a customer
carrying those tags is subject to track from unauthorized readers.

Ideal RFID systems used in product lifecycle should satisfy high confidentiality, anonymity,
integrity and high availability (Gao et al., 2004; Pisarsky, 2004). The product life cycle is a
procedure that the product from manufacture to be recycled. This procedure from the
perspective of commerce can be divided into five stages(Figure 1): (1)&(2) are the stage of
“production to retail store” (business-to-business) , (3) is the stage of “retail store to
customer” (business-to-customer), (4) is the stage of “individual sales” (customer-to-
customer), (5)&(6) are the stage of “after-sales service”, and (7) is the stage of “recycling”
(reverse logistics). Since a tag is embedded in the product, security risks such as privacy
threats may be occurred in each stage of the product life cycle.
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Fig. 1. The product life cycle.

To our desirable point, researchers need to pay more effort to develop object identication
throughout the life cycle with guaranteeing the corporate and personal privacy, illegal
tracking, unauthorized profiling, impersonating, cloning, and illegal reading/writing. This
article is not purpose of an exhaustive literature survey but summarizes some aspects of
RFID authentication and access control in the proposed studies.

2. Basic RFID tags

In most RFID systems, tags automatically emit their unique serial numbers upon reader
interrogation without alerting their users. The challenge in providing security for RFID tags
is such kinds of low-cost device unable to perform basic cryptographic operations. Basic
RFID tags just have a little rewritable memory, even have no programmable-supported
computing capability. At best, such RFID tags may include security functions supporting
keyed reads and keyed writes which essentially just like PIN-controlled data accesses. In
this section, we show how privacy and authentication may be considerably improved in
low-cost RFID tags with only a small enhancement of their capabilities.

2.1 Killing and sleeping

The “kill command” method is a straightforward approach to make a tag no longer
functional. This approach proposed by the AutoID Center is indeed for tags to be killed
upon purchase of the tagged product. A tag can be killed by sending it a special “kill
command” with a short PIN (Sarma et al., 2002; Weis et al., 2003). As the tag receives the
“kill” command, its state changes into the inoperative state. Kill the tag technique is to
restrict the use of a tag by removing its identity. As shown in Fig. 2, the killed tag has no
way to change back to the inventoried state. It cannot be identified for more detailed
information again. For example, purchased goods would be killed at checkout clerks such
that no one would contain active RFID tags for protecting the consumer privacy. This
solution is simple and effective but the tag can not be reused. Clearly, the tag’s lifecycle is
end and it cannot be applied for after-sale purposes.
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Killed

inoperative

Inventoried
reader sends “kill” command

Fig. 2. The state changing of the tag in killing approach

Another kind of solution is using the “sleeping” mechanism. As the reader sends a “sleep”
command to the tag, the tag will temporarily inactive. The sleeping tag can be waked as the
tag receives PIN from the reader. The state changing of the tag is shown in Fig. 3. The tag’s
state can be switched between inventoried and sleep. For controlling the tag’s access, the
tag’s owner has to manage the PINs of all tags on purchased good. Unfortunately,
passwords may be overheard or collected by spoofing a tag. This approach also pose other
problems: a set of tags use a single generic PIN which can be easily defeated, but each tag
use a unique PIN which could be uniquely identified by the adversary.

Inventoried

Sleep

temporary
active

reader sends “sleep” command

reader sends PIN

Fig. 3. The state changing of the tag in sleeping approach

2.2 Renaming approach

The solutions of relabeling or re-encrypting the tag’s serial number were proposed for
minimal security requirements. This approach takes into account the natural computational
limitations of RFID tags, it involves no computational operations but only relatively little
storage. The relabelled or re-encrypted serial number is overwritten to the tag at checkout
for protecting the consumer’s privacy. This is possible for current generation tags and
would prevent the unauthorized compilation of bibliographic directories. However, even if
the relabelled or re-encrypted identifier emitted by an RFID tag has no intrinsic meaning, it
can still be tracked since the relabelled or re-encrypted identifier is just a static meta-
identifier. Therefore, point-to-point tracking is possible if the meta-identifier is not changed
over time. For this reason, this approach does not solve the problem of privacy.

2.2.1 Relabeling

Sarma et al. (2003) proposed an idea to protect the tracking problem (Sarma et al., 2003). As
a customer purchases goods, the reader sends a “delete” command at the point of sale such
that the tags’ unique serial number is erased. Only the product code information of the tag is
retained for later use. The state changing of the tag is shown in Fig. 4. However, the tracing
problem is still existed to distinguish individual by a fixed group RFID-tagged products. For
example, someone is a fan of a particular brand will always take the brand’s shoes, watch
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and bag such that tracking is still possible by associating these kinds of particular tag types
with holder identities.

Inventoried Inventoried

. . reader sends “delete” command
with unique

identifier

without unique
identifier

Fig. 4. Sarma’s idea for erasing the tag’s unique identifier

Inoue & Yasuura (2003) proposed another relabling approach to offer users the identifier’s
controllability for protecting privacy (Inoue & Yasuura, 2003; Inoue et al., 2002). Each tag
has a read-only memory (ROM) and an electrically-erasable programmable read-only
memory (EEPROM). These two memories are used exclusively. The state changing of the tag
is shown in Fig. 5. A unique and permanent identity is stored in the tag’'s ROM by the
producer. As the tag remains on ROM mode, the permanent identity can be read. The tag
can provide unlimited identification with ROM mode for total management at its
production, distribution, and sale stage. For purchased goods, the owner can set a private
and temporary identity in EEPROM. As switching to EEPROM mode, the tag cannot operate
the permanent object identification. Even the temporary identity can be read by anyone, no
one can recognize the tag since the information about the object in the network is distributed
accompanying the permanent identity on the ROM as a key. Therefore, the adversary has
nothing to do with the temporary identity. The object can be identified only by the owner.
Moreover, the tag can be switched to ROM mode again by certificating the owner or
restricting the change only via contacted communication. This approach remains the
permanent identity for life cycle of the object. As the object is discarded, the scrap merchant
can make the tag to be switched to ROM mode to operate the permanent object
identification and utilize it for recycling. However, the temporary identity is unique and
cannot avoid the point-to-point tracing problem since it could be uniquely identified by the
adversary.

Inventoried Inventoried

the tag is switched to the “EEPROM mode”

ROM mode EEPROM mode

the tag is switched to the “ROM mode”

Fig. 5. Inoue’s double mode tag

Kinosita et al. (2003) proposed another approach to rewrite the tag (Kinosita et al., 2003). As
a customer purchases the product on checkout, the reader rewrites a new random number
to the tag. Fig. 6 shows the state changing of the tag. However, the random identifier is
unique and cannot avoid the point-to-point tracing problem since it could be uniquely
identified by the adversary.
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Inventoried Inventoried

reader sends a random number to the

with new
identity

with original
identity

Fig. 6. Kinosita’s approach to rewrite the tag

2.2.2 Re-encryption

Juels & Pappu’s (2003) proposed an approach based on re-encryption concept (Juels &
Pappu, 2003). The public key cryptosystem is used in this scheme. The data of a banknote is
arranged into optical and radio frequency areas. A unique serial number and a signature are
printed on the banknote. The banknote serial number and signature are encrypted by the
law-enforcement’s public key. The resulting ciphertexts are stored in the banknote’s tag.
Clearly, the tag can be authenticated as the ciphertexts are decrypted by the law-
enforcement for verifying the signature of serial number. For rendering multiple
appearances of the tag unlinkable, these ciphertexts are re-encrypted with a new encryption
factor by the law-enforcement’s public key after each access session. The encryption-
operation requires high computational loading which is performed by the reader not the
tag. The change in each appearance is designed for preventing the tracing problem. Fig. 7
shows the state changing of the tag. However, the ciphertexts keep constant (Ohkubo et. al,
2003) such that the tag still can be traced between twice re-encryptions. It means the tag
must be rewritten often. This makes re-encryption approach unsuitable in practical. Basing
on the re-encryption concept, a similar scheme proposed by Golle et al. (Golle P et al., 2004)
known as universal re-encryption mechanism. It is essentially a special extension of the
ElGamal cryptosystem (Elgamal T., 1985) in which re-encryption is possible without
knowledge of public keys. However, this universal re-encryption mechanism has a practical
drawback of requiring the role of agent to perform re-encryption.

Inventoried Inventoried

the ciphertext C;

with the encryption
factor

complete a successful authentication ___nventoried -
with the legel reader the replaced ciphertext
C;” with the encryption,

factor 7’

unsuccessful
authentication

Fig. 7. Juels & Pappu’s re-encryption approach

2.3 Distance measurement

Fishkin et al. proposed an approach to measure the distance between the reader and the tag
(Fishkin et al., 2004). An adversary usually interrogates the tag in the far distance. Fishkin et
al. observes and analyzes the energy of the received signal by the tag. The distance between
the reader and the tag can be estimated by the signal-to-noise ratio. This distance
information is used as a variable in a tiered authentication scheme, where the tag releases
general or specific information to the reader according to the distance variable. Fig. 8 shows
the state changing of the tag.
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Inventoried Inventoried

close interrogating

just release general
information

release more specific
information

far interrogating

Fig. 8. Fishkin’s approach

2.4 Blocking & soft blocking

Juels et al’s (2003) proposed a mechanism to interfere with the readers' interrogation by a
blocker tag (Juels et al., 2003). The blocker tag simulates all possible RFID tags to prevent the
malicious identification of the target tag. This privacy protection scheme depends on adding
a privacy bit to the tag. While inside a store, the tag’s privacy bit usually is set to 0,
indicating public access to the tag’s identification. While during checkout, this privacy bit is
changed to 1, denoting the tag is entering restricted access. Then the tag must interact with
another tag known as the “blocker tag” (Juels et al., 2003). The blocker tag broadcasts radio
signals to block/disrupt nearby RFID readers could work. It is accomplished through non-
standard interaction with the anti-collision protocols employed in tag-reading session
(Auto-ID Center, 2003; Sarma, 2001). The blocker tag will manipulate the query result of a
normal tag by scrambling the bits of certain tags determined by their privacy bit (Juels &
Brainard, 2004). The state changing of the tag is shown in Fig. 9. As the privacy bit is set to 0,
the tag can be unrestricted scanned and the blocker tag doesn’t interrupt the reading of tag.
As the privacy bit is set to 1, the tag is private with restricted access under the cover of
blocker tag. Juels and Brainard proposed an enhancement mechanism called soft blocking
(Juels & Brainard, 2004). The soft blocker tag transmits a policy statement to enforces and
monitors the reader not violate the security policies. However, blocker tag is expensive
(Cavoukian, 2004) and suffers from the heterogeneity of current RFID systems using
different frequencies, air protocols, etc. The blocker tag and its variants have limited
applicability.

Inventoried Unscannable
under the cover of blocking

no blocking

Fig. 9. Blocking approach

3. Symmetric-key tags

Symmetric-key tags are considered as the type of security obtainable with a small amount of
rewritable memory, but very limited computing capability. Such RFID tags may be expected
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to perform some basic computational operations, but not conventional cryptographic ones.
Many approaches have been proposed to achieve private authentication in such RFID
systems. The proposals usually include hash function, silent tree-walking, or other light
cryptography-based approaches to prevent the unauthorized reading of RFID tags. Most
researchers devoted to show that standard cryptographic functionality is not needed to
achieve stronger security in RFID tags. Since the communication between the reader and the
tag is using RF signals, which make an RFID system vulnerable to various attacks such as
eavesdropping, traffic analysis, spoofing and denial of service. Within the scanning range, a
malicious reader can perform bogus authentication with detected tags to retrieve sensitive
information. The sensitive information may be disclosed and hence infringe on the user’s
privacy. Traceability is another type of privacy violation, the relation between the user and
the tag can be found will cause the tracing of the tag makes the tracing of the user possible
(Avoine & Oechslin, 2005). The proliferation of RFID applications (Ni et al., 2003) raises an
emerging requirement - protecting user privacy (Robinson & Beigl, 2003) in RFID
authentications.

As the relationship is illustrated (Fig. 10) in Weis’s paper (Weis et al, 2003), the forward
channel (reader-to-tag) is assumed to be easily monitored by an adversary since the signal
broadcasted by the reader is strong enough, the backward channel (tag-to-reader) is
relatively much weaker and may only be monitor by an adversary within the tag’s shorter
operating range. The reader-to-tag (forward) channel and the tag-to-reader (backward)
channel are assumed not secure, but eavesdroppers may only monitor the forward channel
without detection.

Eavesdropper

Backward Range (Eavesdroppers within the range can be seen)

Forward Range (Eavesdroppers can monitor the signal without detection)

Fig. 10. Forward vs. backward channels

In this section, we show how privacy and authentication may be considerably developed. It
needs to take into account the natural computational limitations and the likely attack
scenarios. The challenge in providing security for low-cost RFID tags is that they are
computationally weak devices, unable to perform even basic symmetric-key cryptographic
operations.
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3.1 Non-indexed key-search approach

The general approach of key search for RFID-tag identification was proposed by Weis et al.
(2003). Upon receiving a query from the reader, the tag first sends the hash value of its key
with a random nonce. Without any index, the reader must compute for all keys until it
identify the tag. As the tag responds with different values every time, the reader must
exhaustively search until it finds the matched one. The scheme is not scalable for a huge
number of tags since many computations must be performed at the back-end.(Rhee et al.,
2005; Weis et al., 2003)

Weis et al. (2003) proposed two simple hash-based access control protocols, the hash-lock
scheme and the randomized hash-lock scheme (Weis et al., 2003). Fig. 11 shows the
randomized hash-lock scheme. Each tag has its initial ID, is issued by the back-end
database server. As the reader tries to access the tag, the tag’s response is a hash value
a=h(ID,| |R) generated by hashing the tag’s ID, concatenated with a random number R.
If the reader is legal, it can ask the back-end database server to provide all tags’ identities.
Then the reader performs a brute-force searching comparison between « and h(ID, | |R) to
find the corresponding record. This scheme is not scalable since the reader’s computational
loading is O(n).

Back-end
database server __ Reader _ ___Tae
| : | N | |
| | | D) )| |
| | | s (e
/ |
& L 7 AN
. ID; i : . ID;
———————— e e =
1. Query >
2. =h(ID; || R)
P 3. Requests all IDs P R, «
4.ID,ID, ,...,ID, R
Ll
5.while (k =1~ n) until
?
a=h(IDy || R)
IDi [
6. verify ID;

Fig. 11. Weis’s randomized access control scheme

The motivation of this scheme is to make the tag’s response message not predictable to
prevent the tracing of individual. To randomizes tag responses instead of a invariable tag
response in order to protect location privacy. However, the tag still can be traced as shown
in the following use-case diagram (Fig. 12). An adversary can eavesdrop on the legal
reader’s broadcasts ID, for collecting to its own database. As the target tag’s identity is
collected, the adversary immediately realizes the tag had appeared on the location. In
addition, the adversary may interrogate a tag to get its response message (R, ) for making
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a brute-force searching comparison between « and h(ID, | | R) to figure out which collected
identity ID, is matched. Therefore, any collected identity can be traced.

Store ID; to
_= database

<< extend > . \

_-" / <<include>> ™ <cinclude>>
- - . \
ind the existed /D; \
Query tag

CollectR ,

Fig. 12. The attack on Weis’s randomized access control scheme

2 Compare
a=h(ID; || R) to find
the target tag

Attacker

3.2 Indexed key-search approach

The major sticking point with the non-indexed key-search approach is that the reader’s
computational loading is O(rn). Under the practical consideration, it is not scalable since the
process of key search can be prohibitively costly if the set of tags is large. For reducing the
cost of key search, the tag’s first reply message must be the index for key-searching. As the
reader has sent the right response being the “key”, then the tag reveals its identity.
Unfortunately, the invariable index value will cause the tag traceable. (Chien, 2006; Huang,
2009; Weis et al., 2003)

3.2.1 Weis's hash-based access control scheme
Weis et al. (2003) proposed the hash-lock scheme (Weis et al., 2003), shown in Fig.13. Each

tag has a hash value metalD, of its Key, as it is issued by the back-end database server. The

Back-end
database server Reader Tag
[ | [ A [ I
1 | 1 N\ 1
i : i ‘ ) )l i = '
I [} ‘. /1 I \%if |
. &0 NP : |
 metalD;, Key; o l __metalD; |
1. Query o
P 3.metalD ; P 2.metalD ;
4.find Key;
Key; ,ID; _ 5. Key; _
» LY
6. metalD; =h(Key;)
P ID;

Fig. 13. Weis’s hash-based access control scheme
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reader can only get this hash value metalD, as it tries to access the tag. If the reader is legal,
it can ask the back-end database server to retrieve the corresponding Key, . After the tag
receives the correct Key, from the reader, the tag's information can be accessed by the
reader. Unfortunately, the scheme not offers location privacy since the tag can be uniquely
identified by its hash value. Another drawback is that the plain key is sent over the forward
channel which can be eavesdropped in the RF-signal range.

In this scheme,the tag can be traced as shown in the following use-case diagram (Fig. 14).
The adversary can eavesdrop on the legal reader’s broadcasts Key, for collecting to its own
database. As the target tag’s key is collected, the adversary realizes the tag had appeared on
the location. Moreover, the adversary may interrogate a tag to get its response message
metalD, for making a comparison between metalD,and h(Key,) to figure out which
collected Key, is matched. Since a tag’s response message is an invariable metalD,, it can be
treated as an identifier, for the adversary to trace individuals. This scheme supports data
privacy but can not protect location privacy of the tag since the invariable hash value is used
in each time.

Store Key; to the
database

-
-

<<extend >> _-"

. \
/ <<include>> '« .
\<<include>>

Find the existed
Key; of the target tag
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\

\
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\
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Fig. 14. The attack on Weis’s hash-based access control scheme
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3.2.2 Chien’s hash-based access control scheme

Chien (2006) proposed another hash-based access control scheme (Chien, 2006), shown in
Fig. 15. The back-end database server’s master secret key is K_,, and each tag’s unique key
is Key,=h(K,, | |ID,) Each tag has a hash value metalD, of its Key, as it is issued by the
back-end database server. As the reader tries to access the tag, it can get this hash value
metalD, and the current date . If the reader is legal, it can ask the back-end database server
to retrieve the corresponding ID, for generating the right Key, . Then the reader generates a
hash value h(Key, ®date) by the tag’s Key, and the received current date. After the tag
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receives the correct hash value h(Key, ® date) from the reader, the tag’s information can be
accessed by the reader.

Back-end
database server Reader Tag
r-———=—=---- 1 r——----=-1 r-——-—-—--- 1
1 1 1 ~ O\ 1 1
| ? | ) R
&g | Ol ¢ Vil |
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P 3.metalD; P 2.metalD ;, date
4. find ID;
Key; = h(Ky, 11D;)
Keyi ,IDi .
5. Resp; = h(Key; @ date)
Resp; ~
? >
6. Resp; =h(Key; @ date)
P ID;

Fig. 15. Chien’s hash-based access control scheme
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Fig. 16. The attack on Chien’s hash-based access control scheme
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Fig. 16 shows the use-case diagram of this scheme’s weaknesses. The adversary can
eavesdrop on the legal reader’s broadcasts Resp, for collecting to its own database. As the
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target tag’s response is collected on the same day, the adversary realizes the tag had
appeared on the location. Moreover, the adversary may interrogate a tag to get its response
message (metalD, , date ). Since a tag’s response message has an invariable metalD,, it can be
treated as an identifier for the adversary to trace individuals.

3.3 Synchronization approach

The general idea is to change the tag’s identifier after each access session. By refreshing both
of the tag’s identifier and the corresponding back-end database record in each session, the
identifier cannot be employed for tracking purposes. The adversary can only eavesdrop or
intercept a single, unreliable message exchange, it seems to provide the tag with location
privacy. The literature explores several variants of this principle. Ohkubo, Suzuki, and
Kinoshita (OSK) propose the conceptually simplest approach. Henrici and Miiller propose
to resolve the synchronization problem. Dimitriou proposes a scheme that eliminates the
issue of desynchronization entirely. (Avoine & Oechslin, 2005; Dimitriou, 2005; Henrici &
Muller, 2004; Joaquin et al., 2011; Juels, 2004; Lee et al., 2005, 2006; Ohkubo et al., 2003;
Osaka et al., 2006)

3.3.1 Henrici & Muller’s hash-based ID variation scheme
Henrici & Muller (2004) proposed a hash-based ID variation scheme (Henrici & Muller,
2004), shown in Fig. 17. A tag with initial ID,, transaction number TID, and last successful
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Fig. 17. Henrici & Muller’s hash-based ID variation scheme
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transaction number LST, are issued by the back-end database server. As the tag is queried,
the tag’s transaction number TID, is increased progressively and the message
(p=h(ID,), y=K(TID,®ID,), ATID; = TID; - LST; ) is responded to the reader. If the reader is
legal, it can ask the back-end database server to use £ =h(ID,) identifying the tag. Then the
back-end database server’s response is the hash value a =h(R@TID,®ID,) generated by
the transaction number TID,, tag’s identity ID,, and a random number R. After the tag
receives the correct hash value o from the reader, the tag’s information can be accessed by
the reader.

In this scheme, the tag updates its ID, after each successful access. It seems to make the tag’s
response message [ =h(ID,) not predictable to prevent the tracing of individual. However,
the design of identity variation not really guarantees the location privacy. Fig. 18 shows the
use-case diagram of this scheme’s weaknesses. The adversary may interrogate a tag to get its
response message S =h(ID,) and ATID; = TID; - LST; for collecting to its own database. If
ATID; > 2, it means the last transaction is not successful and the tag’s identity ID, is not
updated. As the target tag’s hash value f=h(ID,) once again collected, the adversary
immediately realizes the target tag appeared.

ind the existed
of the target tag
(if622)

7

Query tag
/.
N s<<include >>

Attacker << extend N /

N\ ’
Store S to the
database

Fig. 18. The attack on Henrici & Muller’s hash-based ID variation scheme

3.3.2 LCAP scheme

Lee et al. (2005) proposed a low-cost RFID authentication protocol (LCAP) (Lee et al., 2005),
shown in Fig.19. A tag with initial ID, is issued by the back-end database server. The back-
end database server always maintains a previous-session record and a current-session
record for a tag. Each record has the fields (HalD;, ID;, TD;). HalD; value is the hash value of
ID; used for identifying or addressing the tag. TD; is used to link the previous-session record
and the current-session record each other in order to synchronize the tag and the database in
case of incompletion of the current session. As the reader tries to query the tag with a
random number R, the tag emits a hash value S =h(ID,)and the left-half hash value
a, = f,(h(ID,| | R)). If the reader is legal, it can ask the back-end database server to use
f =h(ID,) identifying the tag. Then the back-end database server’s response is the right-half
hash value o, = f,(h(ID,| | R)). After the tag receives the correct right-half hash value ¢,
from the reader,the tag’s information can be accessed by the reader.
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Fig. 19. LCAP scheme

In this scheme, the tag’s identity ID, is refreshed simultaneously by the tag and the back-
end database server after each successful access. It seems to make the tag’s response

message f=h(ID;) not predictable to prevent the tracing of individual. However, the

design of “dynamic” identity not really guarantees the location privacy. Fig. 20 shows the

use-case diagram of this scheme’s weaknesses. Gildas Avoine and Philippe Oechslim had
described an attack based on refreshment avoidance (Lee et al., 2005). In the attack, an
adversary always makes a tag unable to refresh its identity and hence can trace the tag. For

example, the adversary interrogates all tags with the same number R to get the response
message S =h(ID,) and the left-half hash value ¢, = f, (h(ID, | | R)) for collecting to its own
database. As the target tag’s hash value g =h(ID,) once again collected, the adversary
immediately realizes the target tag appeared.

Query tag with
the same
number R

Attacker

Find the existed 2
of the target tag

4

/7 .
S s <<include >>

<«<extend > ~ 7
Store S to the
database

Fig. 20. The attack on LCAP
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3.4 Tree-based approach

In the tree-based approach, each tag is not just assigned with a single key but associated
with a unique leaf node. In fact, a sequence of keys from the root to the leaf node are defined
for the associated tag. The tag’s authentication response is performed by the sequence of
keys such that it can be identified by the reader using a breadth-first search in the key tree.
Based on the logarithmic complexity of tree-based key search, the tree-based identification is
efficient to support a large scale system. (Bringer et al., 2008; Dimitriou, 2006; Lu et al., 2007;
Molnar & Wagner , 2004; Molnar et al., 2005; Wang et al., 2007; Yeh et al., 2008)

3.4.1 Dimitriou’s tree-based tag identification scheme

Dimitriou (2006) proposed a tree-based tag identification scheme (Dimitriou, 2006). Each
edge is defined with a secret value Key; . Key; in the path from the root to the leaf node are
hereby distributed to this tag. If the tree depth is d, each tag contains d keys. Fig. 21 shows
a binary key tree with eight tags. For example, 7, has keys kL, k} and ki .

k

" X Y D LS W
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Fig. 21. A binary key tree with eight tags
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Fig. 22. Dimitriou’s tree-based tag identification scheme
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The procedure of Dimitriou’s tree-based tag identification scheme is shown in Fig. 22. As the
reader tries to query the tag with a random number Ny, the tag generates a random number
N7 and computes the message ( f Lt f d) by all its keys. The back-end database server
has to find out the keys in the trees from the root to the leaf node for identifying the tag. If the
path exists, the back-end database server regards the tag as a valid tag.

In this scheme, tag searching using the idea of the tree walking algorithm is efficient for the
reader. However, it may not be afforded for low-cost tags without enough computing
capability to generate the responses by the sequence of keys in a transaction.

3.4.2 Wang et al.’s tree-based authentication scheme

Wang et al.’s (2007) proposed a Storage-Aware Private Authentication protocol (SAPA)
(Wang et al, 2007). This scheme uses a sparse tree structure to organize keys of all tags. In
the tree, only the root and the leaf node store a key. Each tag T, is arranged to a leaf node
and has a key triple (k, , k, , k,). kj,, is the key assigned to the root. £, is the key assigned to
the leaf node. k, represents the path from the root to the leaf node which is expressed in 0
and 1. For example fig.23 shows a sparse binary tree of three levels, the key triple (k,, k2

and k) is assigned to T .

kb =001 k,
k2 =010
k3 =110

I b3 T3

Fig. 23. A sparse binary tree of three levels

The procedure of Wang et al.’s tree-based authentication scheme is shown in Fig. 24. As the
reader tries to query the tag with a random number 7, , the tag generates a random number
r, and computes a sequence of hash chains (M,,M,, ..., M,, M,). Then the back-end
database server first verifies the message M, to authenticate the tag. After, the back-end
database server performs a recursive algorithm to identify the tag through the path.
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Fig. 24. Wang et al.’s tree-based authentication scheme

In this scheme, both the tag and the back-end database server update key triple
(ky, k', k.") for each successful authentication. It may cause a collision for the new path
k,' assigned to the tag. The asynchronous attack may happen as the adversary blocks A
sent back to the tag. These drawbacks cause the scheme impractical.

3.5 Chen et al.’s indefinite-indexed approach

Chen et al. (2011) proposed the indefinite-indexed access control scheme (Chen et al., 2011),
shown in Fig.25. As a tag is issued by the back-end database server, the index;, Key; and a
square matrix @ are stored in the tag. The tag’s serial number index; is specified as a pair of
values (x,,y,) which can also be regarded as a coordinate. For the purpose of keeping the
tag’s location private, the serial number cannot be emitted directly. Infinite possibilities exist
to select two un-parallel lines crossed on the coordinate. If the tag is allowed to freely
determine the two un-parallel lines, it means index; can be represented randomly. The first
line can be determined by the tag’s serial number (x;,¥,) and any point (x;, ) Then the
second point (x,,y,) can be randomly selected on this line. Later, the other two points
(x5, ¥3) and (x 4> V,) can also be determined similarly. The values of these four coordinates
will be re-arranged into a matrix 7 and performs the matrix product 7-@ as the response
for the reader. Therefore, only the back-end database server holds the inverse matrix of @
can obtain the matrix 7z and figure out the tag’s serial number.
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Fig. 25. Chen'’s indefinite-indexed access control scheme

The motivation of this scheme is to make the tag’s response message not predictable to
prevent the tracing of individual. In other word, the tag’s response message in each access
cannot be recognized it is emitted by the same tag. In this scheme, the tag’s serial number is
regarded as a coordinate. Infinite possibilities exist to select two un-parallel lines crossed on
the coordinate. Therefore, the tag’s serial number can be represented differently in each
access and not useful to identify the tag. Moreover, the other messages emitted between the
tag and the reader are also randomized and not useful to trace the tag. Therefore, the tag’s
location privacy can be guaranteed. In addition, this scheme also guarantees mutual
authentication and resists the man-in-the-middle attack, the spoofed reader attack, and the
spoofed tag attack.

4. Conclusions

Modern RFID systems are creating a new era of ubiquitous information society. It allows
almost everything to be uniquely numbered by embedding a RFID tag. Then the process
automation efficiency and usability could be improved (Chang, 2005; Garfinkel et al., 2005).
It allows objects to be scanned and identified without the need for visual or physical contact.
However, due to the powerful tracking capability of RFID tag, it poses a potentially
widespread threat to consumer privacy (McCullagh, 2003). In the world of RFID tags
widespread deployment, anyone with an RFID reader can potentially discover individuals
informational preferences without their permission.

Without access control, anyone can read the information stored on current generation RFID
tags. The static unique identifiers stored on tags can be traced for linking the tagged items to
the individuals who carry the item. Therefore, security and privacy in RFID systems are an
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important aspect that needs particular attention. Current researches in RFID technology not
just concentrate on the identification scheme. Secure and efficient authentication and access
control mechanisms have received much attention in the proposed researches. This article
examines the main privacy concerns: information leakage of a tag, traceability of the person
and impersonation of a tag. The impersonation problem is always the first one to be
analyzed and solved in each scheme. Otherwise, the adversary can collect the information
sent by the tag and the adversary can try a spoofing or replay attack to impersonate a target
tag. For further consideration, the disclosure of information arising during a transmission of
data possibly reveals various personal details without awareness of the holder. Most of the
proposed schemes were well designed to prevent the problem of tag’s information leakage.
However, most of the proposed schemes can not really avoid the problem of traceability.
The adversary may try to distinguish whether the response is transmitted by the target tag
or not. Once a link is established between the response and the target tag, the adversary can
monitor the person’s location. For those schemes analyzed in this article, state diagram and
use-case diagram are used to figure out the schemes” weaknesses. Through this way, the
security requirements in RFID applications can be clearly understood to know which
mechanism actually brings which feature. We expect it is more beneficial those researchers
as just devoting to the RFID security studies.
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1. Introduction

During the past few years, RFID technology has strongly penetrated in our lives. Nowadays
public transportation ticketing, passports, ID cards, driving licenses and credit cards are
using the electromagnetic waves to improve the quickness of the exchanged data. RFID
devices can be divided in two main classes: the contactless cards which are smartcards with
a wireless inductive interface compliant to the ISO14443 or 1SO15693 standards, and the
RFID tags which can have an HF or UHF interface compliant to the ISO18000 standard
which now includes the EPCGlobal contribution. RFID tags are mainly dedicated to
identification of objects. These exhibit a large reading distance but provide poor
computational and processing resources. RFID devices and smartcards have a common
characteristic; their contactless interface adds threats in term of security and privacy. This
chapter will deal with this specificity by moving apart the well-known physical threats on
smartcards like side channel attacks. Indeed, it is worth pointing out that the RF channel
opens new potential vulnerabilities which could jeopardize security and as a consequence
they should be listed and studied:
¢ Bidirectional data communication over the air:
The transactions can be easily eavesdropped by a spying probe within a distance of
several meters. Due to the low resources feature of such a device, encryption remains
difficult to implement.
¢  Unidirectional power transfer over the air:
The device is not the master of its energy which should be provided by the reader or by
the attacker opening a backdoor for denial of service.
o  Clock transfer over the air (especially for HF interface):
The sequencer of the card can be monitored by the reader or the attacker. Pauses or
accelerations of the processor can be achieved.
e Passive devices and no ON/OFF switch:
The owner of the card or the tag is not able to switch off his device involving a main
threat for its privacy.
¢ Load based retro-modulation:
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The communication from the tag to the reader is really weak and performed in a
passive way without emission of electromagnetic field but with modulation of the load
at the terminals of the tag antenna. It can be easily blurred or modified.

e Singulation or Anti-collision protocol:
The reader should have to deal with numerous tags or cards in its field. It requires a
kind of identification which could endanger privacy.

This chapter proposes an overview of all these physical layer attacks.

2. Security & privacy

The vulnerabilities introduced by the contactless standards should be seen as vectors for
attacks and as causes for risks on the security of the system and on privacy of people. Those
two latter issues could be considered as antagonists. On the one hand, companies which
deploy or use RFID systems naturally target profits and as a consequence try to nullified
fraud which could be a severe competitor, to protect their business. On the other hand, for
privacy, the point of view has changed: the security is no longer seen from the eyes of the
provider but with the eyes of the user. More and more, users will live in a digital world with
one or several digital doubles. So, the issue becomes individual freedom and more
specifically in this case the protection of personal data and the insurance of not being spied
or traced. Tracking a person by scanning tags or cards on him, using the access card without
the agreement of its owner to enter in a secure building, all these attacks can be currently
done by using information in contactless cards or RFID tags memory. For these reasons,
contactless technology is often associated with privacy invasions, population under
surveillance. The interests of the user and of the provider could be shared if the latter
realizes that privacy is framed by regulatory matters sometimes dedicated to RFID like
European recommendations and that it is a condition of a large scale deployment of RFID.
Risk analysis should be performed on these two main topics: prevention of economical
fraud and preservation of privacy. The targeted assets and the motivation of attackers differ
even if countermeasures could help both. Vulnerabilities and attacks to security or privacy
lead mainly to four risks:
¢  Eavesdropping on the communication:
In the field of privacy, identifier of tags could be listened enabling tracking or
impersonation of tags. For the security of the system, secret data like session keys could
leak.
¢  Remote activation without the consent of the owner:
This is the main threat to privacy since silent physical tracking and inventorying of
people possessions could be carried out. This risk is also the basis of the relay attack
which is able to circumvent any cryptographic protocol.
¢ Denial of service: the system becomes inoperative:
Due to the weak signal answered by the tags, it is easy to blur it. The simple destruction
of the tag is also possible by applying an over estimated field. Many solutions exist that
could lead to an out of order system.
¢  Unique identifier which is a pointer on a database:
The fact that each items bought in a supermarket will be tagged with an unique
identifier will enable to trace it and to fill all the properties of the object and of the
owner in a database.
All those risks require to study in detail the attacks which are at their origin.
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3. Eavesdropping

Eavesdropping is a passive attack, which consists in secretly listening a private
communication between a reader and a card (Figure 1). This attack, particularly simple to
realize, is a true threat because the attacker can analyze transmitted data between the reader
and the card to recover confidential information.

Fig. 1. Eavesdropping attack

3.1 State of art

First experiments on eavesdropping attacks were published by the NIST (National Institute
of Standard and Technology) in 2004. Researchers have succeeded in recovering e-passport
private data situated at 9 metres from their spy. Despite the lack of details in the description
of the measurement protocol, it seems that only the forward communication
(communication from the reader to the card) has been eavesdropped (Hoshida, 2004).
Furthermore, it seems that ISO14443-B standard is more sensitive to eavesdropping attacks
than devices using 1SO14443-A (ISO/IEC14443-2, 2001).

In 2004, Finke and Kelter of BSI (German federal office for information security) have
presented results demonstrating that a communication between an NXP contactless reader
and a card can be intercepted at 2 metres (Finke & Kelter, 2004). The main feature of their
attack is the use of a specific position of the spy antenna called second Gauss position (see
part 3.2).

A report from the FOIS (Federal Office for Information Security) has described all threats
specific to the contactless link. No experience is described in this paper, but the main
features of the attack are given. Anti-collision protocols amplify the risk factor because
confidential data are repeated during theses protocols. Based on theoretical studies, it seems
that an attacker may listen the uplink communication up to few dozens of metres and only
50 cm for the downlink communication (FOIS, 2004).

In 2006, researchers of the NIST have realized experiments using an NXP reader, compliant
to the ISO14443-A standard (Guerrieri & Novotny, 2006). Their work shows the influence of
the spy antenna positions; two position, called Gauss, positions are described. They succeed
in spying a communication up to 6.5 metres in the first position and up to 15 metres in the
second position. The characteristics of these positions will be explained in the section 3.2.
Hancke has presented experiments on the main attacks that occurred on the physical layer.
His paper gives a lot of information on the measurement protocol, particularly on the used
equipment (Hancke, 2006). The results show that the entire communication (forward and
backward) can be eavesdropped at a distance of 4 metres. The author has completed this
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first article with a new paper by adding new results and conclusions in 2008. The
measurement protocol is well detailed and all HF standards are studied. During these
experiments, the results are sampled then processed on a computer in order to enlarge the
spying distance. It shows that forward communication is easier to recover than the
downlink communication (Hancke, 2008a, 2008b).

3.2 Theoretical study on Gauss positions

The position of the attacker antenna with respect to the reader antenna has an important
influence on the amplitude of the signal recovered by the spy antenna. Two positions are
particularly important; they are called Gauss positions and are used in few attacks described
in the state of art (previous section). To enlarge the eavesdropping distance of an attacker, a
theoretical study will be made on the Gauss position. A loop antenna can be considered as a
magnetic dipole antenna when the diameter of the emission antenna is much smaller than
the distance between the antenna and the observation point (Figure 2a).

Equations 1, 2 and 3 give magnetic and electric fields seen as a distance r of the emission
loop antenna.
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Equations are used to predict the magnetic field in the case of the two Gauss positions, i.e. with
0 = 0° for the first position and 6 = 90° for the second position. The results on Figure 2b show
that the first gauss position is more interesting when the attacker is situated at a distance
smaller than 8 metres. When distance is larger than 8 metres, the second Gauss position will
allow an attacker to obtain the highest RF field amplitude on the spying antenna.
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Fig. 2. a: Magnetic and electrical field seen as a distance r of the antenna; b: Results of the
theoretical approach
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Figure 3 gives the positions of the antennas in the case of the two positions de Gauss and
conclude on their use in function of the eavesdropping distance. In the first Gauss position,
an axis perpendicular to the reader antenna passes through the centre of the reader antenna
and the spying antenna. In the second Gauss position, an axis parallel to the reader antenna
passes through the centre of the reader antenna and the spying antenna.

Eavesdropping
Loop antenna

Eavesdropping
Loop antenna

>

3
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Close range : first Gauss position Long range: second Gauss position

Fig. 3. Antennas positions for the two Gauss positions

3.3 Measurement protocol

Eavesdropping on a communication is a simple attack; a tuned antenna and an oscilloscope
are sufficient to analyse signals transmitted between two contactless devices. Improvements
on the signal processing can increase the eavesdropping distance. In these experiments, the
reader and the card are products compliant to contactless ISO14443 standards; the reader is
connected to a loop antenna compliant with the standard 1SO10373-6 (ISO/IEC10373-6,
2011). The measured field at the centre of the reader antenna is 3.1A/m, i.e. the average
range of the standard. Attacker antennas are one-turn inductive loop with a diameter of 30
and 50 cm tuned at 13.56MHz or 14.4 MHz (centred on the subcarrier frequency of the retro-
modulated signal) and made with coaxial cable. The antenna signal is 60dB amplified,
filtered with a band-pass filter at 13.56MHz and finally recorded on a scope (Figure 4).

Contactless system Eavesdropping equipment

I
|
|
I
! RFID
: reader
I
I

Fig. 4. Eavesdropping bench test

The recorded signals are then processed under Matlab: pass-band filtering, synchronous
demodulation and detection (Figure 5).

3.4 Experiments
The forward and backward communication signals must be processed to recover a
maximum of information. The contactless cards are passive, and the way to transmit data
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from the card to the reader via the backward link is by the retro modulation of the reader
signal. This implies that the distance to listen to the card is definitely smaller than for the
forward link. The figure 6 gives an outline of analyzed signal. The forward communication
can definitely be eavesdropped further because of the modulation used type.
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Fig. 5. Signal processing with Matlab
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Fig. 6. Contactless forward communication link at d= 22 m and backward communication
link at 3.5 m

A magnetic antenna will be used in the most of the realized experiments but the capability
of using an electrical antenna to eavesdrop the HF signal gives information on the
equipment that an attacker could use. A very simple antenna, an electric dipole has been
used for this experiment. The results on the figure 7 show that the eavesdropping is noisier
with an electrical antenna and that only the forward communication could be recovered at 4
metres.

First experiments on eavesdropping were realized in outdoor to avoid disturbances due to
the environment. However, the attacker can not have a clean environment and it is
important to understand the way in which an indoor environment can help an attacker to
recover data. Two experiments were realized in indoor to answer to this question. During
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the first experiment, an antenna, used in EAS (Electronic Article Surveillance) system,
generates a rotating magnetic field. Then the RF field amplitude has been listed in few
locations next to this antenna. It was demonstrated that signal voltage at the level of the
antenna can be larger when the eavesdropping antenna is located further. In the same way,
the second experiment was the analysis of the RF field of a badge antenna used in access
control fixed on a laboratory door. It was possible to listen and record data several floors
under in the lower part of the building with more than 8 m of vertical distance.

After the analysis of these experiments, it was concluded that wirings, wall materials as
reinforced concrete or metal framings of the doors appeared as very effective antennas
relays.
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The skimming attack is to activate a card without its owner’s agreement. In this active
attack, the hacker needs to power the card, well modulates the field in the forward channel,
and be capable to well process the load modulation of the backward channel in order to
communicate with the card.

4.1 State of art

Many publications describe the features of the skimming attack. However only few of them
describe practical scenarios or details of the experiments. Hancke has shown some
interesting and detailed results on the skimming attack (Hancke, 2010). He has considered
two different distances, the activation distance and the distance to retrieve the backward
channel. Using different antenna sizes and different power levels, he has analysed different
ways to activate the card and eavesdrop the communication. An important contribution of
his paper is that the activation range do not increase in the same way as the distance of he
could retrieve the token response. On the one hand, the best result of the retrieve distance
was 2 m but with a skimming range of 15 cm. On the other hand he achieved a skimming
range of 27 cm, however with less than 2 m of retrieval distance. In 2006, Kirschenbaum and
Wool (Kirschenbaum & Wool, 2006), have already demonstrated almost the same skimming
range. Using a cooper tube loop antenna and a power amplifier, they have demonstrated a
theoretical and experimental setup to activate a card within a distance of 25 cm. Moreover,
NXP (Tobergte & Bienert, 2007) has published that the skimming distance of 15014443
systems is limited to approximately 30 cm. In addition, Kfir and Wool have demonstrated
that beyond 50 cm the attack is hardly feasible, because the power requirements become
increasingly important (Kfir & Wool, 2005). To conclude, lot of information is available
about HF antennas. Application notes such as Texas antenna cook book (HF Antenna
Cookbook) and Microchip antenna circuit design (Youbok, 1999), combined with some
knowledge of 15014443 systems, are enough information to know how to build a low cost
skimmer device.

4.2 Theoretical study

4.2.1 Theoretical activation distance

Based on the Biot-Savart law, Equation 4 describes the link between the current I in a
circular antenna and the magnetic field H function of the distance d between the reader and
the transponder, r the radius of the circle and N the spires number of the antenna.

2
To keep the compliance with ISO standards, the field at the level of the transponder must be
higher than 1.5 A/m. Figure 9 describes the behaviour of the field in the case of an antenna
with one spire and 0.45 m radius parameters for different current in the circular loop.

Theoretical curves show that an attacker can hardly power and then activate a card situated
at one metre from the reader.

4.2.2 Identifying the key parameters for the card activation

In order to identify the critical parameters, some aspects of the communication must be run
through. The energy transfer can be improved and the attacker power optimized for a given
frequency and communication range. Regarding RFID tokens which use high frequencies
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Champ en fonction de d pour r = 0,45

12
I=1A
—#—|=3A
10 - -A-1=5A
I=7A
83 (Y —|-1=9A
| \ — Minimal field level

Field strength (A/m)

d (m)

Fig. 9. Field amplitude versus distance between the reader and the transponder

and short range communication, the technique in this case is an inductive coupling. With
the aim of activating the card, the hacker’s inductive antenna converts an electrical signal
into a magnetic signal transmitted over the air. The interaction between the reader and the
card is governed by the mutual inductance. The token will harvest all of its power from the
energy emitted by the hacker’s antenna. Then, it can read, write and retransmit data through
this magnetic field. Figure 10 describes the principle of coupling between two circuits with
inductive loops.
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Fig. 10. Power transfer between the reader and the transponder

The mutual inductance between two circuits is defined as the ratio of the partial flux
enclosed by the inductive loop of the card on the current I; passing through the loop of the
reader (Reinhold, 1993)(Equation 5).

M. = vi(l) _ #N,H, (1,)A,

=t ; ©

1 1

Thus the mutual inductance between the antennas depends on many aspects of the card such
as N the number of turns in the card antenna, pip the magnetic constant, and A; the area of the
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card. It also strongly depends on the hacker’s antenna field strength Hi(I;). To measure the
efficiency of the coupling we use the coupling coefficient k, defined in Equation 6.

M,
=L ©
12

Theoretical values of coupling coefficient could vary between the two worst cases 0<k<I.
However, in most of the standard HF RFID communications, the coupling coefficient
average is close to 3%. (Finkenzeller, 2003).

As far as the coupling coefficient is greater than 0, an electromotive force emf will be created
in the token circuit. This emf will empower the card and is calculated in the equation 7.

emfz = ja)M12Il (7)
And the voltage across the load is given by the equation 8:.

Vi = JoM, 2t (8)

1+(jwL, + Rz).(;+ ja;Czj

Most of the contactless card needs 10 mW to be activated. The Q factor of the circuit is
defined in Equation 9 (Malherbi Martins et al., 2010).
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4.2.3 Improving the card activation

The main point for the hacker is to make the attack without being detected by the victim.
Analysing the equations of the previous section, with the purpose to increase the
operational range the hacker must increase the mutual inductance between his antenna and
the victims token. In order to do that, he must increase his antenna power and the field
strength emitted by it.

For each distance d, there is an optimal hacker antenna size. For typical forms of antenna,
such as rectangular and circular antennas we can easily find the optimal radius r to obtain
the maximum field strength H at a distance d (Youbok, 1999) (Equation 10).

, d

H'(R)= R H(R) (10)
Using the optimal radius, the hacker increases the field strength H and the mutual
inductance between his antenna and the victim’s card.
To increase this power, the hacker will try to have the strongest current flowing through his
antenna. For that, he will design his system with a high Q factor. However, this increase has
a limit for two reasons. Firstly, a tuned circuit acts as a band pass filter, so with the purpose
of recover the data of the backward channel, he must choose a compromise between power
and bandwidth. For the ISO14443-A standard, the subcarrier is at 847 kHz, and the data rate
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is 106kBits/s. In this way, the attacker must choose a low Q to maintain a high bandwidth
BW (Equation 11).

f.
Q=2 Bw n

Secondly, for different coupling coefficient values k there is an optimal Q factor for the
antennas. The relation between the Q factor and k coefficient coupling is defined in the
Equation 12:

n=k-J0.Q (12)

For example a well designed antenna to activate a card at a distance d; could not activate a
card at a distance d». In fact, the activation distance depends of the value of n the system
could have different behaviours.

For each value of n the system will has a specific coupling regime, as shown in the figure 11:

1.2 1 Power ratio
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Fig. 11. The transferred power function of the product n

To have the maximum power across the Ry, the parameter “n” must be equal to 1. Using all
these information a hacker could try to activate a card at important distances.

5. Relay and man-in-the-middle attack

The main objective of relay attacks consists in the setting of a communication between a true
reader and a true contactless card. This attack is based on the Grand Master Chess problem
described by Conway in 1976. The later shows how a person, who does not know the rules
of this game, could win against one of two grand masters by challenging them in a same
play. The relay attack is just an extension of this problem applied to the security field. By
relaying information between a reader and a card outside the reader field, an attacker can
circumvent the authentication protocol. This attack requires two devices, a mole which
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pretends to be the true reader and a proxy which claims to be the true card. These two
devices can communicate and thus relay data between the reader and the card. This
communication can be wired or wireless.

Scenario:

In Japan or in USA, contactless systems are already used for payment applications. Under
this scheme, an attacker can, by using relay attack, charges his purchases by a victim
situated in the running area of the relay. To build this attack, the attacker is near the
payment terminal and his accomplice near the victim. During the payment, the attacker
places the proxy close to the payment terminal and the accomplice places the mole near the
pocket of the victim; a relay is created between the terminal and the valid contactless card
(Figure 12). The valid reader communicates with the card because it believes it is nearby
him, so it debits the victim’s account.

Reader

Fig. 12. Payment scenario: the relay attack setup

The man-in-the-middle attack is often mistaken for relay attack even if it is more advanced.
The main features of the two attacks are the same: to allow the data transition through the
relay between two wireless devices which are not in their communicating range. The
distinctive feature is that the bits stream between the communicating devices can be
modified during the relay by the attacker in the case of a man-in-the-middle attack.

5.1 State of art

5.1.1 Relay attack

To define the features of a relay attack, three different parts should be characterized: the
mole, the proxy and the relay between them. The proxy acts as skimmer that has to activate
and power the attacked contactless card and to communicate with it. Skimming a card is an
attack as itself and is already discussed in this document.

The mole is able to eavesdrop on the communication with a real reader and to talk back to it.
The eavesdropping on the communication is also well discussed in this document.
Regarding the fake card response, active modulation could be used instead of a load
modulation that requires a close coupling and so a short range.

The larger the distance between the different elements is, the more efficient is the relay. The
theoretical maximum distance between the reader and the proxy is 50 m and 50 cm between
the mole and the card. The distance between the mole and the proxy is not limited; it just
depends on the used technology. (Kfir & Wool, 2005).
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The wireless relay developed by Hancke can transmit requests and replies between an
honest reader and an honest card separated by 50 metres (Hancke, 2005). The delay,
introduced by such a relay is more than 15 ps. However, many others communication
channels can be used to link the mole and the proxy to increase the relay distance (Lishoy et
al., 2010).
In (Oren & Wool, 2009), the authors have presented their work on relay attacks realized on
an Israeli e-voting scheme. They have demonstrated that low-cost relays can compromise
this system, the privacy and the security of voters. They have inserted a communication link
between the voting terminal inside the voting booth and the ballot box that carried votes
which were already cast. This attack permits to read, modify or suppress votes while the
attacker is in the voting booth. It is carried out that relay attacks are easy to realize, difficult
to detect and very dangerous for the privacy of data recorded on smartcards.

At the physical layer, this attack is the most dangerous for many reasons:

e  With its capability of attacking from a long distance without the consent of the user and
of bypassing the encryption of the contactless transaction, the relay attack appears to be
one of the main threats for RFID systems. The card is activated and transmits
information when it is powered, without the agreement of the victim. Anyone can be
this victim because the attacker has just to be enough close to you to control your card.

e Relay attack is an attack on the physical layer; the relay transmits coded bits without
knowledge about the frame significance. The ISO9798 standard describes an
authentication protocol to prove that the actors of the communication know the secret
key (ISO/IEC9798-3, 1998). For the eavesdropping or skimming attacks, the use of this
kind of protocol limits the risks. For the relay attacks, it’s not required to know this key.
In fact, a relay does not modify information of the frame, and has not to know the frame
meaning, it just transmits the data. The encrypted data are transmitted like a plain text.

e Contactless standards such as 1SO14443 impose time constraints to synchronize data
sent by many cards at the same time, particularly during the anti-collision protocol.
However, these constraints are not enforced by the majority of cards. If we consider the
ISO14443-A standard, the card shall reply after a precise time after the request. These
requirements would complicate the relay attack if they are really applied. Carluccio et
al. have realized have realized experiences which show that the reader accepts card
reply starting within a time slice of 2.5 us every 9.44 us (Carluccio et al., 2006).
Moreover, the token can specify the response time after its selection; this is the delay
that a card can take to reply after a reader request. This time has a default value which
is 4.8 ms and a theoretical maximum value of 5 s. These values let plenty of time to the
attacker to relay the information and to modify the data in the relay too (Halvac & Rosa,
2007). Hancke et al. have presented results about experimental response timeouts; its
value could be set to 19.7 s during the communication after the card selection (Hancke
et al., 2009).

5.1.2 Man-in-the-middle attack

The man-in-the-middle attack is able to modify transmitted data without demodulating and
decoding the signal (Verdult, 2008). However, this solution does not present much interest
because it does not allow changing any bit for a specific coding and the attacker does not
know the significance of its modifications. Another solution consists in demodulating and
decoding the signal, analysing the frame and modifying this frame according to the data
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that the attacker wants to transmit. By relaying information between a reader and a card
without decoding the signal, an attacker can circumvent the authentication protocol; it is the
main strength of the relay attack. The man-in-the-middle does not have this strength; the
attacker has to know the frame significance to modify data. In the case of a ciphered
communication, he must know the cryptographic algorithm and especially the secret key to
decode the signal and discover its significance. The attacker knows the bits he can modified
thanks to the decoded data. The new frame is then coded and modulated as a standard
RFID signal. This attack is a real challenge if the attacker does not want to change arbitrary
bits. Compared to relay attacks, the man in the middle attacks takes more time but the 5
seconds timeout defined by the ISO standard is enough to demodulate and compute any
cryptographic algorithms.

5.2 Presentation of two new relays

The delay in current relays is mainly due to the use of components such as microcontrollers
or RFID chips. This kind of components is used for the reconstruction of the decoded
signals. Then, the original signal becomes compatible with other protocols, like Wifi or
GSM,, used in the wireless communication between the mole and the proxy. All these signal
processes lead adding delays in the relay. Another solution is the use of analog components
only. Attack scenarios with wired relays must be considered because they can introduce
very low delays. Moreover, this kind of relays is simple to realize with few low-cost
components. Even if they seem to be unlikely, they can be effective in a queue for example.
Passive wired relay: This attack consists of a coaxial cable of length 1 and an inductive
antenna at each side, both matched and tuned at 13.56MHz (Figure 13a). The simple design
allows very low delays. This delay is due to the length of the cable and the establishment
time of the signal. This attack is a major threat because the delay may be less than a period
of the 13.56 MHz carrier.

Wireless super heterodyne system: This relay, shown on figure 13b, is quite similar to the
relay attack developed by Hancke because it is not restricted by a wired link. Unlike
Hancke’s relay, our wireless relay does not use digital components such as microcontrollers
or RFID chips to process the signal. The delay introduced by this relay should be shorter. To
do so, the reader signal of frequency fc is mixed with another signal of frequency F,
generated by a local oscillator. It results a signal of frequency fc+F, easier to amplify and to
send further. A PLL is used as a local oscillator to have the same frequency in the
modulation and demodulation circuit.

Reader Relay antenna Relay antenna Contactless card

Amplifier

Fig. 13. a: Potential use of a wired relay in a hallway, an attacker creates a relay between an
access terminal and a true contactless card; b: Experimental setup of the uplink system of a
wireless relay
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5.3 Experiments on relays

Two different experiments were realized. The first was to prove that all these relays work
and to determinate their characteristics such as complexity, cost or values based on their
performances. The delays introduced by these relays are so short that it is not possible to
determinate them with unaided eye and it is necessary to use signals with precise properties
to correlate them. For that, the second experience has for objective to measure values of
these delays with the best accuracy. For all these tests, our reference is the relay developed
by Hancke which is the most detailed in the literature (Hancke, 2005).

The bench test is roughly the same for the two experiments; the reader is connected to the
computer in order to send commands, the card is placed few meters away of the reader. A
relay is positioned between the reader antenna and the card. Two calibration coils are placed
up on either side of the relay; they allow visualizing and recording signals on the
oscilloscope.

5.3.1 Demonstration of relay efficiency

For these tests, only equipment compliant with the standard ISO14443-A is used because the
main objective is to prove that our systems can relay data between a true reader and a true
card (Figure 14). The reader is connected to an antenna conform to the ISO standard which
has a quality factor of 10.

1SO 10373-6 Test bench

Reader Relay Contactless card

Fig. 14. Test for the wired relay: experimental setup to measure the load modulation
amplitude

It is possible to vary different parameters such as the physical length of the relay, the
distance between the reader and the proxy or the distance between the card and the mole.
Varying the distance reader-proxy is not really interesting because the attacker could put the
proxy as near to the reader antenna as he can. Conversely, the mole-card distance is an
important indication on the relay performance as the attacker can not really control the
distance between his mole and the card he wants to activate. For each relay attack, we focus
on the maximum distance of activation of the card. For a contactless system without relay,
the activation distance is close to 10 cm
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The cost and the complexity are important to determine the resources an attacker need to
put in place a relay attack.

The ISO standard imposes a load modulation amplitude at least 30/H2 (mV peak) where H
is the (rms) value of magnetic field strength in A/m (ISO/IEC14443-2, 2001). In our test, the
value of H is 2A/m so the load modulation shall be superior to 13 mVp rms. Our two relays
have load modulation amplitude higher than the standard level, which proves they are in
accordance with this standard and undetectable by a subcarrier amplitude computation
method. The table 1 summarizes all the results of the experiments realized on relay attacks.

5.3.2 Delay measurements

The main objective of the second experience is to measure the delays introduced by the two
described relays using correlation computation. Measuring delays close to the period of the
subcarrier is difficult with a standard contactless system so we have used an open reader
that we developed. With this reader, it was possible to send signal with specific modulation
properties easier to correlate. The reader sends a fixed signal through a relay; this signal is
recorded directly on two calibration coils located close to the two relay antennas.

This experience is reproduced for different coupling between the reader antenna and the
first antenna of the relay. To vary the coupling between the antennas, we increase the
distance between them; 3 distances are chosen: 1, 3 and 8 cm.

Contactless system with relay Contactless
system
Wired Wireless Hancke's
relay relay relay
Cost * *hk% *k%
Complexity * *kkk *hk%
Activation distance 45 cm 5cm No data 10 cm
Load modulation (mVp) 14.17 14 No data >13 mVp rms
Relay maximum length >10m >50m 50 m
Distance reader antenna
- relay antenna
delay 1cm 295 ns 566 ns 15 ps
3 cm 442 ns 454 ns
8 cm 442 ns 652 ns

Table 1. Characteristics for each relay

The correlation of the two recorded signals permits to compute the temporal shift between
them. Results in table 1 show that the delay sometimes decreases for a same relay when the
distance increases between its antennas. Generally, the delay in a contactless system
depends on three parameters: the establishing time in antennas which is function of the
bandwidth, the propagation time in the air and the signal processing in case of relay
presence. The propagation time in the air is short, i.e. less than 300 ps. The important
parameter is the establishing time of the modulation amplitude variations which strongly
depends on the coupling between the two antennas and of the bandwidth of the antenna,
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ie. the quality factor. This factor can introduce disparities in the cross-correlation
computation.

Figure 15 gives a global view of the computed delays. Each type of relay is characterized by
a time distribution. Wireless relays and wired relays have roughly the same delays because
the mix of the signals is very fast. The computed delay for the relay developed by Hancke is
more important than the others due to the time duration of each step of the signal
processing.

Hancke’s relay
—Wireless relay
Wired relay

—Without relay

| |
0 0.5 1 | 15

Delay [us]

Fig. 15. Computed delays with correlation technique versus delay introduced by hancke’s
relay

6. Denial of service

The goal of denial of service attacks is to somehow deny a given service (e.g. identification)
to valid users. Denial of service attacks are easy to accomplish and difficult to guard against.
They can be divided into the four categories:

e Interferences in the anti-collision protocols

¢ Reader- and card jamming

e Faraday cage

e Destruction or deactivation

6.1 Interferences in the anti-collision protocols

Anti-collision protocol is an algorithm which avoids the communication of different cards in
the same time. A reader is not able to decode data from multiple sources. To manage the
collision of transponders, there exist two different protocols: a probabilistic protocol and a
deterministic one. These protocols can be used as denial of service device by forbidding the
access at one or many transponders.

6.1.1 Deterministic protocol: the Tree Walking algorithm (ISO/IEC14443-3, 2001)

This protocol is able to calculate the exact time required by the reader to know the UID
(Unique IDentifier) of every tag depending on the number of tags in the reader field. All
possible UID can be viewed as the leaves of a binary tree of depth equal at the UID bit
length. The reader initiates the singulation protocol at the root of the binary tree and
requests the UID of all tags in its field. A collision occurs when two tags simultaneously
send a different bit. In this case, the tree-walking interrupts on the child collision node.
Then, the reader requests all tags with an UID starting by the bits recorded before the
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collision to start at the previous node and selects the next branch ‘0" or “1’. Only tags with
UID starting with this bit path reply to the reader. If another collision occurs, the reader
repeats the last sequence until it obtained a complete UID (Figure 16).

-

0 1

00 01 10 11

\
000 001 010 011 100 101 110 111

Fig. 16. Tree Walking for a 3-bit UID to obtain the “001” UID

The blocker tag is a device developed by Juels et al. to block the tree walking protocol and
then prevent your card access by an intrusive reader (Juels et al., 2003). To jam the protocol,
the blocker tag simulates a real tag and emits both ‘0" and “1” (which requires two antennas)
at each reader anti-collision request. This creates a collision and the reader can not complete
the algorithm and find out the tags UID. In most cases, such a device is used by the
consumer to protect against unwanted scanning. However, the blocker tag can be used by
an attacker to generate a denial of service in a legitimate system. We can even assume that a
blocker tag is always malicious since it cannot be selective and forbids the reading of one tag
whereas it authorizes the reading of others.

The attack is area limited since the blocker tag acts as a passive tag. It needs to be in the
reader field to operate. Then it must be located close to the reader to have the best efficiency.
However, an active tag can be realized to improve the blocking area of the system.

6.1.2 Probabilistic protocol: the Aloha method (ISO/IEC14443-3, 2001)

The second protocol assesses the probability to obtain the UIDs of a certain number of tags
in a given time without giving any guarantee concerning its maximum value. This
algorithm is known as time slots or Aloha method. The principle is simple: each tag can
reply to the reader in fixed time slots during one or many rounds. A time slot is a period of
time during one or more tags can reply. At the beginning of the first round of the anti-
collision protocol, the reader sends the number of time slots used during the round. A tag
can only reply during an single random time slot in a same round. The reader analyses each
time slot:

o  When a tag is alone to reply during a time slot, the reader retrieves and records its UID.

e When at least two tags reply during the same time slot, there is a collision.

If there is at least one collision during a round, the reader must throw again a new round
without identified tags. Then, during the new round, the probability that two tags reply in
the same time slot is lower. The reader throwes again rounds until there is no collision
during a round and the reader has the UID of all tags in its field.
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An attacker can use the weaknesses of this anti-collision protocol to jam it and block the
communication between the reader and the card. The principle is close to the blocking
protocol of the Tree-walking algorithm. As the reader creates a new round if a collision
occurs during one, an attacker just has to create a collision during each round. In each time
slot of a round, the attacker simulates a tag and sends a random UID. The reader is blocked
in its anti-collision protocol and it can not collect UID cards (Figure 17).

Time slots

eacer [oE]| @ YSEYEIE R

Tag [Avower |

Tog2 [Avower |

Tog [Anower |
t t

Collision

Fig. 17. Blocking protocol for Aloha method

6.2 Reader and card jamming

Jamming is an attack by denial of service which consists in emitting a signal in the same
bandwidth as the reader and the card in order to blur the communication between the
reader and the card. The only constraint is to flood the reader or tag signal in a higher level
noise. The maximal level of emitted magnetic field is defined by ETSI (European
Telecommunications Standards Institute) legislations. The ETSI EN300-330 describes a
template of magnetic emission at 10 m around 13.56 MHz (ETSI 300-330). According to the
following figure, it is illegal to emit more than 42 dBuA/m at 10 m in the 13.56 MHz close
range frequency (Figure 18).

As a consequence, any attacker that is able to go over this limitation is sure to create an
efficient jamming of an RFID reader. Exceeding the standard value does not necessarily
mean that the jamming signal requires a lot of power. If the noisy emission is in the exact
bandwidth of the reader signal, only few watts (1 to 2 W) are enough. To blur a tag signal is
even easier since its signal is much lower than the reader's.

6.3 Shielding and Faraday cage
Magnetic field can be blocked or dramatically reduced by the process of shielding. It
consists in confining an object in a metallic sheet with properties able to stop
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electromagnetic waves. To prevent the reading of a contactless card by a reader, its owner
can insert it in a specific wallet made of metallic sheet (Figure 19). This wallet plays the part

. +60dBUA/M
+42dBuA/m
+9dBuA/m
-3.5dBpA/m
13.56MHz
-10dBuA/m
| -150kHz +150kHz | 16dBuA/m
-450kHz +450kHz
-900kHz +900kHz

Fig. 18. ETSI EN300-330 13.56 MHz: Maximal magnetic field at 10m from the reader

of a Faraday cage blocking all HF and UHF radio signals of readers. This solution is a
counter-measure to avoid the spying of confidential data recorded on cards by a false
reader. However, this solution can be used to make denial of service. For example, an
attacker can pass through detection system by shielding RFID EAS (Electronic Article
Surveillance) to not pay its purchases.

ELOCKS WIRELEEZE ZIGHALE
FEOM REACHIMG YOUR
* WIRELE=ZS STUFF

£

&

;__.-——-.__H

e

WIRELESZS DEWIGE
LOMHZ TO 2aGHZ ZIGHAL

Fig. 19. Such systems block radio communications in the frequency range 10MHz-20GHz
(MobileCloak), (DIRFwear)
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6.4 Destruction or deactivation

This attack consists in making definitively unusable a contactless card, but it can concern the
reader, too. Although this attack threats contactless system availability, it is different from
the denial of service attack because once performed, it is irreversible. Destruction is
considered as an attack when it is practiced without the holder’s consent but it is privacy
protection if a card is definitively destroyed with the consent of its holder in order to protect
its data from any future attacks. Only physical destructions are treated in this chapter
dedicated on physical attacks.

6.4.1 Destruction by electromagnetic field

In the same way that a chip can be damaged when powered by a forbidden voltage, the chip
of a transponder can be destructed. In fact, the chip of a card is powered by the magnetic
field on the transponder antenna. The chips could not resist to a high level magnetic field.
This attack is mainly efficient with inductive loop contactless devices. If the inducted
voltage in the loop antenna exceeds a certain value, then the chip can be definitely damaged.
This value depends on chip features and on its developers but a 12A/m magnetic field is
generally large enough to destruct RFID chip. The strength of this attack is that there is no
absolute protection against destruction by electromagnetic field.

Protections, such as Zener diodes or self-heating fuses, can be integrated. However, their
protection effect is limited by the available chip area. This attack can be very dangerous in
the case of contactless passport or ID card destruction. On the other hand, generating a
strong magnetic field requires a large instrumentation and a significant power (BSI, 2004).
Then, an attacker is not able to destruct one or many transponders in the same time if they
are far away from him.

Fig. 20. Examples of RFID transponders killer (RFIDzapper (EN), 2006), (RFIDzapper)
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Building its own RFID transponders destroyer is not a challenge because many websites
present schematics and practical implementations. For example, the RFID zapper is a home-
made device able to destruct or definitely deactivate close RFID chips. It generates strong
electromagnetic pulses by using the electronic of a camera flash and of a power generator.
The principle is simple: the generator charges a large value capacitor and the flash is
substituted by a simple coil. The discharge of the capacitor generates a strong concentration
of energy comparable to an EMP (Electro Magnetic Pulse). The RFID zapper is only an
example of devices found on the web but there exists complete devices with tag detector
(Figure 20).

The microwave is another way to destruct RFID tags but it can hardly be used by an attacker
because this attack needs the access of the cards he want to kill.

6.4.2 Mechanical or chemical destruction

A transponder is usually composed of an antenna and a chip: these two elements can be
viewed as two mechanical pieces. The first is just made of a thin copper strip and the chip is
fragile and protected by a plastic packaging. It exists many solutions to destruct the
transponder. The major part of methods leaves visible signs of damage and needs the access
of the card. For example, the inductive antenna is vulnerable; an attacker can easily cut it
with scissors. As the antenna is essential to recover power and data, the transponder does
not run anymore with a cut antenna. However, an attacker can also destruct a transponder
without giving clue on an intentional damage. A solution is to cut the antenna very close to
the chip or to hit the chip with a hammer in the case of an unpackaged tag (Instructables,
2008).

7. Substitution, counterfeiting, and replay attack

These three attacks are described in the same part because of they have mainly the same
principles. All these attacks need the steal of data from another card. Skimming or
eavesdropping attacks allow the dumping of main information recorded in the memory of
the attacked chip. In this case, the attacker can store the stolen data in a blank contactless
card to have a clone of the attacked card. Write data on a blank tag is not a challenge as
anybody can easily buy on the Internet any card from any manufacturer that has a
microprocessor which can be easily programmed (DN-Systems, 2007 as cited in Mitrokotsa
& al., 2008). Another way is the steal of a contactless card directly on its owner by using
violence. In the two cases, the attacker obtains a card with new UID and recorded data.
These leads to the three attacks: substitution, counterfeiting and replay attacks.

It is also possible to substitute a RFID tag on an item with another tag of a cheaper item or
with a tag that is totally reprogrammed with an aforementioned chip

The replay attack consists to send to a true contactless card or reader, sequences recovered
during an eavesdropping or skimming session with a true reader or card. This attack allows
the possibility to have transactions without a true card or reader. Grunwald shows its skills
at cloning an e-passport, that means a terrorist can pass a frontier with a fake identity
(Zetter, 2006).

8. Conclusion

This chapter presents a comprehensive overview of the main attacks on the HF physical
layer of contactless technologies. These technologies use radiofrequency waves to transmit
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data and power between two devices. This communication medium can be exploited by an
attacker and then reduce the security and privacy of the card user. The growth of this
technology in critical domains such as payments is slowed down because of all the threats
which can occur on the card and its user. They do not trust in this technology since it is not
secure in terms of confidentiality and privacy of data exchange. Payment smartcards were
already a potential source of attacks but the user had a complete control thanks to use of a
confidential code and the insertion of the card in the cash dispenser. This weakness can be
used in the case of the skimming attack to activate a card as a valid user without the
agreement of the card owner. The use of radiofrequency waves disables the management of
the communication by the card user. In addition to that, the propagation of the
electromagnetic waves in the air enables attacks like eavesdropping. Contactless systems,
according to 1SO14443-A and B standards, have an operating distance of a dozen of
centimetres. However, the experiments and the state of art show that an attacker can
eavesdrop a private communication from a reader to a card up to 20 metres. A
communication from the card to the reader can be listened at a distance less than 5 metres.
Moreover, the use of metallic materials, cables, walls and doors is a great opportunity for
attackers as the metal acts as antennas. The major threat is an attack combining the basics of
the eavesdropping and skimming attacks. An attacker can create a communication relay
between two contactless devices which are not in their communication range. This attack
can be used with smartcards but is powered by the use of the air medium. Although the
operation distance is close to the dozen of centimetres, an attacker can establish a
communication between two devices without distance limit. Basic relay attacks are
developed to point out that relay attacks can add delay less than 1ps. The weakness of the
air medium is used in a denial of service of the devices to blur the communication by
causing fail the anti-collision protocols or by flooding the reader and the card signals. The
destruction of the devices or their placement in a faraday cage can also be considered as a
denial of service. Most of these attacks can reveal secret information which can introduce
attacks like replay or cloning attacks. This overview permits to show the main threats of this
technology in terms of security and privacy. It is necessary to develop methods and
technologies in order to make these systems more secure and their use more confident.
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1. Introduction

An RFID system is desired to be introduced in large gate management systems because it
can read the ID of a large number of target objects simultaneously in the field of logistics
and retail business. Especially, UHF RFID has gathered significant interest since it has the
advantage of long distance reading and low cost of tags. Customers using an RFID gate
system require several convenient functions. One of them is to know the tag movement
direction for the purpose of recognition in warehousing or shipment for inventory
management. Moreover it can check for undesirable objects or prevent theft. For this
purpose, some sensors are established at the entrance and the exist side of the gate system in
an existing system. Therefore the direction of movement of tags is judged by the time
difference in the passing time at these sensors. For example, the future store of the Metro
group used this gate system for their stock management system of the backyard system [1].
However, in these systems it is necessary to use optional expensive equipment such as
several sensors.

In this chapter, an effective tag movement direction detection method is proposed in which
an original tag communication system is used as much as possible without using optional
equipment.

2. Estimation methods of the RF tag movement direction

It is basically necessary for the judgment of tag movement to obtain two or more time
information of an object. For obtaining that information, it is common to use two sensors on
both sides of the gate. This method corresponds to the Range-based method, which is a
location allocation system (LAS) method using a fixed anchor [2][3][4][5]. A conventional
RFID gate system using photoelectric sensors is shown in Fig.1. This gate can detect the
movement direction of an RF tag by judging the difference between the two passing times at
each sensor. For example, because the RF tag moves from the left side to the right side in the
case of Fig.1, sensor 1 detects it in advance of the detection at sensor 2. Here, a new method
of applying the Range-free method to RF tag direction detection is proposed.
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Fig. 1. Conventional RFID gate system

3. Proposed methods

3.1 Basic principle

Detection measures for measuring the time difference are considered for the RF tag and
reader antennas. A double antenna method using two antennas is proposed. The
configuration of this method is shown in Fig.2. The basic algorithm is that the tag movement
direction is estimated by measuring the time difference of two antennas. The merit of this
method is that the direction of each tag can be estimated independently. The conventional
sensor system can detect only for the bulk in the case of many tags. The proposed method
can estimate the movement direction for each tag even if some tags move in the opposite
direction toward the other tags simultaneously.
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Fig. 2. Double antenna method

3.2 Attributes for estimation

The types of information obtained from a tag is the read count, received power and
transmission delay. In this chapter, the former two types of information are studied because
they are simpler than the last one. Three methods are considered for judgment of the
detection time. They are (1) tag read time, (2) the time over the preset threshold, and (3) total
judgment that considers the detection pattern or weighted time. In the case of using the time
sequence pattern in the third method above, the processing function is very heavy because
of complication of its algorithm. That does not match the philosophy of Range-free.
Therefore, in this chapter, a weighted time center method for the third method is proposed.
Each method is shown in Table 1.
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ttribute (a) Read count (b) Recived power
Method (n) (Py)
(1) Tag read n>1 -
(2) Threshold n>Th, P >Th,

(3) Weighted Z(“a t) Z(Pﬂ 't)
center Z:ni : P,

Table 1. Decision criteria of detection time

3.3 Basic model regarding received power
A basic model of an RFID system is shown in Fig. 3. The received power of a tag (chip) Py
and the received power of a reader P;are as follows using Friss’s formula [6].

P, =P +G,-L +G, @
P=P+G,-L +G,-L_+G,-L +G,_
2
=P +(G,+G,)+(G,+G,)-2-L,-L,
La:ZO-log(%-dj 3)

Here, Gyt and G, is the transmission gain and received gain of the reader antenna, Gy and
Gy is the transmission gain and received gain of the tag antenna, Ly, is the internal loss of
the tag, L, is the propagation loss in the air, d is the read distance, A is the wavelength.
Generally, the antenna of an RFID system can be used for both transmission and reception.
Therefore, let G:=G=Gr;, G=Gu=Gy, then eq. (1) and eq. (2) are

P =P +G,+G,-L, 4)

Pr:Pt+2~(Gr+G[—La)—Lm ®)

Measurement results of P; in the case of P=1W(30dBm), G;=6dBiC(circular polarization
antenna), G=0dBil(linear polarization antenna) are shown in Fig.4. This shows that the
results are the same as the calculated values. Since the tag internal loss Ly depends on
vendor or input level, the value of the actual used tag chip is applied.

Figure 4 shows that the distance (read range) between the reader and the tag can be
approximately estimated by measuring P.. In eq. (4) and (5), P: is a maximum when the tag
is just in front of the reader antenna. However, P; decreases as the tag moves into farther
from the center of the antenna because of its directional loss. Measurement results and
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calculated values of P; vs. the distance x between the center of the reader and tag are shown
in Fig.5. From Fig.5, the tag’s nearest point (x=0) to the reader can be estimated.
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Fig. 4. Read range vs Received power

3.4 Comparison of detection methods

3.4.1 Method 1

In Method 1, the starting time to read a tag is detected as shown in Table 1(1) even if read
only one time. In an actual RFID system, because tags are inventoried in advance of reading
the tag, the inventory time can also be used. This method is so simple. However, it is hard to
increase the decision accuracy since it sometimes happens to inverse the sequence of the
read time of the two antennas.
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3.4.2 Method 2

Incorrect judgment sometimes occurs due to a passing read for a reflected RF wave in the
case of Method 1.

Method 2 uses the threshold of detected values and judges the direction using the time
difference between each time when the detected value is over each threshold as shown in
Table 1(2). This method is able to increase the accuracy of detection. However, it is
sometimes hard to decide the threshold because the read count depends on the speed of
movement and the received power depends on the distance between the reader antenna and
the tag.

3.4.3 Method 3

Method 3 is proposed for improvement of the two methods, i.e. prevention of tentative read
error caused by the influence of reflection or null points. The principal of this method is to
estimate the time of the tag’s nearest position from the reader antenna. Wilson has proposed
the method for localization using the passive tag count percentage [7]. In this approach, tags
can be estimated the closest position by detecting the peak point. However, it is difficult to
adopt this method as RFID gate system because the variation of detected value reaches up to
several tens of meters and is equivalent to the distance between two antennas. Therefore the
algorithm we proposed is that each read time is weighted by the read count n or received
power P;, and the tag direction is estimated by the calculated difference between two
weighted centers of two antennas. Recently, RFID readers become to have high-performance
received power detection function [8]. Therefore, here, this method will be explained using
the received power as the tag attribute. Figure 6 shows the judgment procedure of the three
methods.

The detailed detection method is explained in Method 3. The received power is a function of
time actually because the tag goes through at a speed of v (m/s).

Eq.(5) is shown as eq.(6) from Fig.2 and Fig.5. At in Fig.2 is the time deference between the
passing time at the front of the reader antenna (t.) and the present time (t).
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P(t)=P +2:(G,()+G,()-L,(1)-L, (6)

The estimation procedure is as follows.
When the certain time before the reader starts to read tags put to, weighted center of read
time ty1(tk) and two(t) from time to to time ti of antenna 1 and antenna 2 are

iPrl (t;) ) t;
ta(t) =" — @)
P.(t)
ZPrZ (ti) : ti
th(tk) = l:oki (8)
zPrz(ti)

Py

where Py(t) and Pix(t) are the received power of the two antennas at time t.

In the eq.(7) or (8), when tyo(ti)-twi(t)>0, it is judged that the tag moved from antenna 1 to
antenna 2, and when tyo(t)-twi(t)<0, it is judged that the tag moved from antenna 2 to
antenna 1. The calculated results in the case of Fig.6 is shown in Fig.7.

When t,1 and tw2 in the case of stable values after the elapse of a certain period of time put
T1 and T2, respectively, the tag direction is finally judged by T2-T1 as shown in Fig.6 .
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Measurement results and the experimental environment using 10 dense tags are shown in
Fig.8 and Fig.9. Measurement conditions are shown below.

P=30 dBm, G;=6 dBiC, G=0 dBil, D=90 cm, xa=60 cm, v=1 m/s, height of antenna=1.3 m,
data rate=80 kbps, Reader: NEC TOKIN (Speedway)

Tags: UPM Raflatac ShortDipole

movement direction: from antenna 1 to antenna 2 (T2-T1>0)

Because the distance between two antennas that are the same type is 60 cm, T2-T1 becomes
0.6 seconds in theory. There are occasional erroneous decisions because of reflection or
interference in severe measurement environment, which causes undesirable reading in
method 1, and tags placed in the middle (e.g. tag #3, #4, #7 and #8 in Fig.8) are hard to read
in method 2.

On the other hand, method 3 is very stable because it is not misjudged, has low deviation
and a desirable average. Figure 10 shows the time transition of the difference two-tw1 in
method 3. We can see this method can obtain a stable and correct result (expectant value in
the case of Fig.10 is 0.6s) even in the case of misjudgments caused by reflection and
interference in the measurement stage.

4. Measurement results in Method 3

4.1 Detection of the tag direction

The detail performance of Method 3 was measured. Figure 11 shows the tag read counts and
time difference T2-T1 in the case of two methods.

Though the deviation is wider in the case of a low read count, the judgment result is plus in
pattern 1, and minus in pattern 2. Therefore it has enough stability for use as an actual tag
direction decision tool. Pattern 3 shows the results in the illegal case assuming turning back
in the center of the antenna. In this case, the expectation value is 0. Figure 12 shows the
summary of means m and deviation o of the measurement results of Fig.11.

By the way, an RFID system needs anti-collision technology that prevents no-read situations
caused by collision when many tags are read simultaneously. The sequence to read tags is
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random because a typical anti-collision system is used for using the probabilistic approach
[9]. A variation of tag read sequence directly becomes a validation of detection time
difference. Therefore, when a weighted center is normally-distributed, the time difference
T2-T1 is also independent and identically distributed because of its reproducing property.
From Fig.12, it is assumed that the criteria of detection precisely is 30 or less, and the tag
direction can be judged correctly from the data of pattern 1 and pattern 2. However, a data
rate up to round 640kbps is necessary when the difference from abnormal action such as
turning needs to be detected (pattern 3 in Fig.12).
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4.2 Estimation of the tag moving speed

The detail performance of Method Moreover, the speed of movement can be also estimated
by measuring the time difference T2-T1 because the distance between two antennas is fixed.
Figure 13 shows the measurement results of the movement speed.

Variation of measurement results in the case of v=2m/s is larger than in other cases because
the precise speed is inversely proportional to the speed of movement of the measurer.
Figure 13 shows that this method can estimate not only the tag direction but also the speed
of movement. It is very useful to set the threshold Th of movement speed as the decision
criteria in order to increase the accuracy. For example, when the threshold Thl and Th2 are
set to -3.5 and 3.5 respectively, it is possible to eliminate abnormal movement such as
turning in Fig.13.
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4.3 Effect of the orientation of the tag

Generally, a tag are used a liner polarized dipole antenna in consideration of read range and
cost. In this case, the read performance in reader depends on the orientation of the tag. The
tag movement detection results of the time difference T2-T1 in three cases is shown in

Fig.14.
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T2-T1 of the tags that have 90 degrees angle against the reader antenna ((3) in Fig.14) varies
widely because they are hard to be read. The percentage of read in this case was 79% and
the accuracy among tags to be read was 95%. However, when tags set 45 degrees angle, the
movement direction of tags can be detected with as high accuracy as a parallel case ((1) in
Fig.14). In other words, it is useful to tilt two antennas of the reader in place of tags.

4.4 Effect of the intersection of the tags
In actual cases, it may happen that two tag groups pass through in the opposite direction
individually and simultaneously. The measurement results in that case are shown in Fig.15.
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One tag group (#1-#10) passed through from antenna 1 to antenna 2, and the other group
(#11-#20) passed through in the opposite direction behind the former group. Tag group (#1-
#10) has the same characteristics as in Fig.11. However, tag group (#11-#20) is strewn
widely because the radio wave is blocked by the other tag group in passing in front of the
reader antenna. In the case of 80kbps data rate, 14% of this tag group could not be read and
around 5% among all the read tags made an error (that is, the accuracy was about 95%).
However, when the data rate is 640kbps, both of the read rate and the accuracy are 100%.
Therefore, this method is useful because the tag moving direction can be detected correctly
by increasing the data rate even if the most severe case like intersection in front of the
antenna.

5. Conclusion

In this chapter, a method for precisely estimating the tag movement direction in an RFID
gate system was proposed. This method uses the time difference between two antennas of
the reader. This method has the advantage of being able to judge tag direction individually
even when there are some tags moving to the reverse direction. Especially, when it uses the
proposed algorithm of the weighted center of passing time, the precision of the estimation
can be increased. Finally, the feasibility of the method was proved by measurement results.
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1. Introduction

Location systems, both for indoor and outdoor use, are rapidly developing due to the
practical need of knowing the position of objects and persons (Harrop, 2008). If for the
outdoor world, the GPS system and its variants (DGPS, etc.) is the best possible solution, for
indoor use, things are not yet completely solved. Indoor GPS is developing, but in parallel,
other projects are running. The vast majority of papers dealing with the subject (Bess, 2009;
Chang et al., 2011; Goncalo, 2009; Kathiravan et al., 2009; Khan & Antiwal, 2009; Jeon et al.,
2010) present systems based on RF signal measurements. Multiple ways of solving the
problem are technically imaginable, starting with those using the signals emitted by the
nodes of a common WLAN / Wi-Fi wireless network (Bal et al., 2009; Clulow et al., 2006;
Kaemarungsi & Krishnamurthy, 2004; Kushki et al., 2006; Kwon & Song, 2008; Tsui et al.,
2010; Yousef & Agrawala, 2005), continuing with RFID systems, WSN networks and
finishing with proprietary solutions derived from one of the above, where specialized nodes
with one or more coordinators are deployed over the desired locating area (Bahl &
Padmanabhan, 2000; Baunach et al. 2007; Chang et al. 2011; Coca et al. 2008; Dai & Su, 2008;
Koyuncu & Yang, 2010).

RFID tags are the main factor of progress in identification application development. There
are more than 40 year from the first generation (Finkenzeller, 2003), equipped with passive
components where the energy is captured from the radio—frequency field generated by the
reader, to the third generation where the energy supplied by a battery is used to power a
microcontroller and one or several on—board sensors. In terms of price, in 2011 the passive
tags may be found at prices as low as 0.05 USD each, whereas the active RFID tags equipped
with complex sensors and low—power microcontrollers may cost as much as 100 USD a
piece (Harrop, 2008).

From the point of view of RFID tag structure, the changes are obviously influenced by the
progress in semiconductors technology. The software for the reader and applications
evolved also on the same trend. For the Generation 1 UHF tags, manufacturers provide
hardware with their own protocols. Therefore, tags from one specific manufacturer would
only work with the RFID reader from the same manufacturer. From the point of view of
users, this represents a major limitation and for large-scale implementations, single supplier
solutions are not acceptable. Generation 2, the second-generation RFID UHF tags, developed
in order to establish a standard for RFID tags, used by the big retailer inventory applications
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and operating in the ultrahigh frequency (UHF) band (860—-960 MHz), offer long range
operating distances (at least 8 to 10 meters). A comparison between the differences between
Gen 1 and Gen 2 protocols may be found in Table 1 (EPC, 2005).

Four UHF RFID standards exist: Class 0 and Class 1 — from EPCglobal, and 18000-6 Type A
and Type B from ISO. ISO's 2006 approval of Gen 2 as an 18000-6C extension opened the
way to a single UHF global protocol. Such a protocol will create an open market as well as
an open standard, which will force the prices to go down. Even the great efforts made in the
direction of unifying the standards, a large RFID market with a strong supply chain and
industrial backbone — China, has not accepted either the ISO or EPCglobal standard.
Instead, China hopes to develop own standards compatible with Gen-2 tags, their readers
being able to communicate with the standard tags (Bijl & Dil., 2010; Roberti, 2005; Razaq et
al. 2005).

Gen 2 frequency range is from 860 to 960 MHz and it covers all international frequency
spectrums. Tags that comply with EPCglobal's Gen 2 standard operate between these ranges
without performance degradation. Gen 1 didn't do well in Europe due to European radio
frequency spectrum allocation didn't leave enough open bandwidth for US radio
frequencies, but Gen 2 offers Europe's required frequency range of 865 to 868 MHz, while
fulfilling US frequency sub band of 902 to 928 MHz. The ISO 18000—6C extension makes
Gen 2 a real flexible international standard (Jong & Bijl, 2010; Roberti, 2005; Razaq et al.
2005).

Description Genl Gen 2

Not a global standard ISO-UHF 18000-6 standard
Global standard after an

amendment in

Acceptance level

algorithm

persistent state/ wake
states

Arbitration Deterministic binary tree for | Probabilistic slotted
Class 0 and deterministic
slotted for Class 1

Anticollision/tag-sorting Binary tree algorithm with Q algorithm, which is a

variant of the slotted
aloha protocol

Air interface

Pulse width modulation

Pulse interval encoding

electronic product code)

(PWM) for Class 0 and (PIE-ASK), Miller, FMO
Class 1
Data rate 40/80 Kbits for Class 0 and | 40 to 640 Kbits
70/140 bits for Class 1
Distance Less than 10 meters Less than 10 meters
Frequency range 850-930 MHz 860 to 960 MHz
Security password 8 and 24-bit passwords, 32 bits
respectively, for Class 1
and Class 0
Data write verification No Yes
Write speed (for 96-bit Three tags per second Minimum five tags per

second

Table 1. Main differences between the Gen 1 and Gen 2 protocols
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The working frequency is a key design issue in RFID locating systems. The ability for signals
to propagate within crowded environments is dependent on the signal wavelength. Within
warehouses, truck yards, office buildings, and other industrial or commercial facilities, the
ability for an RFID system to operate in and around obstructions is critical (Han et al., 2008;
Hsu et al., 2009; Jeon et al., 2010; Kiang et al., 2009). These obstructions are often made of
metal, such as vehicles and metal racks, requiring signals to propagate around rather than
through them. Signals propagate around obstructions by means of diffraction, and the level
of diffraction is dependent on the size of the object over the signal wavelength ratio.
Diffraction occurs when the wavelength approaches the size of the object. For example, at
433 MHz the wavelength is approximately a meter, enabling signals to diffract around
vehicles, containers, and other large obstructions.

Regarding the frequencies used by active tags systems regulations, a summary is presented
in Table 2:

Band l\i(l)—i’z 315 MHz | 418 MHz | 433 MHz | 868 MHz | 915 MHz 13/?1(_)12
wor e v B .
orkin z . z -
frequencgy 3(1)3[;_1335 42 MHz 112)/[111;15\] 25mW 9(1)3[;_19228 3.5
band dBuA/m | 10 mW ERP ERP MHz
@10m ERP 10% 1%
USA X X X X X
Canada X X
UK X X X
France X X X
Germany X X X
Netherlands X X X
Singapore X X X
Taiwan X X X X X X
China X X
Australia X X

Table 2. Summary of global frequency regulations for the most common Active RFID bands

At 2.4 GHz, the wavelength is approximately 10 centimeters and diffraction is very limited
with these obstructions, creating blind spots and areas of limited or even no coverage.
Frequencies above 2 GHz present significant challenges for operation in crowded
environments and are therefore not recommended for most RFID applications.

One may notice only 433 MHz and 2400 MHz working frequencies bands systems are
allowed in almost all countries. Even both frequency bands overlap with the ISM bands,
these are the most accepted in the RFID world. Despite in the 2400 MHz band there are
many wireless systems (Wi-Fi, Bluetooth, ZigBee, etc.) making the frequency spectrum very
crowded, producers continue to develop new systems and communication protocols
working in this free band, design simplicity, small dimensions and low power consumption
being solid arguments for continuing the researches.
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2. RFID systems in localization applications

Real Time Locating Systems (RTLS) help users to locate and track objects in real-time. This
could be done in many ways, along the time different technologies being developed around
the idea. The RTLS term was introduced in 1988 to describe a technology that provided the
Automatic Identification capabilities of active RFID, but added the ability to see the physical
location of the tagged object.

From the locating perspective, the RFID has a long history. Conventional active RFID tags
are the first used for real time locating applications. Starting with Gen 2 tags, the EPCglobal
Class—1 Generation—2 UHF RFID Protocol for Communications standardized the active tags
working in 860 — 960 MHz frequency band (EPC, 2005). The included battery helps them to
initiate a signal, giving longer range compared to passive tags. This type of tags are mostly
known for the end users as locking the cars as over two billion dollars were spent on car
clicker systems to date (Harrop, 2008). Millions of other tags were also deployed in postal
services monitoring applications, and supplies or assets management. Localization systems
were developed for this type of active tags, an example being the RFID radar (RFID—Radar,
2005). RFID radar is a mixed localization system, based on both ToA — Time of Arrival and
AoA - Angle of Arrival methods (Coca & Popa, 2007). It uses a system based on one
emitting and two receiving antennas. The working principle, based on a tag-talks-first
protocol (Coca et al., 2008), is as follows: when a transponder enters the area covered by the
emitting antenna, it will send its ID and memory content. Two dedicated antennas receive
the signal transmitted by the transponder. Based on the time difference between the two
received signals and the range information, it computes the angle and the distance. The
system uses a central frequency of 870.00 MHz with a bandwidth of 10 kHz. The
performances in term of localization precision are modest, even the location information is
available for tags placed up to 40—45 meters in front of the antennas (Popa et al., 2010).

The second generation of active RFID tags is present in the true Real Time Locating Systems
(RTLS) used today for continuous monitoring applications. The active tag includes a battery
used also to supply the on-board sensors and a low power microprocessor, improving the
capability to store the measured data over a significant period. When using many readers,
distances over several hundred meters are usually obtainable. Even these systems were
initially designed for assets tracking, localization applications were position and speed
information were added as a plus. In terms of location precision, it is strongly influenced by
the reflections on obstacles and moving objects positioned between the reader and the tags.
The third generation of active RFID tags overlaps with the well-known Wireless Sensor
Networks (WSN) or Ubiquitous Sensor Networks (USN) (Bess, 2009; Harrop, 2008). The
most important characteristic of the tags is they communicate one with each other and in the
same time with the central node. A central node, named also the coordinator or the gateway,
pays the role of the RFID reader from a classic system. Even the maximum distance between
the two nodes is limited to 10 to 30 meters (mainly due to maximum power emission
regulatory restrictions but also due to attenuation, reflections and interference with other
systems), the networks could be easily extended over hundreds of meters or even more,
based on the inter-nodes communications capabilities.

3. Third generation RFID system in localization applications

Wi-Fi technologies, developed for delivering wireless communications between mobile
terminals, are also used in locating applications by processing the identification data from
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multiple Access Points (AP) and the Received Signal Strength Indication (RSSI)

information.

The signal strengths of received signals from at least three access points are used to

determine the location of the object being tracked. To increase accuracy, more sophisticated

methods use RF fingerprint maps that are based on calibrations of the strength of Wi-Fi
signals at various points in a predefined area. Applications using Wi-Fi combined with Time

Difference of Arrival (TDOA) techniques were also developed.

In an RSSI system, the distance between a tag and a reader is computer by converting the

value of the signal strength at the reader into a distance measurement, based on the known

signal output power at the tag and on a particular path loss model.

Wi-Fi location technique has some advantages over other systems:

- It uses the existing infrastructure;

- Position information is available both at the coordinator and at each node, information
that could be shared with neighbor nodes.

Some major disadvantages of these systems include:

- Signal power measurements are affected by fixed and mobile objects, thus generating
random measuring errors, even a power map was created for the specified measuring
area;

- Network traffic congestions affect the system availability and the results;
- Power consumption is higher compared to RFID or WSN solutions.
To be effective, RSSI requires a dense deployment of Access Points, which adds
considerably to the systems cost. The key problem related to RSSI based systems is that an
adequate path loss model must be found for both non-line-of-sight and non-stationary
environments. In practice, the estimated distances are not quite precise. RSSI locating
systems may also be disqualified from security applications as an attacker can easily alter
the strength of received signals by amplifying or attenuating it, or by other methods
distorting the signal strength received from one more Access Points used as fixed
references.

The disadvantages above made the Wi-Fi locating system not to develop as rapid as other

technologies did, and positioning system solutions based on it are not widely spread in the

real world.

RFID locating implementations were investigated and test setups are already used in real

world applications both for indoor or outdoor locating services, even this technology was

created as a bare code replacement. RFID systems were initially developed with the need of
data storage in mind, and other aspects were not taken into consideration. Many efforts
were done in order to modify RFID systems and make them suitable for indoor locating

applications. A proprietary system derived from a RFID system (RFID Radar, 2005) is a

good example for outdoor and indoor location, as only a small quantity of information is

transmitted, the processing power being used for position estimation. One of the major
disadvantages of such systems is the user is unable to modify the application or to write his
own code due to copyright restriction. Communication protocol details are not always
completely disclosed, so creating new system configurations could be a difficult task. In
addition, the high power level used by the system makes it unsuitable for indoor location

application or for populated areas (Coca et al., 2008).

The third generation RFID systems have the characteristics of a network of wireless sensors,

the nodes being the tags. There are even no notable differences between the active RFID tags

and WSN nodes, as both are powered from external energy sources, contain sensors and
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small data processing capabilities. This is the reason the research was focused on the WSN
networks for using them in applications where standard active RFID systems were unable to
deliver the required performance levels.

Wireless Sensors Networks contains nodes with one or more sensors connected with a RF
transceiver. When multiple WNS nodes are deployed over an area, signals transmitted by
them could easily used for location purposes. The performances in the cited literature (Buta
et al., 2010; Halgamuge et al., 2009; Kim & Yang, 2008; Jeong & Nof, 2008; Kuang et al., 2008;
Lanzisera et al. 2004; Mao et al., 2007; Miorandi et al., 2007, Ota & Wright, 2006) are low
enough to justify future investigations. For stationary environments, especially for indoor
situations, location of objects is a relatively easy task. When moving objects have to be
located and eventually traced, the WSN is a challenging solution. The typical structure of a
third generation RFID locating network is shown is Figure 1. The message transmitted from
one node to the gateway contains the node IDentification data along with the physical
coordinates.
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Fig. 1. Typical third generation RFID locating network overview

The position information may be obtained from on-board sensors (like GPSs,
accelerometers, etc.) or may be computed from the information received from nearby nodes
(RSSI is the most common information computed in order to obtain position information).
The key of this architecture is the communication protocol that allows the information to be
transmitted from one node to the gateway through any available path. This way in the event
a node is not available, the information is routed through the healthy nodes.

4. Experimental results

4.1 Test system characteristics
For performance evaluation, we used a Wireless Sensor Network development system from
Green Peak Technologies (GreenPeak, 2010). The system consists of a coordinator node
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(known as Gateway) and nine nodes, operating in the ISM band (2.4 GHz), with 16 channels
and 250 kbps data rate and is certified to meet EN 300 440 (Europe), FCC CFR47 Part 15 (US)
and ARIB STD-T66 (Japan) standards. The node architecture is presented in Figure 2:
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Fig. 2. WSN node architecture

The node is built around an Atmel AVR 1281 microcontroller and powered by 3 AAA
batteries (Figure 3). On the board, there are temperature and humidity sensors, analog and
digital inputs. In complex applications, the node may be upgraded to support a more
powerful processor and multiple inputs.

In terms of operating distance, the typical values declared by the producer vary from 40-100
meters indoor, to 160—-400 meters outdoor and up to 1000 meters outdoor in light—of-sight
view. In the presence of blocking objects, shorter ranges are expected. The gateway is
equipped with a RISC processing unit and a RF module, very similar with the one on the
node.
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Fig. 3. WSN sensor node with integrated temperature sensor (Power provided by 3 AAA
bateries placed underneath)
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The WSN Gateway has a wireless communication module connected to its interface board
(Figure 4), allowing TCP/IP, USB or RS232 serial communication with the external world
(the processing software installed on a standard PC). The main characteristics of the
communication stack are:

- Mesh network: messages travel from source node to destination node through
intermediate nodes thereby multiplying range as a function of number of hops. The
multi-hop feature does not require any application intervention.

- Self-forming: mesh network forms automatically, without any application intervention

- Self healing: when individual links fail the mesh network reestablishes a reliable route
autonomously

- Security: data transfer through message encryption (AES 128 bit)

- Support for mobile nodes: Nodes can physically move through the network without
requiring network re-association

- Support for ultra low power end devices: Reduced functionality devices can operate for
years without replacing batteries

- Support for network visualization: network topology can be visualized using the
optional JadeMonitor PC software component

- Robust against interference: able to operate in the presence of other wireless devices
such as Wi-Fi, Bluetooth and others

- Scalability: the network can scale up to 100s of nodes without reconfiguration

Fig. 4. Gateway/Coordinator node built around a RISC microcontroller

From the communication protocol side, we have to choose between 2 types of network
stacks, namely PeakNetZ and PeakNet LPR. The API to both stacks is almost identical. The
different properties are given in Figure 5.

In applications where the nodes have access to mains power instead of batteries and some
devices operate on batteries, the PeakNet™ Z is the best solution. The network consists of
Full Functionality Devices (FFD), Reduced Functionality Devices (RFD) and one or more
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Network Coordinators. All FFDs automatically become part of the wireless mesh networks
and take active part of routing messages.

Sensors may be connected to these nodes. The RFDs nodes interface to sensors and actuators
and connect wirelessly to a nearby FFD. As they are set in a sleeping—state most of the time,
they consume very little power. The RFD will not actively route messages for other devices.
The Network is self-healing and self-forming and is managed by the coordinator
node(GreenPeak, 2010).

When all nodes are battery—powered, PeakNet™ Low Power™ (LPR) is the most
convenient solution. PeakNet LPR does not require always—on, mains—powered devices. All
devices are in low—power state and still form a mesh and route messages through the
network. The low—power routing meshing capability is obtained by occasionally waking up
the low power nodes along a synchronized scheme.

1 GATEWAY

Reduced functionality device (RFD) Low Power Router device (LRD)
Fully functional device (FFD)

Fig. 5. The 2 types of network stacks PEAKNET™ Z (left) and PEAKNET™ LPR (right)
(GreenPeak, 2010)

Hence, devices can pass messages through the network and in the same time conserve the
battery power. Devices can be woken up according to a pre—defined schedule or when an
external event occurs, or on a combination of both.

When powered up, the nodes automatically associate to the coordinator node. This
coordinator also functions as a serial gateway: it allows the user to access the remote nodes
in the network from a PC connected to the coordinator module.

All the software necessary for the network to work is embedded in the coordinator node.
This means that the network can run stand-alone, without attaching a PC to the
gateway/coordinator module.

The development software offered by the producer has an interface showing each node
relative to other nodes positions. A map of the installations location permits to calibrate the
distances and to display the real positions of all nodes having the coordinator node as a
reference. For each node, the software displays the information read from the sensors and
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from the inputs (Figure 6). Graphs showing the history of values recorded from the sensors
are also available. Outputs may be activated remotely, making the system also useful in

controlling remote processes where mobility is necessary.
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Fig. 6. Green Peak Development Software interface with RSSI measurements
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Fig. 7. Development software architecture

4.2 Test configuration

We used a dedicated LAN interface for connecting the gateway (Fig. 6) to the computer. As
we already mentioned in the introduction, in WSN networks, a sensor node (Fig. 7) can have
different roles, like network coordinator, router node (Full Functionality Device — FFD) and
end device (Reduced Functionality Device — RFD, as described in IEEE 802.15.4 standard).
The user can select the role of a WSN node, by modifying the software installed on—board.

o LA LAN

[ 2 Deay 5 Cptens 4 Eak |

Fig. 6. WSN system overview
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In our experiment, the WSN nodes were configured in FFD mode, in order to eliminate the
effects of wake-up routine delay (when the node is in standby mode in order to reduce the
power consumption).

) di .
Y
............... .OI Node 1
d12y \Y
GATEWAY covgneennnnensensssesssssesee .Ol Node 2
d23y \
.............. o
P d3x o

Fig. 7. Test setup with the Gateway and three WSN nodes (d1,=2.5m, d3,=2.2m, d12y=0.4m,
d23y=0.8m)

The control software installed on the PC communicates with the gateway and process the
RSSI information transmitted by the nodes. RSSI is a relative value (between 0 and the RSSI
maximum), and a conversion routine transforms it in distance.

Regarding the physical positioning of the nodes and the gateway, we used for the tests the
same configuration, both for the laboratory office room and for the anechoic chamber
measurements. In Fig. 7 one may see the arrangement of the coordination node (the
gateway) and the WSN nodes. The nodes and the gateway where placed 1 m above the
ground level. As shown in Fig. 7, the distances were dix=2.5m, dsx=2.2m, di2y=0.4m and
d23y=0.8m.

In Figure 8 there is a photo taken in the anechoic chamber, showing the whole setup: the
three nodes at 3 meters in front of the antenna and the coordinator node behind it
(presented in a detailed photo in Figure 9).

For the measurements inside the laboratory, the nodes were positioned on the same relative
distances between them and the gateway node, the same as in the semi anechoic chamber
test. Wood furniture, other equipments emissions and moving humans are the perturbing
elements present in this setup.

4.3 Experimental measurement results

The software on the PC was developed using the information provided in the SDK kit. For
connectivity between the PC and the gateway, the LAN option was the single choice, as we
had to extract the data from the semi anechoic chamber without using any metal cables from
outside to the inside of the room. Ethernet cooper to optical fiber converter were used for
this task. For the tests in the laboratory, both the serial R5-232 and the Ethernet interfaces
may be used.



Third Generation Active RFID from the Locating Applications Perspective 467

Fig. 9. Detail with the Gateway node positioned behind the receiving antenna

The RSSI signal received by the Gateway from the three sensors nodes and the similar
information transmitted between the nodes were recorded, in order to compute the
distances. The developed software calculates the distances diy, dsx, dizy, d2sy, save them in a
local file for future processing, and displays on a picture the positions of the nodes,
considering known the gateway position.

For every setup, we made a set of 30 measurements, one at each 10 seconds.
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Fig. 10. Graphic display of the distances computes using the RSSI information from the
laboratory
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Fig. 11. Graphic display of the distances computes using the RSSI information from the
anechoic chamber setup
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For the first set of measurements, we used a standard laboratory room with furniture, chairs
and moving humans. In addition, there were nearby emissions from two WLAN access
points and other personal communication devices (mobile phones, PDAs, laptops, etc.).

The graphical representation of the positions of the three nodes in Fig. 10 shows us a great
dispersion of the computed values.

For the second set of measurements, we used the same setup in terms of gateway and nodes
positions and distances, but the equipments were positioned in the semi anechoic chamber,
with virtually zero emissions from the outside world (noise floor at less than 120 dBm) and
no furniture or humans present. The link between the computer and the gateway was made
by using a pair of fiber optic to Ethernet converters. The graphical representation of the
positions of the nodes is presented in Fig. 11.

Distances
Laboratory Room dix Bx dizy 23y
Real distance (m) 2.50 2.20 0.4 0.8
Average value (m) 2.24 219 0.38 0.82
Max/Min value (m) 2.80/1.95 2.65/1.85 0.65/0.10 1.25/0.45
Standard deviation 0.39 0.29 0.24 0.26

Table 3. Results from the laboratory room measurements

Numerical results for both situations are summarized in Table 3 and Table 4. The results
from the laboratory room setup show a great dispersion of the values for all distances.
Despite this, the average values calculated for the distances between the nodes are quite
good, with very small errors, while instantaneous ones may lead to wrong conclusions (Fig.
11). For larger distances, the standard deviation is greater, indicating the reflections on the
walls and objects, and the presence of electromagnetic field emitting devices have a big
influence on the results.

Anechoic Chamber dix B3x Distances di2y 23y
Real distance (m) 2.50 2.20 0.4 0.8
Average value (m) 2.42 2.20 0.39 0.81
Max/Min value (m) 2.65/2.20 2.45/1.95 0.60/0.15 1.05/0.55
Standard deviation 0.09 0.14 0.12 0.07

Table 4. Results from the anechoic chamber measurements

The influence of external electromagnetic fields from wireless devices operating in the 2.4
GHz band could not be neglected, and the results from the open area measurements are
relevant in this direction.

The results obtained in the anechoic chamber are much better, the average values being
closer to the real distances between the nodes. In addition, the standard deviations are
smaller, meaning one single measurement have a better chance to be near the real value
than in the previous case.

4.4 Electromagnetic field measurements
In order to estimate the emission level of a single WSN node, we measured it in an isolated
environment. The measurements have been done in a 3m TDK semi anechoic chamber using
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Fig. 12. WSN antenna radiation pattern at 1 meter, 2 meters and 3 meters distance away of
the gateway

a Rohde & Schwarz - ESU 26 EMI Test Receiver, calibrated antennas and cables. The
turntable and the antenna mast were operated by using an in-house made software
program. The international standard specifying the emissions level for SRD-RFID
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equipments is EN 55022 (CISPR 22) - "Information technology equipment - Radio
disturbance characteristics - Limits and methods of measurements", while EN 300-220 -
"Electromagnetic compatibility and Radio spectrum Matters (ERM); Short Range Devices
(SRD)" is used for the operating performances and functional characteristics evaluation.

A standard configuration was used for the tests, as the equipment to be measured (EUT -
Equipment Under Test) was positioned on a turn table at 0.8 meter above the ground and at
3 meters distance from the antenna tip. The gateway was positioned behind the receiving
antenna system at 0.8 meter height. During the measurements, the antenna moved from 1 m
to 4 m height and the EUT rotated 360 degrees, to find out the maximum emission level in
the 30 to 3000 MHz band (more than the 1000 MHz limit specified in the standards, in the
final scan procedure the operating frequencies being excluded from the measurement
interval). In accord to the standards mentioned above, the readings were made
continuously, one measure per second, using quasi-peak and peak detectors for the pre-scan
and the final scan measurements, respectively. Even the standards do not specify a limit for
the radiated emissions for frequencies over 1000 MHz we recorded those levels.

The maximum power level recorded for one measured node was around —-30 dBm (with a
minimum of —-55 dBm) in the working frequency band, no other emissions being detected.

If there are multiple nodes in the same indoor environment, the field strength increases, but
due to discontinuous emissions of nodes, the average field will remain much lower
compared to the field generated by the continuous emission of an IEEE 802.11 b/g access
point, for example.

The electromagnetic pollution will increase in the future due to extensive use of 2.4 GHz
ISM band devices, including all types of portable computers, mobile phones, wireless
gadgets, locating RFID systems contributing also to this increase but with a small quota.

5. Conclusions

Radio signals based indoor location systems is a hot topic. Even many papers deals with this
subject, and some solutions were tested, currently we have no mature commercial
implementations. Based on Wi-Fi, RFID, WSN, ZigBee or proprietary solutions, locating
systems working principles implies the measurement of radio signals of information
transmission using radio signals. Due to propagation issues in real working conditions, the
practical demonstrated performances are far enough from theoretical calculated or
simulation results. In indoor environments, the presence of different objects in rooms may
cause multiple propagation paths, dynamic position changing objects or human presence
may influence the measurement precision.

An evaluation of a WSN system was made by using it in a distance measurement and
position estimation application. The obtained results, from measuring the distances in two
different situations, were compared: in real life conditions (in a laboratory room with
furniture and moving humans inside) and in a shielded room (completely isolated from the
outside world electromagnetic fields and without interfering objects or humans). A set of 30
measurements for all distances were done, at 10 seconds time interval, in both situations.
From the results obtained in the two cases, one may conclude the average values for all
distances are good enough in both cases, but the dispersion is greater in real life conditions.
In mission critical applications where the position of an object must be known in real time,
the WSN positioning solution could not be recommended. On the contrary, in applications
where the position of an object have to be known, but the time is not critical, this solution
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could be implemented with success, the price of a node being the single restrictive factor for
large deployment areas.

Problems related to human safety will also emphasize due to high level of electromagnetic
field intensity levels generated by all the wireless devices, not only in the free bands but also
in regulated frequency bands. Continuous exposure to low levels of electromagnetic fields
in domestic and industrial areas is a hot debate theme among the specialists and a definitive
and scientific demonstrated conclusion is not yes available for the public.

Despite the significant research work in the area, there are still many difficult problems in
indoor wireless sensors localization. In terms of positioning precision, different software
algorithms may be used in order to process the measurement data and estimate the position
of the nodes with only a small set of results. If we add a RF map and use path loss models
adapted to particular application, the results may justify a rapid adoption of this technology
in the real world applications.
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1. Introduction

RFID (Radio Frequency Identification) is a technology that uses radio frequency signals
for purposes of identification and tracking of objects, humans or animals. Since it allows
automated identification and potential new features such as sensing of environmental
parameters, RFID is gaining preference over legacy identification technologies. RFID is also
being implemented in future mobile terminals, thereby paving the way for new ubiquitous
applications. RFID is thus expected to enable the concept of the Internet-Of-Things by closing
the gap between the worlds of computer networks and physical objects (Darianian & Michael
(2008)).

As any emerging application, RFID at the item level is facing several obstacles towards
massive consumer adoption. These obstacles include: high implementation costs, standards
in early stages of adoption, privacy and security threats, low consumer acceptance levels, and
reading reliability issues (Jahner et al. (2008)). Dissemination activities have been organized
worldwide with the aim of improving end-user knowledge of RFID technology and thus boost
both acceptance levels and standard adoption. Furthermore, several improvements on RFID
technology have been recently proposed in order to increase reading reliability levels (e.g.,
Sabesan et al. (2009)), reduce privacy/security threats (e.g., Park et al. (2006)), and lower
implementation costs (e.g., Subramanian et al. (2005)).

Despite these advances in RFID technology, optimization of algorithms across different
layers, commonly known as cross-layer design, has been scarcely explored in RFID systems.
Cross-layer design has been proved crucial in the evolution of conventional wireless networks
towards broadband solutions (Srivastaya & Montani (2005)). In the RFID arena, however,
only a few solutions using context-aware mechanisms have been shown to significantly
improve reading reliability levels (e.g., Ahmed et al. (2007)) and security/privacy features
(e.g., Kriplean et al. (2007)). In addition, recent studies suggest that RFID systems would
obtain great benefits from using information across different layers (Samano & Gameiro
(2009)). Therefore, there is a big potential in using advanced cross-layer design techniques
in order to improve existing platforms and propose future algorithms for RFID applications.
Cross-layer design is expected to make most of its impact upon the two lower layers
of RFID platforms: medium access control (MAC) and physical layers (PHY)(Samano &
Gameiro (2008)). In particular, mobile RFID systems raise new interesting issues that can
be appropriately tackled by using cross-layer methodologies. For example, in networks with
large numbers of mobile readers, where reader collisions may constantly occur, resolution
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algorithms with joint power and scheduling control will be required. Furthermore, in mobile
terminals with embedded reader functionalities cross-layer optimization can be used to adapt
low level reader protocols to bandwidth- and resource-constrained environments. Therefore,
cross-layer design will also lead to a better optimization and cost reduction of RFID platforms.
The specific objectives of this chapter are: 1) to provide an overview of reading reliability
impairments that affect RFID and that need to be tackled by cross-layer solutions (Section 3);
2) to review existing trends and current issues in the design of RFID systems, particularly
focusing on identifying algorithms suitable for cross-layer optimization (Sections 2 and 4); 3)
to propose a framework for cross-layer optimization and complexity impact analysis that will
help in the design and optimization RFID platforms (Section 5); and 4) to propose a set of
examples of cross-layer optimization algorithms for RFID (Section 5).

2. RFID system architecture

A typical RFID system consists of tags, readers and back-end processing servers
(Chandramouli et al. (2005)). Tags have the only function of responding to readers’ requests.
Conversely, readers are in charge of responding to requests from application layers, as well as
requesting, collecting and processing tag information. Finally, back-end processing servers are
in charge of high level information management and application level execution. In mobile
RFID systems, additional components might be required to provide networking connectivity
and mobility features. A general architecture for cross-layer optimization of RFID platforms
showing the potential functionalities of each element is displayed in Figure 1. An optional
mobile-proxy entity is used in this figure to provide mobility to a reader platform. For
example, a mobile terminal acting as proxy can be used to control nearby readers via Bluetooth
and also to relay their data to a remote controller using a 3G data connection.

As observed in Figure 1, some of the functionalities of an RFID platform can be hosted
by more than one entity. Therefore, it is possible to reduce the complexity of those parts
of the network that are limited in processing capacity, and push functionalities towards
less critical elements. For example, in centralized architectures most of the operations are
performed by a central controller while readers perform only tag processing operations. By
contrast, in decentralized architectures readers host most of the processing and middleware
functionalities and only report the results to external application layers (Floerkemeier & Sarma
(2008)). In a mobile RFID scenario, functionalities can also be hosted by mobile terminals (e.g.,
the NFC -near field communication- system). These different architectures affect in different
ways the interfaces and protocols used for the communication between network entities.
This impact is mainly in terms of signaling and monitoring mechanisms which in turn affect
the required processing complexity and channel bandwidth. Since these two resources are
limited in certain RFID deployments, cross-layer optimization of protocols under bandwidth-
and resource-constrained environments will be required. Before addressing this optimization
it is first necessary to analyze the impairments to be modeled, to review issues of current
RFID solutions, and select potential algorithms that are good candidates for performance and
complexity optimization.

3. Reading reliability impairments

The act of reading/writing the information of a tag via a wireless connection, particularly in
passive RFID systems, is prone to impairments that may considerably degrade its reliability.
Reading reliability is regarded in this document as the ability of an RFID system to maintain
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some performance metrics such as correct number of tag readings, reading range, false
positive readings, false negative readings, etc. within certain boundaries.

3.1 Physical layer impairments

3.1.1 Propagation channels

Perhaps the most evident impairment in wireless communications is the one of attenuation or
path-loss (Sklar (1997)). Signals propagate in different directions distributing the initial power
over larger surfaces as waves travel. The free space loss model considers that wave-fronts
travel in concentric spheres so the power loss is proportional to the area of such spheres
(path loss exponent 2). In RFID systems at low frequencies (e.g., high frequency -HF- bands),
where tags use induction coupling to activate their chip, free space loss is a slightly inaccurate
assumption as high-order exponent terms tend to appear in induction fields. By contrast, in
RFID systems working in the UHF (ultra-high-frequency) band, where tags use backscattering
load modulation, free space models fit better as tags are usually located in the far-field of
analysis. Other effects such as non-line-of-sight (NLOS) might modify the path loss exponent
experienced by some applications. In ultra-wideband (UWB) RFID systems appropriate path
loss modeling still has to be accurately studied.

Wireless systems are also prone to the effects of fast fading. Fast fading refers to the
fluctuations of the received signal due to random scatterers of small size causing the signal to
arrive at the destination with destructive superposition (Sklar (1997)). It is called fast because
channel fluctuations occur at a relative high speed with respect to the transmission rate. Since
range of RFID systems is relatively short, fast fading is considered only in certain scenarios in
combination with line-of-sight components (e.g., Floerkemeier & Sarma (2009)). Furthermore,
Doppler effects due to fast moving tags/readers are not expected to cause major impairments
except perhaps in applications such as toll payment systems in highways.
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RFID systems can also be affected by shadowing, which arises when large obstacles "shadow"
the received signal. Shadowing causes variations on the signal that change at a relative slow
speed with respect to transmission rates (Sklar (1997)). In RFID, shadowing can affect supply
chain applications where large objects may block the line of sight between readers and tags.
Shadowing modeling, however, needs to be studied in more detail in RFID settings.

Another source of impairment is multi-path propagation. Multi-path propagation results from
signals traveling through different paths that experience random delays within the order of
a symbol duration. Multi-path propagation causes inter-symbol interference at the receiver,
which can only be overcome by means of complex equalization (Proakis (1997)). Since RFID
tags cannot, in general, host advanced equalization schemes multi-path propagation usually
has a negative effect in reading reliability. Multi-path will be mainly considered at high
frequencies (UHF bands) where its effects are more evident than at lower frequencies.

The problem of interference can also reduce reliability figures of RFID systems. Interference
is caused by signals of other devices being transmitted at the same time and in the same
frequency band of the desired signal. In RFID systems, interference can be caused by other
readers or by electronic devices operating nearby. Therefore, methodologies are needed to
mitigate the effects of interference (e.g., Kim et al. (2009)). The work in (Cheng & Prabhu
(2009)) presents a detailed report of EMI (Electro-Magnetic Interference) measurement of an
industrial floor environment with machines that interfere with RFID systems. It was observed
that reliability levels were reduced up to 40% for typical RFID deployments, thus concluding
that design of RFID systems must consider the effects of local EMI sources.

NLOS environments also affect RFID signal reception. However, existing approaches focus
on simple models with free space loss and Rice channels (e.g., Floerkemeier & Sarma (2009))
without making clear distinction between line-of-sight (LOS) and NLOS conditions. Other
studies have been carried out to tune RFID parameters according to particular application
and environmental conditions (e.g., Hariharan & Bukkatapatman (2009)). More accurate
propagation models, such as those used in conventional wireless systems, are still required
in RFID systems. For example, multi-slope propagation models for LOS-to-NLOS transitions
have been extensively analyzed in (WINNER (2007)) for typical wireless systems. Indoor
propagation models such as the well known multi-wall floor (MWEF) propagation model in
(COST 231 (2006)), which includes the loss of waves traveling through different materials,
could also be proposed in RFID supply chain settings with pallets and boxes.

3.1.2Impairments due to technical issues

Impairments on reading reliability also arise due to imperfections of RFID technology. Several
issues currently affect tag, readers and middleware designs. At the tag side electromagnetic
decoupling, inappropriate material for tag construction, inefficient power utilization and high
chip activation thresholds may reduce performances of reliability and reading range. At the
reader side, low sensitivity and inefficient isolation between the down-link and up-link chains
can be mentioned as the main sources of impairments (Wang et al. (2007)).

3.1.3 Metallic environments and other effects

Metallic plates reflect electromagnetic waves, thereby increasing the number of multi-path
components in indoor environments and causing further fading phenomena (Wagner et al.
(2007)). When tags are attached to a metallic surface the antenna port may suffer from
grounding, which affects the signals received by the tag (Qing & Chen (2007)). In addition,
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metallic obstacles may also affect the operational frequency of the tags or they can simply
shield the tags from reader’s signals.

The authors in (Qing & Chen (2007)) presented the analysis of proximity effects of metallic
environments on the properties of HF tag antennas. Resonant frequency of the antenna was
found to be shifted in the presence of metallic surroundings, thereby reducing its efficiency.
The magnitude of these effects was found dependant on the size of the metallic plates, distance
to the metallic plate, and tag orientation. Thus RFID systems can be tuned according to the
particular metallic environment. A similar work has been presented in (Wagner et al. (2007)).
Three main effects were analyzed: reflections, shielding, and de-tuning of the tag at different
distances from a metallic plate. Guidelines to the design of RFID systems to reduce the effects
of metallic environments were further provided. For example, a dielectric material between
the tag and the metallic plate was proposed to avoid tag grounding.

Reading reliability can also be affected by the relative orientation of tags, material absorption,
the influence of other tags (mutual impedance), and the bending of the tag when attached
to irregularly-shaped objects. RFID tags are commonly designed as flat antennas. However,
tagged objects often have irregular shapes so tags have to be deformed to fit the shape of the
object, thus reducing the effectiveness of RF power conversion. The authors in (Siden et al.
(2001)) have calculated the performance loss of a dipole UHF antenna under different angles of
bending. While the work in (Siden et al. (2001)) used theoretical analysis based on the method
of moments (MoM) and the finite element method (FEM), the authors in (Leung & Lan (2007))
have proposed a new definition of effective antenna area to predict the performance of loop
antennas for inductive coupling RFID tags over curvilinear surfaces.

In some RFID applications electromagnetic interactions between neighbor tags may also arise.
The authors in (Chen et al. (2009)) have analyzed electromagnetic interaction between stacked
NFC tags and they have concluded that considerable losses are obtained only in some regions
of the space. The authors in (Lu et al. (2009)) have reached similar conclusions using both
mutual impedance and radar cross-section (RCS) calculations.

3.2 Medium access control layer impairments

3.2.1 Tag-to-tag collision problem description

In RFID, readers broadcast a signal that can be received by a group of tags. Several tags
inside this group may simultaneously respond to the same request causing the potential
loss of information. A collision resolution algorithm is thus required. These algorithms
rely on retransmission of the information by the involved tags. This retransmission process
requires extra power and transmission resources, which further reduces reading reliability.
Therefore, resolution algorithms that reduce the number of retransmissions of each tag and
ensure the reliable reading of all the contending tags are potentially good candidates for RFID
applications (Samano & Gameiro (2008)).

3.2.2 Reader collision problem

RFID tags may receive signals from one or more readers at the same time. When two
readers transmit with enough power to interfere with each other, then the tag is not able
to decode the information from any of the readers (Birari & Iyer (2005)). This is known as
the multiple-reader-to-tag collision problem. Several schemes have been proposed in the
literature including solutions with power control or scheduling. Another type of interference
is called reader-to-reader, in which the signal received by a reader from a tag can be degraded
by the signal from another active reader nearby (Birari & Iyer (2005)).
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3.3 Upper-layer impairments

3.3.1 Security and privacy issues

The possibility of malicious users tracking consumer shopping habits in retailers or scanning
personal information from tagged passports represent examples of privacy issues of RFID
(Juels (2006)). An eavesdropper reader located at even hundreds of meters can be listening
to the transmissions of another reader and deduce tag-related information (Xiao et al. (2006)).
Another common example is an unauthorized reader requesting information from tags. Since
tags usually have limited processing capabilities, complex authentication and encryption
mechanisms cannot be employed. Conversely, tags might also contain malicious code that
can be used to pose security threats to middleware applications. The area of security/privacy
issues of RFID has attracted loads of attention in recent years (see Juels (2006)).

3.3.2 Middleware and networking issues

Middleware platforms have to be designed to deal with the particularities of RFID systems.
Impairments may arise when RFID specific procedures fail. The main functionality of an
RFID middleware platform is that of filtering and aggregating RFID raw data to cope with
incorrect tag readings due to the low reliability of physical layer interfaces (Floerkemeier
et al. (2007)). Therefore, when middleware procedures fail reliability can be seriously
compromised. Similarly, incorrect forwarding and routing of the information, particularly in
mobile RFID, cannot only cause reliability problems but also privacy and security issues (e.g.,
Park et al. (2006)). The design of an appropriate middleware and networking architecture to
ensure reliability as well as security and privacy features is crucial in RFID systems.

4. Algorithms to improve reading reliability

4.1 Physical layer schemes

4.1.1 Signal processing schemes

Due to recent advances in wireless communications, a wide set of tools generated in this
framework can be used to improve the PHY layer of RFID systems. Among these tools,
signal processing algorithms exploiting the concept of diversity stand as promising options.
Diversity refers to the ability of transmitting/receiving the information via two or more
independent sources that when correctly combined help to improve the correct reception of
the information. Diversity sources may span frequency, code, time, or space domains. Space
diversity can be achieved by means of multiple antennas at the transmitter, at the receiver or
at both ends. Space diversity can also be achieved via relaying, where the signal is received by
relay nodes that forward the signal towards the destination. For example, a tag antenna with
two ports that can be used to implement a receive diversity algorithm has been presented in
(Nikitin (2007)). Another example is the work in (Quiling (2007)) where the authors propose
spread spectrum techniques for RFID to achieve diversity in the code domain. However,
since the processing capabilities of passive tags are limited, diversity mechanisms will be
more efficient at the reader side. Multiple antennas can be used to implement maximum ratio
combining (MRC), successive interference cancelation (SIC), parallel interference cancelation
(PIC) and multiuser detection (MUD) schemes. The authors in (Angerers et al. (2009)) have
tested an MRC receiver at the reader side that is used to increase diversity and thus reliability.
Beam-forming or smart antennas with fixed or adaptive beams can also be used to improve
reliability of the reading process. In addition, smart antennas can be used to direct the radiated
energy towards a desired area while suppressing signals radiated towards insecure zones with
potential eavesdropper readers. For example, the authors in (Chia et al. (2009)) have designed
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a multi-band (900 MHz and 2.4 GHz) integrated circuit which is suited for electronic beam
steering. The beam steering design allowed improving the performance of a reader in the 900
MHz band. Another smart antenna system for RFID readers has been reported in (Kamadar et
al. (2008)) where the authors proved the benefits of this type of technology by improving RFID
reading rates. Another type of antenna deployment for RFID is the one called distributed
antenna system (DAS). DAS systems have been used in RFID in (Sabesan et al. (2009)), where
an increase of 10dB on the received tag signals as compared to a switched multi-antenna
system was reported. Unlike conventional approaches with co-located antennas, in DAS the
antennas are spaced by long distances and are interconnected to a controller via a coaxial or
optical link, thereby achieving large diversity gains (Choi & Andrews (2007))

Channel coding can also be used to improve reliability of RFID. Since tags have limited
capabilities, aggressive channel coding is more feasible in uplink rather than in the down-link.
However, only those coding schemes with simple encoding rules such as FEC (Forward Error
Correct) codes can be potentially implemented in tags.

Additional signal processing capabilities have an impact on the complexity of reader and tags.
Therefore, it is necessary to estimate such complexity for an appropriate technical-economical
evaluation. Complexity of multiuser detection schemes can be expressed in terms of the
number of users (K) and the number of stages (P). In comparison with multiuser detection
schemes, whose complexity orders are in the range from K to K3, PIC and SIC have complexity
orders of PK and K, respectively, with acceptable performance results (Andrews (2007)).
Summarizing, in the down-link the most attractive schemes were beam-forming
(smart-antennas) and DAS in terms of performance and backwards compatibility. Other
solutions such as polarization diversity, Alamouti space-time coding, spread spectrum, and
forward error codes (FEC) are also attractive but depend on changes in tag designs. The
down-link is the most critical in RFID since tag sensitivity is the main limitation. By contrast,
the uplink can be enhanced by several techniques such as multiuser detection, interference
cancelation, maximum ratio combining, and also smart and distributed antennas. Distributed
antennas and interference cancelation schemes are also promising schemes in terms of low
hardware complexity.

4.1.2 Antenna and integrated circuit design

In general, there are three main types of passive tags: chip-based tags using induction
coupling at low frequencies, chip-based tags using backscattering at high frequencies, and
chip-less tags based on SAW (surface acoustic waves) filters. While the main limitation of
chip-based tags is the power threshold required to activate the chip, SAW-based tags are
based on a continuous piezoelectric effect that allows operation under any power level. The
only limitation of these tags is thus given by the reader’s sensitivity, which is generally
better than chip-based tag’s sensitivity. Therefore SAW tags have better reading ranges than
passive tags (Hartman & Clairborne (2007)). Their main disadvantage is their inability to have
cryptographic features or memory registers to write information.

At low frequencies tags are relatively small with respect to the operational wavelength.
Thus, antennas should be designed to operate in the induction field of the interrogator.
Induction-based passive tags store the energy radiated by the interrogator by means of a
capacitor and use it to activate a chip that will transmit a signal back to the interrogator
carrying the ID of the tag using load-based modulation (Weinstein (2005)). Design of these
induction-based tags is focused on the efficiency of the coil antenna (e.g., Leung & Lan
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(2007); Nummela (2007)). Reliability levels of inductive RFID systems can be improved by
an appropriate electromagnetic design of antenna and modulation circuits.

At high frequencies sizes of tags become comparable to the operational wavelength. Thus
antenna design should consider far field analysis. Antennas at high frequencies are designed
by using either aperture or linear antenna theory assisted by the method of moments (MoM) or
the finite element method (FEM) (Balanis (2000); Siden et al. (2001)). An increase on the electric
aperture or length of the antenna is translated into increased gain. Improved gain of the
antenna is directly related to longer reading rages and higher reliability levels. However, size
of the antennas is also limited by the size of the tag. Thus another way of increasing the gain
of the antenna without increasing its size is by improving its efficiency. The work in (Rautio
(2010)) uses advanced electromagnetic tools in the analysis of RFID tags. Impedance analysis
of RFID tags can also be found in (Qing et al. (2009)), where the authors have proposed a
methodology to matching impedances of UHF RFID tags with the underlying circuits thereby
obtaining enhanced reading ranges. Other antenna designs for UHF tags can be found in
(Chen et al. (2009); Chen (2009); Gao et al. (2009); Guo et al. (2006); Leung & Lan (2007); Nikitin
(2007); Pillai et al. (2007)). The effects of antenna properties on the reliability and reading range
of RFID systems at high frequencies have been addressed in (Tang et al. (2009)). The authors
have performed an analysis of the effects of antenna properties (gain, radar cross-section, half
power beam-width, etc.) on the reading reliability of RFID systems.

On chip antenna technology (OCA) allows building antennae together with application chips
considerably reducing size and production costs. For example, the authors in (Guo et al.
(2006)) present an OCA design of a UHF inductive coupling tag with 1mm reading distance
for access control applications. Dielectric materials used for antennas have also reduced their
cost, thereby allowing reduction of price of passive tags. However, materials such as paper,
which is common in consumer goods, have been found to decrease tag performances.
Regarding metallic environments the results reported in (Qing & Chen (2007)) suggest that
RFID systems and antennas can be designed according to the constraints of particular metallic
environments. Another work on this subject was carried out in (Wagner et al. (2007)), where
the authors study the effects of metal on the final performance of RFID systems and propose
the use of a dielectric material to avoid grounding of the antenna port. Other approaches
to avoid the effects of metal using antenna design can be found in (Chen et al. (2009); Chen
(2009); Gao et al. (2009)). The authors in (Gao et al. (2009)) have also designed an antenna with
a dielectric substrate that avoids the antenna port to be grounded. A different approach is
followed in (Chen et al. (2009)), where the authors design the antenna directly over a metallic
plate using an I-shaped hole or feed port, thereby avoiding metal grounding. Since the size of
antennas for metallic objects can result quite large, the authors in (Chen (2009)) have proposed
a method to reduce the size of this type of antenna by introducing a conducting line that
increases the inductance of the antenna without the need of increasing its size.

Since UHF tags are limited by the activation threshold of the chip and by the efficiency
of the energy harvesting mechanism, lowering power consumption is crucial in improving
reliability (Hartman & Clairborne (2007)). Reduction of power consumption can be achieved
in different ways. For example, reducing voltage and reducing clock rate of the tag have
been proposed in (Wang et al. (2007)) and references there in. Power consumption of the
analog devices in the tags has also been discussed, particularly of local oscillators and voltage
regulators. Mechanisms developed in other papers are claimed to provide further reduction in
power consumption. The design of efficient voltage rectifiers with efficiencies as high as 37%
is proposed as another way to further reduce power consumption. A low power tag design
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has been reported in (Pillai et al. (2007)) where the authors describe an ultra low power UHF
and microwave tag that can be used as active or passive tag. The tag design allows achieving
ranges of more than 24 m at 900 MHz and 3.5 m at 2.4GHz.

At the reader side, the main challenge to improve reading reliability is to avoid the problem
of carrier leakage (Wang et al. (2007)), which is due to the continuous transmission of carrier
waves from the reader to the tags while the reader is overhearing tag responses. Carrier
leakage can be reduced by means of efficient isolators or dynamic interference cancelation
schemes.  Reader improvement schemes may also include low power consumption
designs, improvement in receiver sensitivity, antenna design (which may include smart and
distributed antennas) and improved algorithms for reader collision.

4.2 MAC-layer schemes

4.2.1 Tag anti-collision algorithms

Tag anti-collision algorithms in RFID have been limited to ALOHA and binary tree schemes.
ALOHA protocols are the simplest of all: they consist of allowing users to transmit at
free will, and in case of collision each user enters into a back-off random retransmission
state (Abramson (1970)). The implementation simplicity of ALOHA algorithms comes at
the expense of a low channel utilization and stability problems. The non-slotted version
of ALOHA only reaches 18% (e-2) of channel utilization, while the slotted version only
reaches 36%(e-1) (Bertsekas & Gallager (1992)). In addition, ALOHA without appropriate
retransmission strategy has been proved unstable. Thus, tags need either to adapt their
retransmission schemes according to traffic load, or use a fixed retransmission scheme at
the expense of losing stability and reduce even more reading reliability. ALOHA schemes
can be also improved by optimizing the retransmission strategy with context information.
For example, if large numbers of tags are expected in one of the readers, the retransmission
strategy can be adapted accordingly to reduce collisions during back-off periods.

In RFID a modified ALOHA protocol called Framed-ALOHA has been implemented
to allocate different tags in consecutive frames thereby avoiding tags being detected in
consecutive slots (see Burdet (2004)). A further improvement on Framed-ALOHA has been
presented in (Liu (2009)) where frames of different sizes are used in order to reduce the
effects of idle and non-successful slots. The work is also an evolution of TEM techniques (tag
estimation method) that are used to improve performance of RFID MAC algorithms. ALOHA
protocols are usually improved by using carrier-sense or resource reservation approaches
(Bertsekas & Gallager (1992)). However, these schemes are unfeasible if we desire to keep
tags as simple as possible. By contrast we have the area of splitting tree protocols (see
citeCapetanakis79a,bertsekas92). Unlike ALOHA, these algorithms have the ability of being
stable under favorable channel conditions. In these algorithms tags are allowed to transmit
at free will too, but once a collision has been detected they split into two or more groups by
means of a binary/m-ary decision. Tags in one group are allowed to retransmit in the next
slot while the others remain silent. The procedure is repeated until all the contending tags
are decoded free of collisions. Despite their good stability properties tree algorithms may
suffer from delay as compared to ALOHA and they also reach limited channel utilization.
Binary algorithms reach at most 34% of channel utilization, while the well known FCFS (First
Come First Served) algorithm has been proved to reach 48% of channel utilization (Bertsekas
& Gallager (1992)). Tree algorithms are also prone to eavesdropper readers that listen to the
feedback broadcast by the reader. Since the reader transmits at higher power levels than tags,
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the information can be overheard by eavesdropper readers at long distances. Thus security
mechanisms for the feedback of tree algorithms have been proposed (Xiao et al. (2006)).
Further improvements can be achieved by using dynamic tree algorithms (e.g., Capetanakis-a
(1979)). The ability of these schemes is to act as ALOHA protocols at light traffic loads
thereby achieving low delay figures, and act as TDMA protocols at high traffic loads thus
reducing the number of collisions. For example, the adaptive binary splitting (ABS) protocol
proposed in (Myung et al. (2006)) exploits the information collected from previous collision
periods to avoid starting with sets of multiple tags in the next contention period. This scheme
allows reducing access delay and outperforms previous binary splitting algorithms for RFID
applications. A similar approach has been used by the authors in (Yan & Zhu (2009)) where
they enhance the performance of a binary tree algorithm by estimating the tag population of
the next time slot and thus adapt the variables of the tree algorithm accordingly. Another
example of population estimation for RFID can be found in (Xue et al. (2009)) where a fuzzy
logic algorithm is used to group tags and improve collision resolution algorithms.

4.2.2 Reader collision resolution algorithms

Reader collision resolution algorithms can be broadly classified here as scheduling-based
or coverage-based (power-control), and also as centralized or decentralized, depending on
whether a central server schedules the different readers or they autonomously decide when
to transmit.

RFID standards have defined schemes for reader collision resolution. For example,
early versions of EPC (Electronic Product Code) RFID standards considered a simple
frequency division multiple access (FDMA) scheme for reader collision avoidance. By
contrast, ETSI (European Telecommunication Standards Institute) standards have used an
ALOHA-based reader anti-collision algorithm with carrier sense features, also known as the
Listen-before-talk (LBT) algorithm. However, ALOHA efficiency is not as high as required in
RFID applications, while carrier-sense features are prone to hidden/expose terminal problems
and also suffer from complexity issues at the reader side in order to implement the sensing
mechanism (Birari & Iyer (2005)). A proposal for a medium access technique for RFID
readers is provided in (Quan et al. (2008)) and is referred to as Slotted-LBT (S-LBT). Based
on carrier-sensing or LBT, this algorithm makes use of several channels, and in case the
selected channel is sensed as busy, a new channel is considered for the transmission. Slotted
LBT does not require any control from the middleware, but the readers must implement a
reader-to-reader communication protocol in order to synchronize themselves.

The scheme called Colorwave implements a distributed time division multiple access protocol
where readers select at random a particular slot or color to transmit. If a collision occurs the
reader is able to detect it and to retransmit in other color/slot while informing its neighbors
of such a change (Waldrop et al. (2003)). Unfortunately this type of solution relies on collision
detection schemes at the readers and also requires environments with relatively low numbers
of readers. Furthermore, collision detection and stabilization mechanisms require feedback
from tags, which is not yet supported by current commercial technologies.

Another reader anti-collision algorithm, referred to as Pulse (Birari & Iyer (2005)), has been
proposed for mobile RFID reader scenarios. Pulse uses two non-interfering channels, one for
control and another one for data transfer. The control channel is used to inform neighbor
readers of possible transmissions and thus avoid collisions. Power of the control channel is
adjusted to make sure other readers hear the beacon signals. However, collisions between
pulses may still arise. Pulse has been proved effective against the collisions among readers,
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even in mobility scenarios. The disadvantage of Pulse is the deployment of additional
channels that need to be decoded by readers. A similar approach to Pulse has been followed
in (Eom et al. (2009)) where a control server is in charge of organizing a semi-decentralized
resource allocation algorithm. Each reader follows the commands transmitted by the server
and also transmits a beacon to identify collisions with neighbor readers. The algorithm
reduces the large overhead required by other solutions. In (Hsu et al. (2009)), an improved
version of Pulse has been proposed. The transmission range of the control channel is
dynamically adjusted based on the density of the neighbor readers estimated by each device.
A learning algorithm called HiQ has been proposed in (Junius (2003)) where dynamic
solutions to the reader collision problem are obtained by learning the collision patterns of
the readers and by effectively assigning frequencies over time. HiQ relies on a centralized
server called Q-server that runs the learning algorithm and that assigns resources in order to
minimize collisions. Another approach to solve both reader and tag collisions is presented in
(Kim et al. (2009)) where the authors have presented a master-slave algorithm for both readers
and tags with different frequency hopping sequences. The algorithm reduces both reader and
tag collisions at the expense of complexity to switch to different frequency hopping sequences.
Two approaches can be found in coverage-based algorithms: those that reduce the
overlapping area between neighbor readers (e.g., Kim et al. (2009)) and that also aim
at reducing the interference from multiple readers to tags, and those that monitor the
interference between readers and adapt the transmit power of each one of them accordingly
(e.g., Cha et al. (2007)). The work in (Kim et al. (2009)) has addressed two problems: a
homogenous case where all readers have the same computing power and a heterogeneous
case where readers are allowed to have different computing powers. The algorithm assumes
a centralized server where the LLCR algorithm (low energy localized cluster for RFID) is
run with the information retrieved from every reader (position and energy state). The
algorithms are divided into two phases: one for initial phase control and another one for
iterative policy. Two optimization rules were used: non-linear programming (NLP) and
vector computation (VC). The algorithm has shown good results in reducing overlapping
areas between readers thereby reducing the problem of multiple-readers-to-tag collision. A
slightly different approach is followed by (Cha et al. (2007)) where the proposed scheme aims
at reducing the interference from reader-to-reader. The authors present a novel distributed
and adaptive power control algorithm followed by a selective back-off algorithm.

The complexity of collision algorithms can be determined by the number of operations per
unit of time or per reading rate. ALOHA schemes are the simplest and the complexity
increases as additional functionalities such as carrier-sensing, tag estimation and control
channels are implemented. Distributed algorithms and context aware improvements also
require additional feedback channels to be supported by readers.

5. Cross-layer algorithms

During the last century wire-line communication systems experienced considerable success
and technological development. Part of this success was due to the concept of layered
architecture design which allowed distribution of simplified tasks between semi-isolated
layers and consequently manufacturer inter-operability. Wireless systems during the 80s
and 90s were designed as extensions of their wireline counterparts, thereby reusing layered
methodologies. Over the last few years, however, layered models have shown several
drawbacks in achieving the data rates required by modern wireless applications (Dimic et
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al. (2004)). Reliable communication through wireless channels has been found to require,
inherently, design across different layers, which has been coined cross-layer design.
Cross-layer design solutions can be generally classified as follows (Srivastaya & Montani
(2005)): downward information flow, where information from an upper layer is used to
tune the parameters of a lower layer; upward information flow, where the parameter
exchange is in the opposite direction; back-and-forth, where the information flow is in both
directions; design coupling, where one of the layers is fixed and another one is redesigned
to cope with the fixed layer; vertical calibration, where parameters across different layers are
simultaneously tuned; and merging of adjacent layers where two or more adjacent layers are
completely jointly optimized.

Cross-layer solutions can adopt either only slight or tight interaction rules between layers.
Tight cross-layer design can also be translated into a loss of architectural rules, which in
the long term affects manufacturer inter-operability and increases the signaling bandwidth
required for interaction between layers. Thus, cross-layer design must be accompanied by a
careful evaluation of signaling loads and impact on architectural principles.

Typical examples of downward information flow are schedulers based on application layer
priorities. In upward information flow we find channel-aware schedulers and transport
adaptation schemes for wireless networks. Back-and-forth algorithms can be exemplified
by schedulers with power control, while vertical calibration can be observed in solutions
with error correction capabilities across different layers. Finally, the case of merging of
adjacent layers represents the most attractive solution with examples given by joint design
of scheduling, power control and link adaptation, as well as random access protocols jointly
assisted by source separation and retransmission control.

Cross-layer design has been recognized as a key factor in achieving the stringent data rates
required by future wireless networks. Therefore, wireless standards have adopted cross-layer
design not only as a potential option but as mandatory for new schemes such as MIMO
(multiple-input multiple-output) and distributed antenna systems. In the context of RFID,
only context aware solutions and some multiple access protocols with tag estimation methods
can be considered as early examples of cross-layer design. However, given the results of
these few examples and the literature on cross-layer design it is envisioned a lot of potential
improvement in RFID schemes by using this new paradigm, particularly at medium access
control and physical layers.

5.1 MAC/PHY cross-layer design

Perhaps the best example of cross-layer design in wireless networks is the joint analysis of
PHY and MAC layers. The physical layer is in charge of transmitting raw bits of information
across a communication channel. It also defines modulation parameters, signal amplitudes,
and mechanical and electrical specifications for reliable transmission of information. On the
other hand, the MAC layer is in charge of scheduling the initially uncoordinated transmissions
of a group of terminals who share the same medium, thus being in charge of avoiding or
resolving the possible conflictive interactions between them.

Traditionally, MAC protocols were designed by considering the PHY layer as a "black box"
with a behavior that was assumed to remain constant over long periods of time (as in a
wire-line channel). However, the random phenomena that govern wireless environments
(such as fading and multi-path transmission) create completely different conditions and thus
other assumptions must be considered (Shakkotari et al. (2003)). Furthermore, the last two
decades have witnessed the revolution of digital communications and the advent of faster
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and more reliable signal processors. This has made possible the implementation of complex
signal processing techniques to cope more efficiently with harsh propagation conditions. The
consequences of improved physical layer operations and the random behavior of wireless
channels have not been appropriately modeled by conventional protocols at the MAC layer.
The first works that can be considered as cross-layer were the studies of the influence of
wireless channels on ALOHA protocols (e.g., Abramson (1970; 1977)). Further investigations
of throughput and stability of ALOHA under the power capture effect have been reported
since then (e.g., Zorzi & Rao (1994)). The power capture effect allows the correct decoding
of a packet if its power is much larger than the combined power of all the other contending
packets. The power capture effect was used in channel aware stabilization schemes of ALOHA
showing the direct relation between the maximum stable throughput (MST) and the roll-off
parameter of the channel (Zorzi & Rao (1994)). Since most of the tag anti-collision algorithms
in RFID (for tag and reader collision) are based on the ALOHA system, all these results can be
potentially used to further optimize the operation of current solutions.

Another relevant work in MAC/PHY cross-layer design was presented in (Ghez et al. (1988)).
The authors analyzed the stability properties of ALOHA with multi-packet reception under
symmetrical and infinite user scenarios. The novelty brought by this approach was a
stochastic multi-packet reception matrix that represents in an accurate way the impairments
of wireless channels and signal processing schemes with multiple antenna diversity. A
further improvement was presented in (Naware et al. (2005)), where the authors extended
the model to the asymmetrical user scenario and proposed a stochastic reception model based
on conditional reception probabilities. The relevance of these works for RFID systems is that
random access protocols with multiple antennas can be used to improve tag reading rates in
the uplink. Readers can implement modified ALOHA protocols with multi-packet reception
and considerably reduce tag collisions. Thus, the tools developed in these works can be
used directly in the analysis of advanced cross-layer features for RFID including the signal
processing schemes and impairments discussed in previous subsections.

A different approach to achieve diversity in multiple access protocols was presented in
(Tsatsanis et al. (2000)), where packet collisions are resolved by means of protocol-induced
retransmissions. In NDMA, a MIMO system is created by collecting consecutive packet
retransmissions. The packets are then recovered using conventional multiuser detection
schemes. NDMA has been proposed for RFID applications in (Samano & Gameiro (2008)).
NDMA is particularly attractive for RFID applications since it allows using signal processing
tools to combine several tag readings received at different times.

5.1.1 Context-aware solutions

Context aware solutions are employed in RFID applications to enhance security/privacy
features and to improve reading reliability levels. Security/privacy enhanced features are
based on the concept that some tags will follow a given trajectory inside a business process
or factory. Therefore, tags will be read with higher probability by some readers rather than
others. Middleware applications can easily detect unauthorized attempts to read a tag by
a reader which is not supposed to do that, and vice versa to detect unauthorized tags that
attempt sending information from unauthorized location. Therefore correlation between tags
and physical locations has been found useful in improving security and privacy features.

A similar approach can be used to improve reading reliability figures. For example, tags that
move across a supply chain follow known paths and locations. Therefore, their movements
can be predicted with certain accuracy. Whenever a false negative occurs, the middleware can
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perform a modified decision based on previous outcomes to infer that the tag is in the vicinity
of a reader with high probability and that perhaps a reading error caused the tag not being
detected. Outcomes from different readers can be stored to provide a historical record to infer
the real trajectory of the tag and thus eliminate both false negative and false positive readings.
For example, a middleware approach to security is given by the authors in (Du et al. (2009))
where they use an access control scheme as a security layer of a reconfigurable middleware
platform. The middleware platform is especially designed to provide security in ubiquitous
environments. Security issues are also tackled by the security-enhanced RFID middleware
platform proposed in (Song & Kim (2006)). This platform deploys a novel context aware
access control service. The access control scheme prevents unauthorized users from having
access to consolidated data provided by the middleware server.

Physical access control policies for captured RFID data has been addressed by the work in
(Kriplean et al. (2007)), where a visibility metric is used to control access to data captured by
authorized readers. Another work is given by the data cleaning model used by the authors in
(Song et al. (2009)). The authors propose a virtual spatial granularity concept and a Bayesian
estimation algorithm to cope with false positives and false negatives. The virtual spatial
granularity concept exploits the fact that tags across a supply chain follow similar movements
and spatial locations. The algorithm classifies tags according to their spatial movements and
thus improves their probability of correct detection by estimating their next movement.
Another approach to improve reliability in RFID systems is given in (Ahmed et al. (2007)). The
authors have proposed a middleware architecture called RF?ID which is based on the concept
of context aware design assisted by virtual reader and path abstraction models. Additionally,
their design is oriented to organize queries in an efficient manner and provide high levels
of reliability and scalability. The concept consists of creating virtual readers, which consider
the unreliable nature of each interrogator, and virtual paths, which serve as a higher level
abstraction that can identify and follow a tag moving across the environment. A virtual path
can cope with false negative and false positive reads of a tag moving across different virtual
readers. Another work on data cleaning models is reported in (Peng et al. (2009)), where the
authors propose a P2P (Peer to Peer) collaborative model. The model exploits redundancy
information that is exchanged between the different nodes across the path of a tag.

5.2 Cross-layer framework for optimization

Consider aset R of Rreaders R = {ry,r2,...,tr} and aset T of  tags T = {t1,tp,...,t;}. We
consider that a subset of tags 74 C T appears in the vicinity of the area under analysis with
probability Pr{ 7T, }. For context-aware purposes we further define the conditional probability
of inter-tag arrival as Pr{t; € Talt; € Ta} for tag-to-tag correlation, Pr{t; € Ta|S € Ta}
for correlation between a single tag t; and a group S of tags, and Pr{lf € T4|S € Ta} for
correlation between two groups of tags ({{ and S). The transmit power level of reader r; will

be denoted by P,Eﬂ and the subset of scheduled readers can be denoted by R; C R. The

probability of transmission of reader r; will be denoted by p,(:). Additionally, the transmit

power level of tag t j will de denoted by P;t), the set of activated tags will be 7p and the subset

of tags that transmit their ID once they have been activated, also called contending tags, will
be denoted by 7;.
(rf)

Now consider that the instantaneous channel between reader r and tag t; is given by 1 j

for the main multi-path component and g](:;)

for the combined effect of additional multi-path
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components. Similarly, the channel experienced between reader ry and reader r,, is given

(rr)

by h(w) for the main component and g - for additional multipath components. Finally, the

(¢ )

channel experienced between tag t, and tag {; is given by I,

()

channels may include both fast- and slow- -fading distributions, as well as path loss and
radiation patterns as the result of using, for example, smart antennas or beamforming
algorithms. The signal-to-interference-plus-noise ratio (SINR) experienced by tag ¢; due to

(rt)

a transmission from reader r; will be denoted by 7, j and can be mathematically expressed

for the dominant multipath

component and g,/ for the combined effect of the remaining multl-path components. All

as follows:
V) (rt) |2
(rt) |hk’ |
= T 2, kER W
L+ L + 1+l
where IIE‘? = (V) | g](:t)|2 is the inter-symbol interference due to multi-path distortion,

( 2,,1673[,,”# Pm (|h \2 + | g}(ﬂrt]) ?) is the interference created by other active readers,
It,] = LneTin#j Pn (| h |2 + 3](‘,2) ?) is the interference created by other tags, and UZJ is
the noise component. The SINR expression in eq.(1) can be also modified to represent
multiple antenna schemes or other diversity mechanism by considering the contributions
from different diversity sources.

(®)

If the SINR experienced by tag t; is above the tag sensitivity threshold 7", then the tag is

considered as active. The probability of tag t; being activated is given by Pr{t; € Tp} =

Pr{max; 'ylgr].t) > ’?](t)}. In the strict sense the set of active tags should be a subset of the

set of available tags, i.e.,, 7p C T4. However, in some cases another tag which does not
belong to the set of targeted tags t, ¢ T4 can also be activated by mistake, i.e.t, € Tp, thus
being considered as a potential false positive. Tags are also considered to start a random
transmission process once they have been activated, which will prevent collisions with other
actives tags. This random transmission control will be characterized as a Bernoulli process
with parameter p;.

Now consider the backscattering factor function ,B]( (rjt)) and the transmission power of

AT

|2
opt/] opt opt ]

tag t; which can be calculated as P»t = ,B](’yk The term ry, , (Where

kopt = argmax; 'y ) denotes the reader that has activated the tag. Thus, the SINR of the
backscattered 51gnal from tag t; upon reader ry can be written as:

() Pl e @
e = ’ i t
ik I()+I +I()+P(>i7k+(72 /
Jk
where I (s) \ g] |2 is the inter-symbol interference due to multi-path distortion,
Ir,k = ):m# Pm (|h |2 + | g$r£|2) is the interference created by other active readers,

] k = Yz Pn (|h |2 + | gf:;) |?) is the interference created by other active tags and 0'_5 B
is the noise component at the reader side. Interference cancelation schemes or multiple access
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protocols based on diversity can help in reducing the interference terms in the denominator,
thus improving the SINR received at the reader side. Furthermore, the backscattering function
works as an abstraction model of all tag physical layer schemes. New electromagnetic antenna
or chip designs with reduced power consumption can be easily abstracted into this function.

Let us now consider that tag ¢; can be detected by reader ry if the received SINR is above a

threshold denoted by '?,((r). The set of detected tags by reader rx will be denoted by ’T(k>, hence
the probability of tag t; being in TD(k) will be given by Pr{t; € TD(k> ti € Tp} = Pr{'y](f,:)
?ky }. For context aware purposes we can also consider correlation between different readers
(spatial correlation) Pr{t € T \t € 'T } which can be further extended along the time
domain as Pr{t; € T ( )t € T )(A+5)}.

5.2.1 Optimization
The parameters to be optimized are the set of scheduled readers R; C R (or the vector of

transmission probabilities p(") = [p1 e pg)]T), the vector of transmit powers P(") whose

(r)

elements are the transmit power levels Py’ of 1, € R4, and the transmission probabilities
of the active tags p(!) whose elements are the transmission probabilities pj(.t) of t, € Tp.
The main target of the optimization will be the maximization of the number of correctly
detected tags per reader ( |7'D<k> N Ta| where | - | is the cardinality operator) and optionally
the minimization of the number of false positives readings (|Tl§ NT al, where (-) denotes
the complement set operator). There are several ways to express the optimization problem. A

straightforward option can be optimizing the summation of all the correctly detected tags per
reader as follows:

P p) R =arg max To) 0T, N
{ P t}OPt & {P),p), R} rk;R ‘ ° Al

However, this type of optimization, which is similar to a sum-rate optimization problem, leads

to unfairness by giving too much weight to readers with good conditions. To counteract this
problem it is possible to use a transmit power constraint as follows:

{P<r>/ P(t)/Rt}opt = arg max Z |T N 7:4| s.t. P(") < Pér) (4)
{ P )R} 7k€R

Or by optimizing one individual reader subject to the throughput of all the other readers being
constant:

{P(r),p(t),Rt}opt =arg max |Tl§k) NTal st PO < P(()r), |Tl§m) NTal =0Ou,m#k
{P('),pm,Rf}
®)

This particular optimization can be modified to cope complexity-constrained environments.
Defining a complexity measure of the reader as a function of the tag reading rate, i.e. Cy =
fck(\Tém) N Tal), then the expression |7—l§m) NTa|l = 6, or |7—l§m) NTa| < O, represents a
complexity constraint. Another approach is to minimize the total power of the readers subject
to a constant level of successful tag readings per reader:

PP iy = arg min YR st (75" 0Tl = o, ©
PO pt, R}k



Optimization of RFID Platforms: A Cross-Layer Approach 493

The above optimization problems assume perfect knowledge of channels between readers and
tags, which is an unrealistic assumption. However, the optimization problem can be modified
to use average channel values instead of instantaneous values. These average channel values
can be defined over a given optimization area for each reader.

5.2.2 Reader and tag ALOHA protocols: joint optimization

Consider a symmetrical system where all devices of the same kind (readers or tags) are
statistically equivalent and with fixed transmit power. Slotted ALOHA protocol will be used
as contention mechanism both in the reader and tag sides including incorrect detection and
activation probabilities. Two main assumptions will be used: one in which readers and tags
do not interfere with each other except for the powering-up process, and another one in which
they have close interaction.

Scenario without reader-tag interference. In this subsection we consider that the activation
process of tags from readers and tag transmissions toward readers do not interfere with each
other. The probability of a group of u tags being activated, denoted here by p,, assuming
ALOHA operation will be given by the probability that only one reader transmits in a time-slot
and that its signal strength is high enough to power-up the tag, which occurs with probability
Py = Pr{yx > 7:}. Therefore p, can be written as:

Pu = <£> P;t(l_Pdt)]_uRPr(l_Pr)R_l- )
The tag throughput (T) of all the readers can thus be expressed as the modified formula of
ALOHA for each possible number of active tags u:

T =Y upu(1—Py)ps(1—pp)* ", ®)

where Py, is the probability that a single tag transmission is correctly detected by any of the
readers, and which can be written as Py, = Pr{s > 7,}. Results for a scenario with 15 tags
and 5 readers with power-up probability P;; = 0.7 and probability of detection at the reader
of Py, = 0.95 are displayed in Fig. 2a. It can be observed that optimum probabilities of the
reader and tag anti-collision components are independent (no need of joint optimization).
Scenario with full reader-tag interference. Consider now that activation of tags from readers
and tag transmissions toward readers interfere with each other. The state of the system is
defined as the number of powered-up tags. The transition probability between state m and
state n is given by

(") o n<m
o= 3 (4 ) B0 = Pa) Ry (1= p )R A= ©
(1—pp)m m=n=]
(1= RPgepr(1 = pr )R 1) (1 = pr)" m=nn#]

The transition probabilities define a Markov chain that can be solved using standard tools.
Throughput can be finally assessed using

T=Y upu(l— (1= Pg)®)ps(1—p) 11— pr)k. (10)
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Results for the same scenario as in the previous example are displayed in Fig. 2b. It can be
observed that probabilities of the reader and tag anti-collision components are now dependent
on each other. This means that, unlike the previous example, joint optimization of reader and
tag algorithms is now justified.
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Fig. 2. Joint evaluation of ALOHA reader and tag anti-collision algorithms optimization

5.2.3 ALOHA tag protocol with imperfect tag detection

We now address an asymmetrical ALOHA tag protocol with incorrect tag detection and false
alarm. We define the probability of correct detection of tag t; as Pp ; and the false alarm as
Pp ;. The throughput of ALOHA can thus be expressed as the probability that only one tag
transmits provided it has been correctly detected and that the remaining tags either do not
transmit or do not experience a false alarm:

T; = piPp,; IT A—=pu)@—Pgy) (11)
n=1;n#j

Note that this expression is only for tag t; and it belongs to the observations made by only
one reader. Since probabilities of detection and false alarm are related to each other via
the activation threshold of the tag, the joint optimization problem for calculation of the
throughput region can thus be written as follows:

{p, Pr}opt = arg {r;lgx} Tj, Tn=0mm#j (12)
AF

where p = [p1,...,pj]T and Pp = [Pry,..., Prj]T. The optimization problem in the previous
expression can be solved using the technique of Lagrange multipliers as follows:

0T, /dp; — Y v0T;/9p; =0 9T, /0Pp;— Y 9T;/9dPj =0 (13)
I#] 1#]

where v; is the Lagrange multiplier associated to the I-th throughput constraint. Solving
this system of simultaneous equations for different throughput constraints results in the
derivation of the boundaries of the throughput region. An alternate approach consists of
obtaining from the previous expression | — 1 expressions that are independent from the
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Lagrange multipliers and then solve the problem for the remaining variables and equations.
For each one of these ] — 1 expressions, it is necessary to select | out of the 2] equations in the
previous expression. Since each one of the selected combinations involves a different selection
of variables either from p or Pr, we will denote the m-th combination by the dummy vector
variable x" = [x]',... ,x}"]T , Where x]’." denotes any of the probabilities of transmission or

false alarm from the m-th combination. The derivation of the desired expression for the m-th
combination is equivalent to solving the following equation:

det(Ja™) = 0

where det(-) denotes the determinant operator and Ja™ is the Jacobian matrix with elements
given by Jaj P = %. Some simplifications of the expressions yield the following equations
’ j

for the optimum transmission and detection probabilities, respectively:
J J . — Pr.
Lpi=1 )3 ol ) =1 (14)
i=1 =1 aPD/]'/aPF’]' — PD,]'/(l — PF,j)

The term 31, 1 describes the operational curve of the tag detector and it depends on the

adopted reader collision algorithm, interference and noise. ALOHA performances using
different SNR values with Rayleigh fading channels are displayed in Figure 3(a).

5.2.4 Retransmission diversity multiple access

The performance analysis and optimization of NDMA for RFID is similar to the ALOHA
protocol in the previous subsection. The throughput of NDMA can be expressed as
follows(see Samano et al. (2009) and references therein):

]
Ti=(1/L)piPo; [1 Pun (15)
n=1,n#j

Where PU,]' = ijD,j + (1 — p])(l — PF,]')/ L= 2]1-21 PA,]' + H]]-:1 (1 — PA,j) and PA,j = ijD,j +
(1 — pj)Pr;. The optimization, using the previous subsection, gives(Samano et al. (2009)):
/ (BPU,j/ax]’.”)(L/Pu,j) - (aL/ax]’.”) _
(BPu,j/ax}")(l/Pu,j) — 8(p]PD,])/6x]m (1/p]PD,])

(16)

Figure 3(b) shows the benefits of the NDMA protocol as compared to other multiple access
protocols, thus being amongst the most attractive for RFID solutions (Samano et al. (2009)).

5.2.5 Two-user ALOHA protocol with context aware analysis

Let us now analyze an ALOHA protocol in the case where we have knowledge of the joint
tag-arrival distribution, which is called here context information. Using this joint distribution
we can infer the presence of another tag that due to imperfect channel conditions was not
correctly detected. For convenience we analyze a system with only two tags. The probability
space for tag arrival is given by Pr{1}, which indicates the arrival of tag 1 only; Pr{2}, which
indicates the arrival of tag 2 only; Pr{1,2} which indicates the joint arrival of tags 1 and 2;
and Pr{®} which indicates the probability that none of the tags are available. To denote the
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Fig. 3. Performance of MAC algorithms with cross-layer optimization

imperfect detection of tags we will use Pp; and Pp, as the correct detection probabilities of
tag 1 and 2, respectively, and Pr; and Pr; as the false detection probabilities of tag 1 and 2,
respectively. The throughput of user one can be written as follows:

Ty = Pr{1}Pp1Prz + Pr{1,2} Pp1 Ppy + x(Pr{1,2} PpoPp1), 17)
where () = 1 — (-) and the parameter x is used to regulate the average probability of false
positives. Note that the throughput with perfect tag detection is simply given by T? = Pr{1}.
Now the false positives of tag 1 are given by

Fy = Pr{@} Pr1Pry + Pr{2} Pr1 Ppy + x(Pr{@} Py Py + Pr{2} Ppy Pr1) (18)

The previous expressions indicate that we can increase the throughput of correct tag
detections as much as we want by using the parameter x, which is an indication of how many
correct tag detections we can infer of tag 1 from the observations of tag 2 being detected.
Let us now illustrate an example with the following values: Pr{1} = 0.2, Pr{2} = 0.2,
Pr{1,2} = 0.2, Pr{®} = 04, Pp; = 0.3,Pp, = 0.3,P;; = 04,and Pp, = 0.4, which can be
found in Figure 4(a) for several values of x. Note that the throughput of correctly detected
tags lies below the throughput with perfect detection and the number of false positives. If
we now use Pr{1,2} = 0.3, Pr{®@} = 0.3 we obtain the graph in Figure 4(b). Similarly, we
study the system for Pr{1,2} = 0.5, Pr{®} = 0.1 and Pr{1,2} = 0.6, Pr{®@} = 0 in Figure 4(c)
and Figure 4(d), respectively. Note that the higher the joint arrival probability the higher the
throughput of correctly detected tags and the lower the number of false positives. Note that
the throughput can surpass the one with perfect detection of tags. Therefore, context aware
detection can improve the number correctly detected tags and false positives.

5.2.6 Complexity optimization

Consider the reader complexity C and the occupied bandwidth B as functions of the tag
traffic A: C = f¢(A) and B = f;(A) . As discussed in Section 2 reduction in complexity can
be translated into an increase of traffic due to extra signaling procedures. On the contrary,
an increase of signaling traffic is also translated into an increase of complexity to handle
remote commands. The optimization problem can be thus be tackled in two different ways:
to optimize complexity subject to bandwidth constraints (minC,s.t.B < By) or to optimize
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Fig. 4. Performance of ALOHA with context aware analysis

bandwidth subject to complexity constraints (min B,s.t.C < Cp). Since complexity and
bandwidth functions are difficult to express in analytical form, these optimization problems
could be solved by exhaustive search in tables mapping hardware complexity figures and
bandwidth requirements. Performance figures can also be included using the cross-layer
framework proposed in this subsection.

6. Conclusions

Cross-layer design has been identified in this chapter as an attractive tool in the optimization
of RFID platforms. After a thorough investigation of different impairments that affect RFID,
as well as a review of existing algorithms and technologies across different layers of RFID
architectures, it has been found that cross-layer methodologies can provide additional useful
gains, particularly at the MAC and PHY layers. A general framework for MAC/PHY
cross-layer optimization has been proposed for the design of RFID platforms. The framework
can be potentially used for a wide variety of PHY and MAC algorithms, thereby paving the
way for interesting research topics. Particular examples of MAC/PHY optimized algorithms
with imperfect tag detection, reader collision, retransmission diversity and context aware
mechanisms have shown the benefits of joint optimization of algorithms across different
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layers and its importance for future RFID applications. Future work includes to adopt
security /privacy parameters and different signal processing schemes with multiple antenna
diversity, beam-forming, and smart-antennas in the cross-layer framework proposed in this
chapter.
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